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1.

Introduction

1.1.

Scope

This document describes the research and approaches identified by task 3.3 `Initial Enablers
for dynamic distribution of IoT behaviour`: this activity delivering BRAIN-IoT’s generic nonfunctional runtime mechanisms needed to support the dynamic deployment and orchestration
of BRAIN-IoT’s Smart Behaviours.
Why this is an essential characteristic of, and a unique differentiator for, BRAIN-IoT, is first
explained.
It is important to note that this document is not concerned with the specifics of Smart
Behaviours needed for particular Use Cases specified in D2.4; nor how Smart Behaviours
should be modelled; these concerns addressed by the D3.1, D3.2 & D3.4 deliverables in WP3.

1.2.

Related documents

ID

Title

Reference

Version

Date

1

Initial Visions, Scenarios and Use Cases

D2.2

1.0

Dec-2018

2

Initial AI and ML features for smart behaviour and
actuation

D3.2

1.0

Jan-2019

3

Initial discovery, search, composition and
orchestration enablers

D4.1

1.0

Dec-2018

4

Initial AAA layer for IoT cross platform models

D5.2

1.0

Feb-2019

Table 1 - Related documents
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2.

Complexity, Change & Diversity

Modern-day software systems, even those that presumably function correctly, have useful and
effective shelf life orders of magnitude less than other engineering artefacts.
While an application's lifetime typically cannot be predicted with any degree of accuracy, it is
likely to be strongly inversely correlated with the rate and magnitude of change of the
ecosystem in which it executes.
DARPA BRASS initiative 2015

Software Systems with pre-determined functional behaviours continue to be built assuming
fixed immutable unchanging Production environments; environmental changes treated as
`exceptions`.
One may be surprised to learn that neither Virtual Machines nor Containers address this
fundamental problem. Both approaches attempt to mask the heterogeneous and changing
nature of the physical environment by masking this with a homogenous, unchanging
representation which is typically locked to the upstream developer’s Environment: the
philosophy being that if the code runs for the developer it will run in Production. However, this
Virtualisation/DevOps philosophy introduces tight coupling between the Production and
Development environments. As Production environments scale in size and diversity increases,
this tight-coupling becomes increasingly problematic.
Attempts to shield immutable software components from the realities of the physical runtime
environment significantly increase operational complexity. Similar to tectonic plates, stresses
build between the changing physical runtime and the illusion of immutability provided by
virtualisation & containers; these stresses manifest themselves as increased Operational costs
and also set the scene for catastrophic failures: i.e. the failure of unmanaged tight-coupling
runtime dependencies masked by virtualisation.
The `DevOps` model attempts to manage increased operational complex while delivering
business agility. However, this also results in tight-coupling between the Production
environment and the source development teams. At a cost of retaining highly skilled
developers, this approach can be made to work for Enterprise & Internet Service providers
systems with enforced homogenous runtime environments; but such approaches are
economically unsustainable at the scales expected for Smart City and Industry 4.0.
Indeed, Smart City and Industry 4.0 environments will be orders of magnitude more
sophisticated than traditional Enterprise environments, or 1st generation `Cloud Hub & Spoke`
IoT architectures. Smart City and Industry 4.0 environments will be massively distributed,
heterogeneous, federated and co-evolving software eco-systems: adapting and changing and
scaling in response to local requirements and environmental changes. For such software
ecosystems to be economically sustainable, operational simplicity, maintainability and
runtime adaption must be intrinsic to their architectures; and so these non-functional concerns
are core BRAIN-IoT objectives.
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2.1.

BRAIN-IoT - a different philosophy

BRAIN-IoT attempts to deal with all categories of change:
Known Knowns - Both the runtime environment and the required functional aspects are known
and well-defined.
Known Unknowns - While the required functionality is known, there is a degree of diversity in the
target runtime Environments and/or predictable on-going change.
Unknown Unknowns - Neither the environment nor the required functionality, are known. Both
may change in unforeseeable ways.
Concrete examples of types of Environmental and functional change that BRAIN-IoT must
accommodate include:
1. Environmentally triggered Adaptions - A new physical device/entity is encountered which must
be managed/interacted with.
2. Self-repair / Re-optimisation - Unforeseen failures occur with the environment or new more
appropriate resources are made available.
3. Adaption to Environment Shocks - Including simple scenarios such are scaling in response to
load, to more sophisticated behaviours where the environment re-wires using diﬀerent
component implementations in response to Eﬃciency or Cyber Attack.
To address these challenges BRAIN-IoT pursues a unique and differentiated approach to these
problems. Runtime behaviours are dynamically assembled in response to the runtime
Environment and Operational requirements. By enabling component diversity, component
substitution and runtime assembly a BRAIN-IoT environment is able to adapt and respond to
environmental changes. If automated runtime adaption is not possible because the required
behaviours do not exist in the runtime (the `unknown unknowns` scenario); then the process
of creating such behaviours must be a simple, rapid and controlled.
This all occurs as a matter of course - rather than as an exceptional event. By embracing
Structural Modularity and encapsulation, BRAIN-IoT shields the Operations team from runtime
Complexity. By leveraging self-describing, self-assembling components, a BRAIN-IoT
environment is able to reconfigure itself in response to local events; while avoiding tightcoupling to upstream developers and their environments. Should a required functionality be
unavailable, the highly modular runtime enables any competent developer to rapidly create
and release a new component providing the function without intimate knowledge of the
runtime.
Finally, behavioural emergence is pursued, with sophisticated runtime behaviours achieved
through the interaction of a number of simpler behaviours loosely `chained` together. These
characteristics are unique differentiators for BRAIN-IoT. BRAIN-IoT’s approach can also be
thought of as analogues to a simple `Urn Model` example (John Holland: Signals and
Boundaries` [1]). In this analogy, the Smart Behaviour’s Bundle Requirements/Capabilities
metadata represents `the Boundary`, while the Smart Behaviour’s Events represent the
corresponding `Signals`.
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3.

Adaption & Change: The Environment provides the Context.

When should required behaviours be pre-installed? When should behaviours be dynamically
deployed? The answer to these questions depends on the specifics of the runtime Environment.
1. If the Environment is a Smart Building with embedded detectors of various types; these
are part and parcel of the building infrastructure and so known a-priori. It is highly unlikely
that these detectors will functionally change, or that new detectors be introduced at
random points in time. However, operationally simple software maintenance, updates and
fixes to the runtime environment (software infrastructure, application components,
detectors, devices) are critical to ensuring economic sustainability of the Smart Building.
2. Like the Smart Building, if the environment is a Robot, then the Robot also has a
predefined set of sensors with which it interacts with its environment. A Robot is not going
to independently evolve the ability to `see` in Infrared. Rather, if this capability is required,
appropriate physical sensors must be installed and so it is logical to configure the software
drivers for these sensors at the same time. However, the way the Robot processes the
captured infrared images may well be context specific and require runtime adaption.
3. It is unlikely that a Robot interacting with a Smart Building infrastructure would require
such dynamic adaption. The Smart Building behaviours are known in advance; the Robots
sensor capabilities are known in advance.
4. The problem arises when a Robot is functioning within a volatile environment. In advanced
Cyber-Physical-System manufacturing scenarios, new equipment may be frequently
introduced or existing equipment modified. Given that Business Agility / Manufacturing
flexibility is paramount, there may be little or no prior knowledge of the environmental
reconfiguration and changes. Rather, the Robot and all other impacted systems must not
only attempt to discover the new Environment configuration but must also determine how
to interact with this new Environment.
Hence if all aspects of the target runtime environment are known in advance, then all
appropriate behaviours may be installed in advance. However, the more volatile the runtime
environment, to avoid increasing Operational cost, the more dynamic and self-adapting the
software runtime must become.
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We briefly consider the Organisational, Operational & Orchestration considerations that
influence/constrain the design of a BRAIN-IoT runtime environment.
3.1.

Organisations Considerations

The Organisation’s attitude and management structures influence the degree to which
environments are allowed to be dynamic: see Conway’s Law https://en.wikipedia.org/wiki/
Conway%27s_law.
Considerations include:
1. Structural modularity of the Organisation; the degree of Autonomy of the management
unit. Operational Policies, Management Structures.
2. Business Cadence / Change Volatility of each runtime Environment within the Organisation.
3. Scale and Diversity of Operations.
BRAIN-IoT’s economic value increases in proportion to the scale, diversity, business cadence
and environmental volatility of the organisation.
3.2.

Operational Considerations

In order of increasing sophistication, a BRAIN-IoT environment must be able to accommodate:
1. Human-in-the-Loop: An Operator is responsible for manual install and update of Smart
Behaviours (e.g. EMALCSA Use Case): see section 6.3. Responsibilities include:
•

Selection of the required Smart Behaviours from the Repository.

•

Selection of physical deployment locations.

•

Triggering the push-based Install or Update.

2. Self-Configuring Edge Node: In this scenario, a BRAIN-IoT Edge Node (e.g. Robot) installs
appropriate Smart Behaviours based upon local configuration information (e.g. sensor
types installed in Robot).
3. Adaption to Environment: In this adaptive scenario, the unknown environmental trigger
causes the installation of one or more Smart Behaviour(s): see section 6.1.
The most appropriate approach will be dictated by the preferences of each organisation and
environmental constraints, however, BRAIN-IoT approach must be generic and support all
possible Use Cases (see D2.2).
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3.3.

Orchestrating Behaviours

We must also consider how Smart Behaviours might need to interact with each other in the
runtime.
•

For self-contained behaviours running locally on the BRAIN-IoT host, no distributed
orchestration is required. AI or ML behaviours are typical of these: consuming and data
feed and issuing a respond / triggering an action.

•

However, when a group of behaviours are required to interact to collectively achieve a task,
then the following considerations must be addressed:
1. The behaviours must be able to functionally interact with each other to achieve the
desired task. This is the responsibility of the BRAIN-IoT modelling environment that
creates the group of inter-related Smart Behaviours.
2. The group of Smart Behaviours must be available in the runtime environment, and
able to communicate this each other in order to achieve the desired task.

The dynamic deployment of a set of inter-related Smart Behaviours, in response to
Environmental triggers, is the primary design objective of this BRAIN-IoT deliverable.
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4.

The BRAIN-IoT Runtime

Each BRAIN-IoT environment is comprised of the following structural layers.
Physical Layer [1]: The set of physical computing resources within the physical environment to
be managed (e.g. Linux Servers and ROS Robots). Physical resources may be introduced into, or
removed from, the environment at any point.
Fabric Layer [2]: To create a Service Fabric, a set of OSGi™ / Java agents are installed upon the
physical layer. The resultant Service Fabric (see D4.1) is common to all BRAIN-IoT environments
and provides consensus, discovery, System provisioning and communication services.
Systems [3]: A System is a distributed entity composed of a set of inter-related software
components: see D4.1. One or more Systems may be deployed to a Service Fabric. BRAIN-IoT
Systems include the following mandatory infrastructure software components (see Figure 1):
•

A `Bundle Installer Service` (a.k.a BIS) installed to each participating BRAIN-IoT node.
This component is responsible for deploying a specified Smart Behaviour to its local
environment.

•

A `Behaviour Management Service` (a.k.a BMS). In response to an Operator Command
or an Environmental Trigger (see section 3.2), the BMS component is responsible for
selecting the most appropriate Smart Behaviour from the Marketplace, selecting the most
appropriate BRAIN-IoT node/s, then instructing that node’s BIS to install or update the
selected Smart Behaviour. The BMS and BIS services communicate via an asynchronous
events substrate.

These BRAIN-IoT infrastructure services are explained in further detail in the next section.

A

B

Figure 1: BRAIN-IoT runtimes - A: generic BRAIN-IoT components (BMS & BIS) used in all
Environments. B: Environment specific components (BIS, BMS still required in each System but not
shown).
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In addition to these mandatory BRAIN-IoT infrastructure services, each System may include
optional System Parts for functional components that are known in advance to be needed in the
target environment (i.e. Known Knowns): again see Figure 1.
Examples include:
•

A Door Controller that is required to be deployed to a designated Edge Node.

•

The choice of gateway technology installed on Robotic edge nodes: e.g. sensiNact, rosOSGi
or W3C/WoT: see section 7.

•

Associated gateway management services deployed to BRAIN-IoT compute nodes.

Note that if an Edge Node meets the requirements of several diﬀerent the System Parts, then
these System Parts may be co-located upon that Edge Node. Whether this is appropriate is
dependent upon the specifics of each Use Case.
Smart Behaviours [4]: In response to environmental triggers, each BRAIN-IoT System is capable
of dynamically deploying sets of inter-related Smart Behaviours: figure 2 illustrates this concept.
Note that the specifics need to be defined by each BRAIN-IoT Use Cases and created by the
BRAIN-IoT modelling/release processes as defined by D3.1 & D3.2.

Figure 2: BRAIN-IoT runtime with dynamically deployed `Smart Behaviours`
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5.

BRAIN-IoT Smart Behaviour Infrastructure Services

BRAIN-IoT mechanisms for managing Smart Behaviours, along with assumptions and design
implications for the Smart Behaviours, are now presented.
5.1.

Overview

BRAIN-IoT Smart Behaviours communicate with each other via asynchronous events. A behaviour
issues an event which is routed to local or remote endpoints that have registered interest in
events of that type: i.e. other Smart Behaviours. If an event cannot be forwarded, because there is
no third party that has a registered interest, then the event is consumed by the Behaviour
Management Service (a.k.a. BMS). The BMS searches the nominated BRAIN-IoT repository for
an appropriate Smart Behaviour, and if a candidate is found the BMS instructs a selected Bundle
Installer Service (BIS) (local or remote) to install the selected Smart Behaviour. As explained in
the previous section, BIS and BMS are mandatory components of a BRAIN-IoT system and
deployed the BRAIN-IoT nodes as part of a System deployment.
The BMS and BIS themselves interact via asynchronous events:
•

To install or update a Smart Behaviour the BMS sends either `Install` or `Update`
events to the selected BIS.

•

To remove a Smart Behaviour the BMS sends a “Remove” event to the selected BIS

•

To reset a BIS, the BMS sends a `Reset` event.

•

The BMS may query the BIS for the set of currently installed Smart Behaviours using a
“Status” event. This is useful for monitoring and producing a list of in-use behaviours.

Other than the requirement to communicate via asynchronous events via a simple API (see 6.4),
Smart Behaviours are completely de-coupled from the underlying Fabric runtime. As `Packager`
can be used to package and release non-Java, non-OSGi software components as OSGi bundle /
JAR artefacts (see D4.1); this approach is generic, requiring only the use of OSGi bundle
metadata.
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5.2.

Assumptions

The proposed approach is based on the following assumptions:
1. Smart Behaviours communicate via asynchronous events. BRAIN-IoT event message
structure (see 6.1), is defined by the OSGi DTO specification: see [2].
2. Smart Behaviours should be idempotent and have a retry if the desired response is not
received within a configurable timeframe: Smart Behaviour configuration ideally enabled via
OSGi ConfigAdmin.
3. To allow substitution of Implementation and so Evolvability, Smart Behaviours must not
reference each other via artefact name. Rather Smart Behaviours they must reference each
other via the Capabilities they require: see [3]. Therefore, events issued by a `source` Smart
Behaviour must include sufficient information to identify the necessary Capabilities that must
be possessed by a potential suitable `sink` Smart Behaviour.
4. Smart Behaviours are released from the modelling environment into an OBR repository as
OSGi Bundles; each with appropriate Capabilities metadata i.e.
Provide-Capability: eu.BRAINiot.behaviour;consumed:List<String>="DoorRequest"
5. The BRAIN-IoT modelling environment will ensure consistency between the information in
events issued and consumed by Smart Behaviours and the OSGi Bundle metadata
Capabilities that describes those Smart Behaviours.
6. It is the responsibility of the BRAIN-IoT Fabric to process events. Processing may mean:
•

Deliver to a suitable Smart Behaviour recipient already running in the environment.

•

Or via BMS & BIS, causing the deployment of a suitable recipient with the required
Capabilities.

•

Via the BMS & BIS dealing with failure scenarios: see section 5.7.

•

Providing the Audit facilities required by D5.2

In addition to these hard constraints, for ease of implementation, it is recommended that Smart
Behaviours are implemented as OSGi Declarative Services [4]; though alternatives can be
supported.
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5.3.

Event DTO and corresponding Bundle Capabilities

With respect to the Robot, Door scenario presented in section 6, an example of the proposed
BRAIN-IoT Smart Behaviour event DTO.
public abstract class BrainIoTEvent extends DTO {
/**
* The identifier of the node creating the event
*/
public String sourceNode;
/**
* The time at which this event was created
*/
public Instant timestamp;
/**
* The security token that can be used to authenticate/validate the event
*/
public byte[] securityToken;
}
/**
* A request from a behaviour for a door to change state
*/
public class DoorRequest extends BrainIoTEvent {
/**
* The identifier of the door to change
*/
public String doorIdentifier;
/**
* A set of possible actions for the door
*/
public static enum DoorAction {
/**
* Request to Open the door
*/
OPEN,
/**
* Request to Close the door
*/
CLOSE,
/**
* Request the current state of the door
*/
QUERY;
}
public DoorAction requestAction;
/**
* A command from an orchestration behaviour for a door to change state
*/
public class DoorCommand extends DoorRequest {
}
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The Smart Behaviour securityToken is populated in the manner described in BRAIN-IoT
document `Initial AAA layer for IoT cross-platform models` [D5.2].

The Smart Behaviour bundle Capability metadata required to correspond to the previous Event
DTO would then be:
// Orchestration behaviourProvide-Capability: eu.BRAINiot.behaviour;consumed:List<String>="DoorRequest"
// Door edge node behaviourProvide-Capability: eu.BRAINiot.behaviour;consumed:List<String>="DoorCommand"

5.4.

Asynchronous Eventing Substrate

A core part of the BRAIN-IoT runtime is the event delivery substrate (a.k.a the EventBus, or
Fabric EventBus). This is responsible for delivering events between BRAIN-IoT Smart
Behaviours, but also between the BMS & BIS infrastructure services. Event delivery is always
asynchronous.
When a Smart Behaviour is deployed, it registers its asynchronous EventBus interface (see
below), with the local OSGi framework’s service registry. The service properties associated with
the registration (see [5]) include, along with the Smart Behaviour’s capabilities, a marker
( e.g. “eu.BRAIN-IoT.behaviour.consumed”), which is used to indicate which event types the
EventBus interface expects to handle. EventBus sources and sinks proceed to interact in the
manner described by the OSGi White Board `event handler` pattern; see [6].
Note that the Modelling and Development Tools must ensure the correspondence between
Smart Behaviour bundle capabilities metadata and the events issued by each Smart Behaviour.
Smart Behaviours which take too long to process events will be blacklisted, receiving no
further events, and errors reported. This is necessary to ensure that the overall throughput of
the BRAIN-IoT system continues if one or more Smart Behaviours become blocked or
deadlocked. Blacklisted Smart Behaviours should be considered a major error in the system
and will usually require development fixes to remedy the block. Simply restarting the Smart
Behaviour (for example by using the update facility of the BIS) will remove it from the
blacklist. However, unless actions are taken to remedy the original problem the Smart
Behaviour will be blacklisted again when the problem reoccurs.
Events that are newly created (i.e. have no originator or token set) will be automatically
populated with the relevant security information: see D5.1. Events that already have security
information set will be validated before being sent on. Externally generated events must also
be validated before they are delivered to Smart Behaviours.
Finally as required by D5.2, the EventBus is responsible for persisting all events of certain
types and / or event flows between specified Smart Behaviours.
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Example interfaces for the EventBus and Smart Behaviour are shown
public interface EventBus {
/**
* Asynchronously send an event
*/
public void deliver(BrainIoTEvent event);
}
public interface SmartBehaviour {
/**
* Receive an Event from the BRAIN-IoT System
*/
public void notify(BrainIoTEvent event);
}

Note that the current OSGi Alliance EventAdmin specification [7] has no mechanism to determine
which, if any, third parties are listening to any given event topic. As entities in a BRAIN-IoT
environment need to know if others are interested in certain event types, a more sophisticated
approach was required, and this is provided by the BRAIN-IoT EventBus which will form the basis
for a new OSGi Alliance specification.
5.5.

Bundle Installer Service (BIS)

The Bundle Installer Service is responsible for managing the local runtime life-cycle of Smart
Behaviours. Upon receipt of:
1. An `Install` Event
•

The BIS installs locally the specified Smart Behaviour bundle from the specified
repository.

2. An `Update` Event
•

The BIS updates an existing Smart Behaviour bundle

•

Update behaviour may be specified in the received event, or via configuration
configurable with options include Bundle Update [8] or Bundle start/stop.

3. A `Remove` Event
•

The BIS removes an existing Smart Behaviour bundle

4. A `Reset` Event
•

Reset any information in the local Blacklist

•

Stop any running Smart Behaviours

•

Remove any locally cached Smart Behaviour bundles.

5. A `Status` Event
•

The BIS reports the list of existing installed Smart Behaviour bundles

Each BIS also periodic issues ‘liveliness` events to the BMS.
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5.6.

Behaviour Manager Service (BMS)

The BMS is the event consumer of last resort; by this, we mean that BRAINIoTEvents
published by Smart Behaviours running within the Environment, but for which there are no
interested third parties, are consumed by the BMS. Based on the Requirements specified in the
consumed event, the BMS searches the OBR repository for the most appropriate Smart
Behaviour with Capabilities that correspond to the Requirements in the consumed event.
From the set of available hosts (determined by OSGi Remote Service Discovery), the BMS
selects the most appropriate host for the required Smart Behaviour: note that the BRAIN-IoT
node that was the originator of the event, may not be the most appropriate BRAIN-IoT node
for hosting the Smart Behaviour.

For example:
•

A Robot Edge Node is not the best location for the Door Controller Smart Behaviour, as
this is required by all Robots; hence a static Linux computer host is preferable.

•

Due to CPU and memory constraints, it may be more appropriate to host an image
processing/recognition algorithm on a BRAIN-IoT Linux node, the Robot streaming
images to this node, rather than installing locally to the Robot that originally requested
the Smart Behaviour.

Having selected the most appropriate Smart Behaviour and candidate host, the BMS instructs the
BIS on the candidate host, via an `Install` event, to install the Smart Behaviour.
Operational policies will also dictate the degree to which this process may be made automatic
(section 3.2), and so Operational intervention may be required at the following decision points:
•

Selection of a specific Smart Behaviour from a filtered set of candidate Behaviours.

•

Confirmation of target deployment nodes.

•

Initiation of the deployment.

To accommodate these scenarios the BMS workflow will need the flexibility to span the range of
options from manually but guided Operator interaction, to completely automatic deployment.

5.6.1.

Update Behaviour

The BMS may also be configured to monitor the OBR repository for new versions of Smart
Behaviours that have already been installed. Again updates may be applied automatically, or
require Operator confirmation.

Deliverable
Deliverable Title

1.0

D3.3
Initial Enablers for dynamic distribution of IoT behaviour

2-April-2019

Page 18 of

42

!

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

5.7.

Failure and Recovery behaviours / scenarios

The following failure scenarios need to be addressed by the BIS, BMS implementations and will
be incrementally developed alongside functionally required to achieve the target Use Cases.
The following behaviours are indicative of those required.
1. In response to an ‘Install` event, the BIS on the target BRAIN-IoT node returns an
‘Install Failure` event.
•

If the node is already Blacklisted for a different Smart Behaviour - the node is
Blacklisted for all Smart Behaviours, otherwise, the BMS blacklists the node for that
specific Smart Behaviour.

•

The BMS selects another target site (if possible) - and re-attempts the install. If the
new target site fails; the Smart Behaviour is Blacklisted and any existing nodes
blacklisted for the behaviour are removed from the blacklist: this prevents a node
from being unfairly tagged for trying to install a broken behaviour.

•

The Operator is informed.

2. No BIS ‘Install
Failure` is received, but the deployed Smart Behaviour appears
inactive: i.e. it is not registering interest in the event types it should be consuming. This is
indicative that the Smart Behaviour has some form of deadlock and has probably been
`Blacklisted` by its host BRAIN-IoT node. In response:
•

BMS issues a ‘Remove` event to the target BIS - this causing the BIS to eject the
Smart Behaviour.

•

BMS selects an alternate site and issues an ‘Install` event.

•

If the second attempt fails (configurable), the process is repeated and Smart
Behaviour is Blacklisted.

•

The Operator is informed.

3. In response to an ‘Upgrade` event, the BIS on the target BRAIN-IoT node returns an
‘Upgrade Failure` event.
•

If the previous Smart Behaviour is still functional / functioning - then the latest
upgrade version of the Smart Behaviour is blacklisted.

•

If the Smart Behaviour is no-longer functioning, the BMS issues a ‘reset` event to
the damaged node.

•

The BMS selects an alternate node is possible to re-deploy the previously functioning
version of the Smart Behaviour.

Finally, the BRAIN-IoT environment needs to be able to deal with failure and recovery of the
Behaviour Management Service itself. The BMS persists relevant state and configurations to
the underlying Fabric consensus service. Upon crash/restart or shutdown/restart management by underlying Fabric services - the BMS can recover all previous state.
The above behaviours are indicative and may be customisable per environment, and / or
driven by configurable policies.
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6.

Adaptive Behaviour - Examples

BRAIN-IoT Smart Behaviours and runtime environments are extremely flexible.
Flexible in terms of:
•

The orchestration between the Smart Behaviours. In the following interpretation the
dependency/communication chain [Door User <> Orchestrator <> Door Controller] is
assumed.

•

Which software components are pre-installed via Systems (Known Knowns), rather than
dynamically installed in response to Environmental triggers (Known Unknowns).

•

The runtime topology, meaning which Smart Behaviours are run where. In the following
interpretation of the Use Case, the Door Controller and Orchestration Smart Behaviours are
installed to separate dedicated BRAIN-IoT Linux nodes. However, it would have been
completely valid to have co-located the Door Controller and Orchestration behaviours on the
same physical BRAIN-IoT node.

Hence, the following examples are for illustration only. The choices concerning pre-installed
components versus dynamically installed components and the related deployment topologies will
be determined by each Use Cases and may vary from the following.
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6.1.

Robot / Door Orchestration

Scenario: Robot is directed to move from one point in a Factory to another point - and to
achieve this needs to pass through an IoT enabled Fire Door.

This scenario assumes that:
•

The Robot is preconfigured with the Discovery behaviours for Bluetooth Beacons.

•

The Fire Door is identified by the Bluetooth Beacon.

•

The Door is controlled via its own dedicated Edge Node with pre-installed ‘drivers`.

•

Robot Edge Node functionality is pre-installed as a System Part: see section 7.

The following sequence of diagrams concerns the dynamic deployment of Smart Behaviours
(`Door User`, a `Door Controller`, and an `Orchestrator`) triggered by an environmental
event.

Figure 3: Environment event-driven Smart Behaviour deployment
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1. A Bluetooth beacon advertises the existence of the Door it represents. This triggers a
Discovery Event in the Robot that requires a ‘Door User’ capability.
2. As there is no Capability within the environment to process the event (the Door User
Behaviour |3} ); the Event is forwarded to the Behaviour Management Service (BMS).
3. The BMS searches the BRAIN-IoT repository for an appropriate Smart Behaviour with the
required Capability (Door User) |3} ).
4. Finding an appropriate Smart Behaviour, the BMS selects the appropriate BRAIN-IoT node
and instructs its local Bundle install Manager (BIS) to install the Smart Behaviour |3}. In this
case, the selected node is the Robot (the source of the event).
5. Which the Robot’s BIS precedes to do.
The Robot is now 'Door' aware.

Figure 4: Environment event driven Smart Behaviour deployment

6. The Door User behaviour issue an Event that requires an Orchestration Capability |2}. As the
Door and Robot are well known pre-existing `Things`, then it is likely that the required Smart
Behaviour is already preloaded. However - if not - the deployment behaviour is as before, with
the BMS consuming the Orchestration event.
7. This time the BMS finds and installs via the local BIS the required Orchestration Smart
Behaviour |2}.
The BRAIN-IoT node hosting the BMS is now also the node hosting the Orchestration for Robot
<> Door interactions.
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Figure 5: Environment event driven Smart Behaviour deployment

8. The Door Orchestration Smart Behaviour |2} now issues an Event to a Door Controller Smart
Behaviour |1}. As this Capability does not exist, the Event is consumed by the BMS (locally).
which searches the Repository for a Bundle with the required Capability |1}.
9. This time the BMS instructs a remote Linux Node’s BIS to load the required Door Controller
Smart Behaviour |1};
10. Which the BMS dutifully does.
The Smart Behaviours may now interact with each other as intended to allow the Robot to pass
through the Door. The Controller subsequently receiving an event indicating that the Robot has
successfully passed through the door and responding appropriately.

Figure 6: Environment event driven Smart Behaviour deployment
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6.2.

A W3C web of Things Orchestration

Scenario: Robot discovers a new W3C/WoT physical `Thing`

Two W3C/WoT (Web of Things) [9] scenarios may be envisioned.
Either:
1. The environment is already known to have W3C/WoT enabled devices and so WoT
Servients are pre-installed as System Parts onto each Robot participating in the
environment: see section 6.2.1.
2. The local environment is initially unaware of W3C/WoT devices. Hence, when non-WoT
capable Robots encounter W3C/WoT enabled devices, the appropriate W3C/WoT Smart
Behaviours need to be dynamically installed: see section 6.2.2.
In both scenarios, the actors have access to W3C/WoT Thing Directories containing appropriate
Thing Descriptions [10].
Note that the following scenarios can be combined with the previous scenarios in 6.1: i.e. the
Door Controller in 6.1 may have been a WoT enabled device.
Looking at each scenario in turn.
6.2.1.

WoT Enabled Environment and Edge Node (Known Knowns)

A W3C/WoT enabled Robot (BRAIN-IoT Edge Node) encounters a new W3C/WoT device (1):
Figure 7a. In response to this discovery, the Robot searches the Thing Directory (2) and
installs the relevant Thing Description (TD)(3). The Robot can now interact with the new
device.

Figure 7a: Environment event driven Smart Behaviour deployment
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6.2.2.

Unknown Environment and generic Edge Node (Unknown Knowns)

The expected sequence of interactions required for a non W3C/WoT enabled Robot to interact
with a newly discovered W3C/WoT physical device is shown in Figure 7b.
1. The Robot Edge Node is pre-configured to discovery Bluetooth advertisements. Via this
mechanism, a Discovery event occurs on the Edge Node for a previously unknown physical
`Thing`.
2. As no appropriate event consumer exists (see section 5), the event is forwarded to the
BMS.
3. The BMS queries BRAIN-IoT Marketplace for a Smart Behaviour with the Required
Capabilities.
4. An appropriate WoT Smart Behaviour is found.
5. The BMS instructs Edge Node BIS to load this behaviour from the BRAIN-IoT marketplace.
6. As instructed, the Edge Node loads the Smart Behaviour.
7. As with the previous scenario (6.2.1), the new behaviour equips the Edge Node to interact
with the W3C/WoT device by loading the relevant WoT Thing Description from the Thing
Directory.
The Edge can now interact with the physical `Thing`.

Figure 7b: Environment event driven Smart Behaviour deployment
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6.3.

ML based Monitoring / Actuation

Scenario: AI-based Infrastructure Monitoring/Anomaly Detection/Agents

This scenario is another example of `Known, Knowns`.
It is `Known` a-priori that a fixed number of data feeds exist. It is also `Known` that the data
streams from these feeds need to be processed by a predefined set of pre-trained Smart
Behaviours (a generic ML algorithm or an ANN): see [D3.2]. It is also Known that these pretrained Smart Behaviours will trigger well-defined actions or alerts.
The complication is that the behaviours need to be trained. Hence, in addition to the
Production environment, a Training environment is required.
Potent Smart Behaviours are trained in a Training environment using the Production data
feeds. The response of candidate Smart Behaviours compared to the baseline provided by the
current Production Smart Behaviour. A candidate Smart Behaviour deemed more fit than the
present Production Behaviour, may be selected and released as an OSGi bundle artefact to the
BRAIN-IoT repository; potentially along with an updated System description: see section 6.3.1.
Note that the details of the trained ML artefact (defined in D3.2) are of no concern the generic
mechanisms presents here. From a BRAIN-IoT Fabric perspective, all potential options
discussed in D3.2 are supportable.

Figure 8: ML / ANN Training & Production Environments
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6.3.1.

Deploying to the Fabric

Two options exist for deploying newly trained Smart Behaviours.
3. The simplest update mechanism is for the Operator to Import and Start a new System.
Existing Service Fabric mechanisms will automatically update the existing System Parts in
the Product environment so installing the newly trained behaviours.
4. A second approach would be for the BMS to monitoring the BRAIN-IoT repository for
specific Smart behaviours, and automatically instruct BRAIN-IoT nodes to update should a
new behaviour become available. Operator confirmation or acknowledgement may still be
required or desirable.
Both approaches will be investigated.
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7.

Supporting Edge Node Diversity

BRAIN-IoT supports the flexible integration options of Edge Nodes with the underlying
hardware platform. Considering the Robotic Use Case several integration options have been
discussed including:

1.The rosOSGi bridge project (https://
github.com/ibcn-cloudlet/rososgi) leveraging the
ROS subscribe/publish mechanisms.

2.The sensiNact gateway (https://
projects.eclipse.org/projects/
technology.sensinact) leveraging ROS HTTP/REST
API’s.

3.A generic W3C/WoT Servient (https://
w3c.github.io/wot-architecture/) which,
dependent upon its internal configuration, might
leverage the Publish/Subscribe or HTTP/REST
API’s.

Figure 9: Diverse Edge Nodes

A runtime environment will - to avoid unnecessary complexity - usually standardise on one of
these edge integration layers (sensiNact, rosOSGi or W3C/WoT). However different
environments may choose to use different integration layers, and an environment may be
easily changed in response to changing Operational or Business circumstances. As discussed in
section 4, these integration components are deployed as System Parts and are defined within
the site-specific System(s) (see Figure 1).
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Hence, whereas BRAIN-IoT Smart Behaviours interact with each other via a common eventing
infrastructure, they must interact locally with the site-specific edge integration layer: i.e. a
sensiNact version of the `Door Controller` Smart Behaviour is needed to interact with the
Northbound API of the local pre-installed sensiNact gateway that interfaces to the door.
Finally, one site may have chosen the sensiNact approach and so require a `Door Controller
[sensiNact]`, while a second site may choose the rosOSGi bridge approach so requiring the
`Door Controller [rosOSGi]`, etc. These Smart Behaviour artefacts may be created by the
same BRAIN-IoT modelling environment and released to and share the same repository, but
differentiated at runtime by their Capabilities.
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8.

8.1.

Supporting Dynamic / Adaptive Discovery

Dynamic Discovery Behaviours

Basic discovery behaviours will relate to available physical sensors and will be pre-installed into
BRAIN-IoT nodes via the appropriate System. However, enhanced discovery data processing
may be either pre-installed or dynamically installed in response to a basic discovery event and
so may be considered to be a Smart Behaviour.
Upon a discovery event all behaviours that match the discovered Thing are sequentially fired the sequence determined by the Service Ranking Order: see [11].

8.2.

Initial Discovery Use Case

The initial Discovery use case will consist of
•

A LAN advertisement

•

The `advertisement` describing the `Thing` in-terms of OSGi Capabilities

•

The creation of the Discovery DTO

•

A simple response behaviour based on the existence of the discovery of the DTO

Edge Nodes may require a number of different strategies for the discovery of different types of
physical `Things` within the diverse environment(s) within which they operate. Based on the
`Capabilities` of each Edge Node appropriate Discovery behaviours may be automatically
loaded upon BRAIN-IoT Edge Nodes at startup.

8.3.

Dealing with Diversity

BRAIN-IoT’s approach to `Thing` discovery must be sufficiently flexible to cope with all of the
following:
1. A Heterogenous environment of physical `Things`.
2. Diversity in how these ‘Things’ advertise themselves.
3. Diversity in how `Things` describe themselves in those advertisements.
4. Respond too - and interact with - a discovered `Thing`.
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8.3.1.

Discovery Scenarios

BRAIN-IoT needs to be able to address the following generic `Discovery` scenarios.
1. A known `Thing` which is detected at an expected location.
2. An unknown `Thing` which is detected at an expected location.
3. A known `Thing` which is detected at an unexpected location.
4. An unknown `Thing` which is detected at an unexpected location.

A `Static` environment (1) is mostly unchanging - `Things` in the static environment are
immutable with respect to their functionality and locations. All information concerning
participating `Things` is known up front, including:
•

Each Thing’s Location.

•

How they advertise their existence.

•

How to interact with them.

The vast majority of IT systems are designed assuming this type of environment.
However, in the real world changes do occur; hence scenario 2 (An unknown `Thing` which is
detected at expected location). A software update to `Things` in the environment may change
the structure of the advertisement or the required interaction protocol. The larger the
environment, the more frequent the changes, and the more difficult and costly it becomes to
perform such upgrades in one hit - and coordinated upgrades through the chain of software
components. BRAIN-IoT needs to deal with such incremental/rolling upgrades.
A further scenario relates to the Discovery of known `Things` but at unexpected locations
(scenario 3). Here, an example may be, a QR code for a door is `accidentally` attached to the
Coffee Machine located several feet away. The Discovery process needs to validate that the
`Thing` discovered is neither as expected or appears to be an anomaly.
Finally, in some environments, both the `Things` and their locations may be initially unknown
(scenario 4). This is the most unlikely scenario - as some process was involved in installing
static `Things` within the environment in the first place. However autonomous mobile agents,
or staff, may fall within this category.
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8.3.2.

Advertisement / Discovery Mechanisms

For Discovery to take place, a BRAIN-IoT Edge Node must be able to discover the relevant set
of `Things` via an agreed mechanism which is available to both the `Physical Things` and the
`BRAIN-IoT Edge Nodes`
For example:
•

If the `Thing` advertises via a Bluetooth Beacon - the Edge Node must be Bluetooth
enabled.

•

If the `Thing` advertises via a visible QR code - the Edge Node must have an image
capture capability and then the ability to detect the existence of the QR code and the ability
to read it.

So dependent upon the Use Cases and the host `environment` the discovery process may be
anything from:
•

A simple `passive` discovery process - where the `Thing` name/description is simply
recovered from the Advertisement.

•

Or maybe an ‘active` discovery process comprised of a complex pipeline of processing
before the `Things` description can be determined.

Finally, the description of the `Thing` may be in one of several forms. Some devices may use
a W3C/WoT (Web of Things) Thing Description, alternatively, an OSGi Device may describe
itself via a strongly typed Capability. And then, another approach may need to be supported by
some currently unknown standard. In most cases it is expected that the appropriate low-level
discovery mechanism and processing will be provided by the native host environment; for
example, a Robot having the native capability to recognise a QR code and then extract
information from its video/image capture subsystem. However when this is not possible the
required discovery processing pipeline will need to be installed and run on the BRAIN-IoT Edge
Node.
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As BRAIN-IoT environments are likely to be heterogeneous, the configuration of discovery
behaviours will be site-specific and achieved either by:
•

Specifying the components in site-specific Systems.

•

Or dynamic installation of required behaviours at startup - the relevant Smart Discovery
behaviours installed from the BRAIN-IoT marketplace.

Figure 10: BRAIN-IoT Discovery Pipeline and Behaviour Chaining

8.4.

Discovery Data Transfer Object (DTO)

To meet BRAIN-IoT objectives the environmental discovery process needs to be highly flexible
and customisable. To achieve this, the generic approach is followed.
The physical detector (e.g. LAN interface, Camera, WiFi adapter) detects an advertisement/
discovery event. This is process by a custom pre-installed pipeline specific for the detector. In
all cases, the end result is the creation of a normalised BRAIN-IoT discovery event of the
following form.
As shown in Figure 10 a discovery event is consumed by a custom discovery pipeline which
creates a normalised discovery event.
The DiscoveryDTO event extends the genetic BrainIoTEvent, which includes the source,
timestamp and securityToken information common to all events; the securityToken is
generated in the manner described in BRAIN-IoT document `Initial AAA layer for IoT crossplatform models` [D5.2].
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public abstract class BrainIoTEvent extends DTO {
/**
* The identifier of the node creating the event
*/
public String sourceNode;
/**
* The time at which this event was created
*/
public Instant timestamp;
/**
* The security token that can be used to authenticate/validate the event
*/
public byte[] securityToken;
}

The DiscoveryDTO includes a `CapabilityDTO` list which includes all information provided by
the physical `Thing`. This information may include native attributes and/or/references to a
W3C/WoT TD. The `CapabilitiesDTO` description always contains an “osgi.identity” which
provides a unique `Thing` identifier adhering to the OSGi Identify namespace; see [12]. A
“type” attribute is used to indicate the general type of the discovered device, while the device’s
unique identifier will be used to identify the specific device instance.
public class DiscoveryDTO extends BrainIoTEvent {
/**
* The OSGi capabilities of this device
*/
public List<CapabilityDTO> capabilities;
/**
* The OSGi requirements of this device. This assumes
* that it makes sense for a device to have requirements
*/
public List<RequirementDTO> requirements;
}

Discovery events are consumed by local behaviours: e.g. behaviours p1, p2, p3, p4 running in
the Edge Node, the order of processing determined by the relative priority of each behaviour. If
the Discovery Event cannot be processed locally then it is forwarded to the `Behaviour
Management Service`; see section 5.6.
The approach is extremely flexible enabling both OSGi native and W3C/WoT approaches to be
supported. In the latter, based on information in `List<CapabilityDTO>, the Smart Behaviour
fetches the appropriate WoT Thing Description from the nominated Thing Directory enabling
the Edge Node to converse with the ‘Physical Thing’: e.g. scenario in section 6.2.2.
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9.

BRAIN-IoT Fabric Modelling Requirements

BRAIN-IoT Smart Behaviours’ reactions to the external environment are dictated by their internal
implementations. Specifically, Smart Behaviours are oblivious to the BRAIN-IoT Fabric
deployment orchestration mechanisms.
In addition to being asynchronous; Smart Behaviours should be idempotent and should not make
assumptions concerning Event delivery guarantees. Dependent upon internal implementation, a
Smart Behaviour may periodically re-issue events until a desired environmental response is
received: e.g. a request to open a door may be repeated until a response is received. If an
expected response is not received within an expectation ‘time window’, in addition to re-issuing
the Event, a Smart Behaviour may issue management error events and / log errors.
Smart Behaviours may be installed into a number of diﬀerent BRAIN-IoT environments of widely
diﬀerent scales: from individual machines to large on-premise Cloud environments. The
responsiveness of interactions between Smart Behaviours (Smart Behaviour the metabolism of
the group of interacting Smart Behaviours) will slow down as the scale of the host environment
increases. To account for this, Smart Behaviours should allow configuration of timers involved
with such interactions.
It is recommended, though not mandatory, that Smart Behaviours are implemented as OSGi
Declarative Services; enabling configuration via OSGi ConfigAdmin.
There are two modelling considerations:
1. Modelling the Smart Behaviours (figure 2: layer 4) required by the BRAIN-IoT Use Cases
and generating the corresponding OSGi bundle artefacts.
2. Optionally modelling the Systems (figure 2: layer 3). While initially Systems will be crafted
manually, one might consider modelling the desired System for a target BRAIN-IoT
environment. Note that the System XML structure is defined in D4.1 and specific System
structure is again dictated by the invariant requirements of the known BRAIN-IoT runtime
environment: e.g. a BRAIN-IoT Edge that is sensiNact, rosOSGi or WoT?

A BRAIN-IoT Marketplace is the target repository for:
1. BRAIN-IoT System Descriptions.
2. BRAIN-IoT Smart Behaviours.
Making these accessible by to one or more BRAIN-IoT runtime environments.
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9.1.

Modelling Smart Behaviours

The BRAIN-IoT modelling environment must ensure consistency between the information in
Events issued and consumed by each Smart Behaviour and the OSGi Bundle metadata
capabilities of those Smart Behaviours.

Figure 11: Relationship between Smart Behaviour models and released artefacts

9.2.

Modelling Systems

A BRAIN-IoT modelling environment may optionally create System descriptions. A System
model (i.e. created in IoT-ML) must be converted into the System Description described in
[D4.1]). As described, optional key=value resource Requirements may be included in each
`System Part` description to control placement of each `System Part` runtime instance within
the runtime environment; thereby controlling the overall runtime Topology of the System.
However `Requirements` must be relevant; meaning they must be aligned with `Capabilities`
available in the target BRAIN-IoT runtime.
Two approaches are possible:
1. A dictionary of `Requirements` generic to all BRAIN-IoT Fabrics in scope, may be defined
in the modelling environment, from which specific requirements may be selected and
applied. Should the corresponding capability not exist in a specific Fabric runtime
environment, then the Fabric Administrator should address the issue.
2. Alternatively, the modelling tool might query the target Fabric(s) to determine which Labels
currently exist in those environments - and then only should use those advertised Labels
for Requirement constraints within the generated System descriptions.
It is likely that a combination of both approaches will be used.
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BRAIN-IoT Fabric attributes are accessible by:
•

Issuing a GET to the Service Fabric management URL (https://xxx.yyy.com/fabric/
<fabricName>/fibre/<fibreName>) and

•

Then looking into the JSON object - which for Labels would be “attributes.features”

One can then iterate across the population of Fibres and read all current runtime Labels: e.g.
foreach(fibre in fabric.fibres) {
attrs = getFibre(fibre).attributes;
// Do something with the attrs.
}

Figure 12: Modelling BRAIN-IoT Systems

In Figure 12 we can see the modelling environment release a newly created System (system
9) to the repository. Once released from the modelling environment, a System is deemed - for
the purposes of the BRAIN-IoT project - to be an immutable artefact that cannot be
subsequently changed.
Meanwhile, the Fabric Administrator for Fabric 1 can be seen to import `system 1`, while the
Fabric Administrator for Fabric 2 imports `system 1` & `system 3`: see D4.1 for Fabric
Administration details.
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10. TimeLine

An Agile / Iterative approach will be pursued with respect to the following deliverables.
Simple initial implementations of the:
•

Asynchronous Eventing Substrate

•

Bundle Installer Service

•

Behaviour Manager Service

Will be delivered by M18. This will allow simple generated Smart Behaviours to be deployed to
a BRAIN-IoT Fabric runtime.
Post M18 these behaviours will be incrementally evolved to include the required failure, reset &
Operational characteristics required, along with any additional behaviours identified during the
initial round of System tests.
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11. Conclusions

The approach developed by BRAIN-IoT and presented here enables runtime adaption and
evolution of the runtime environment while containing Operation complexity.
The mechanisms enabling this are:
1. Self Describing artefacts that in addition to the artefact name specify what they provide
(Capabilities) and what they have a dependency upon (Requirements).
2. Asynchronous events that reference the Capabilities required by a potential Consumer.
This approach is novel and unique to the BRAIN-IoT.
The OSGi Alliance provide open specifications that provide the necessary open standardsbased foundations upon which these concepts have been developed. However, the modularity
and loose-coupling principles are simple and not necessarily tied to either OSGi or Java.
The Asynchronous Eventing Substrate is a novel service that - once the initial implementation
has been created and tested in BRAIN-IoT scenarios - will be standardised through the OSGi
Alliance specification processes.
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Acronyms

Acronym

Explanation

ACE

Authentication and Authorization for Constrained Environments

CAS

Complex Adaptive System

DNS
Dynamic Name Service

DTO

Data Transfer Object

FPGA

Field Programmable Gate Array

GPU

Graphics Processor Unit

HTTP

Hypertext Transfer Protocol

LDAP

Lightweight Directory Access Protocol

OBR

OSGi Bundle Repository

OSGi

Software modularity standards produce by OSGi Alliance Standards
Organisation.

REST

Representational State Transfer

RSA

OSGi Alliance Remote Service Administration

TD

W3C WoT Thing Description

WoT

W3C Web of Things
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