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1

Introduction

This document is a deliverable of the BRAIN-IoT project, funded by the European Commission, under Horizon
2020 Research and Innovation Program (H2020). It belongs to WP5 - End-to-end Security, Privacy and Trust
Enablers, under Task 5.3- Initial enabler for privacy awareness and control.
1.1

Scope and goals

The main scope of this task is to facilitate the adoption of privacy control policies in decentralized environments
building upon goals set by current EU General Data Protection Regulation (GDPR) regulations in terms of
privacy and security. More specifically, the goal of this task is to integrate privacy awareness and control in
programmatic ways to: (i) increase awareness of users about which data is collected, where it is transmitted, by
whom, etc.; (ii) provide controls to enable users to control such aspects, being at the same time aware of how
such a decision affect the quality of the IoT service provided in BRAIN-IoT. In the context of privacy awareness
and control, the primary objectives are the identification of the privacy risks and the associated technical
requirements towards proposing privacy risk mitigation strategies to protect the individuals data (both private
and corporate users) the BRAIN-IoT system. The activities performed by Task 5.3 are the following:
Study of the state-of-the-art in the context of privacy risk assessment and control;
Propose an approach for privacy impact assessment based on the guidelines from GDPR;
Initial privacy impact assessment of the BRAIN-IoT use cases;
Outline the components needed to integrate privacy policies within the Brain-IoT system.

•
•
•
•

The proposed solution will be cross-platform, so to possibly support a wide number of IoT products deployed
by corporate and private users, therefore empowering final users (both private and corporate) with the
capability of deciding which combination of self-hosted or cloud-oriented IoT systems is most suitable to
handle the personal data they generate and own – as well as with the ability to change the existing (or pre-set)
configurations at any time. Deliverable D5.3 will be continuously updated and refined through an iterative
process that will lead to the production of two additional deliverables; D5.7 Final enablers for Privacy awareness
and control, solutions planned on M32 and D5.9 Guidelines for privacy compliance and control in IoT services
models, solutions planned on M36. LINKS is in charge to coordinate these deliverables with contributions from
CNRS, IM, STM-GNB, AIRBUS, EMALCSA, and Robotnik.
1.2

Related documents

ID

Title

D2.1

Initial Visions, Scenarios and Use Cases

D5.1

Initial Threat modelling and Security assessment
of target scenarios, solutions
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2

Privacy awareness and control: key concepts, standards and tools

Privacy can be conceptualised as “the right to be left alone” [1]. It refers to the process of disclosing and
mobilizing one’s personal data under certain conditions and safeguarding measures. From technical
perspectives, IoT systems requires context-based technological advancement regarding privacy awareness,
keeping consumers convenience as the primary concern [2]. In this document, the term “privacy” is used as
shorthand to refer to all fundamental rights and freedoms concerning the individuals data protection. However,
the distinction or overlap between ‘privacy’ and ‘security’ are subtle. Figure. 1 present the boundaries as well
overlap between ‘privacy’ and ‘security’ perspectives.

Privacy

Security
Security threats arise
from unauthorized

Privacy and
security of
individuals

Privacy threats arise
from byproduct of

unauthorized personal
data processing

system behavior

Figure 1 – Boundaries between security and privacy.

While ‘privacy’ indicated freedom from unauthorized intrusion, ‘security’ alludes to procedures or measures
taken to ensure the safeguarding of privacy. Further, the security goes beyond the way an individual store or
transmit information. It also covered every aspect of processing of personal data. This section presents the key
concepts, standards and tools available in the literature considering privacy awareness and control.
2.1

Privacy and security risks

Every day in the digital realm, numerous services are created. These services usually rely on the processing of
open data aiming at fulfilling the needs of organisations or their users. Figure 2 illustrates an overview of risk
levels for privacy and security.
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Figure 2 – Privacy and security risk level.

A risk is a hypothetical scenario that describes a feared event and all the threats that would allow this to occur.
More specifically, it describes:
•
•
•
•
•

Risk sources (e.g.: an employee bribed by a competitor).
Exploitation of the vulnerabilities of supporting assets (e.g.: the file management system that allows
the manipulation of data).
Context of threats (e.g.: misuse by sending emails).
Feared events on personal data (e.g.: illegitimate access to personal data).
Vulnerable personal data and impacts on the privacy of data subjects (e.g.: unwanted solicitation,
feeling of invasion of privacy, personal or professional problems).

A supporting asset which used to store an individuals data have different levels of vulnerabilities toward feared
events such as illegitimate access, unwanted change or disappearance of personal data. These risks are likely
to have significant impact on the user’s privacy.
2.2

EU General Data Protection Regulation (GDPR)

General Data Protection Regulation is the new regulation in EU law on data protection and privacy for all
individual within the European Union end the European Economic Area. It came into force on May 25, 2018.
The goal is to help align existing protocols while increasing the levels of protection for individuals. The new
regulation will help to bring existing legislation up to par with the connected digital age we live in. Furthermore,
GDPR regulation helps to set the standard use of personal data, since data collection is such a normal and
integral aspect of our lives both on a personal and business level. Considering the individual rights, one single
regulation is instrumental to riddance of the confusing situation where 28 separate member states all follow
their own laws regulations. Though the GDPR is very strict, once an organization is compliant it can confidently
do business across the EU.
Understanding an individual role in relation to the personal data is crucial in ensuring compliance with the
GDPR and the fair treatment of individuals. Article 4 defines data controllers and data processors as:
•

Controller means the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State law, the controller
or the specific criteria for its nomination may be provided for by Union or Member State law”.
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•

Processor means a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller”.

According to Article 25, controllers of personal data must put in place appropriate technical and organizational
measures to implement the personal data protection principles. Business processes that handle personal data
must be designed and built with consideration of the data protection by design and provide safeguards to
protect data (for example, using pseudonymization or full anonymization where appropriate), and use the
highest-possible privacy settings by default, so that the data is not available publicly without explicit, informed
consent, and cannot be used to identify a subject without additional information stored separately.
A processor of personal data must clearly disclose any data collection, declare the lawful basis and purpose for
data processing, and state how long data is being retained and if it is being shared with any third parties or
outside of the EEA. The GDPR outlines six key data protection principles and guideline to individuals right that
organisations need to follow when collecting, processing and storing individuals’ personal data. The data
controller is responsible for complying with the principles and must be able to demonstrate the organisation’s
compliance practices. These six principles are:
•

•
•

•
•

•

2.3

Lawfulness, fairness and transparency. The first principle is relatively self-evident: organisations
need to make sure their data collection practices don’t break the law and that they aren’t hiding
anything from data subjects. To remain lawful, you need to have a thorough understanding of the
GDPR and its rules for data collection. To remain transparent with data subjects, you should state in
your privacy policy the type of data you collect and the reason you’re collecting it.
Purpose limitation. Organisations should only collect personal data for a specified, explicit and
legitimate purposes, and only collect data for as long as necessary to complete that purpose.
Data minimisation. Organisations must only process the personal data that they need to achieve its
processing purposes. Doing so has two major benefits. First, in the event of a data breach, the
unauthorised individual will only have access to a limited amount of data. Second, data minimisation
makes it easier to keep data accurate and up to date.
Accuracy. The accuracy of personal data is integral to data protection. The GDPR states that “every
reasonable step must be taken” to erase or rectify data that is inaccurate or incomplete without delay.
Storage limitation. Organisations need to delete personal data when it’s no longer necessary.
Integrity and confidentiality (security). The GDPR states that personal data must be “processed in
a manner that ensures appropriate security of the personal data, including protection against
unauthorised or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures”.
Privacy Impact Assessment (PIA)

Privacy impact Assessment (PIA) is intended for data controllers who shall demonstrate their compliance
approach and the controls they have selected (concept of accountability, see Art. 5(2) of the GDPR [3]), as well
as for product providers shall show that their solutions do not breach privacy thanks to a design that respects
privacy (concept of Privacy by Design, see Art. 25 of the GDPR [3]). A PIA is useful to all stakeholders (controllers
and processors) involved in creating or improving processing of personal data or products:
•
•
•

decision-making authorities who commission and validate the creation of new processing’s of personal
data or products;
project owners, who must assess risks to their system and define the security objectives;
prime contractors, who must propose solutions to address risks pursuant to the objectives identified
by project owners;
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•
•

data protection officers (DPO), who must support project owners and decision-making authorities in
the area of personal data protection;
chief information security officers (CISO), who must support project owners in the area of information
security (IS).

Various data protection impact assessment methods, standards and tools are used where a processing of
personal data is “likely to result in a high risk” to rights of an individual. Conversely, the goal of this deliverable
is to develop a methodology for privacy awareness for BRAIN-IoT platform for any type of IoT system based
on privacy impact assessment and GDPR. Thus, in this document, the acronym “PIA” is used interchangeably
to refer to Privacy Impact Assessment and Data Protection Impact Assessment.
2.4

GDPR Requirements related to IoT domain

Usage of the ‘Internet of Things’ (IoT) is rapidly growing. IoT applications are emerging across myriad sectors,
for example in healthcare, energy consumption and utility monitoring, transportation and traffic control,
logistics, production and supply chain management, agriculture, public space and environmental monitoring,
social interactions, personalised shopping and commerce, domestic automation, and others. In these
applications, to function properly as well as to optimse and customise their services, the IoT devices constantly
collect vast amounts of personal data such as smart health applications collect location data and health data
(e.g. Fitbit).
Objects and services must be connected to one another and share data about a specific user to provide
networked services that are informed by more than the user’s direct interaction with a node. Without repeated
and consistent identification of users, linked up, seamless services would not be possible. However, the pursuit
of identification and personalisation of users poses a risk to privacy. Data controllers can draw inferences from
these data. Users can easily perceive this insight as invasive, unexpected, and unwelcome. Discriminatory
treatment can also result from inferential analytics and linkage of disparate records, motivating limitations on
user profiling. The impossibility of weak cybersecurity standards (often owing to the limited computational
power of identifying technologies such as WiFi or RFID) can exacerbate privacy risks. Together, these risks make
free and well-informed consent challenging in the IoT. Considering the risk of personal data processing and
linkage of user records, privacy policies often fail to communicate clearly the privacy risks [4].
The GDPR creates governing principles of personal data processing (Articles 5) and guideline for individual
rights (Article 25 and 33) that can help to perform privacy impact assessment relevant for IoT devices [5]. In
particular, GDPR helps for transparency (Article 5), data storage, access, rectification, and deletion (Articles 5,
15-17), informed consent (Article 7), notification duties (Articles 13-14 and 33), automated decision-making
and profiling (Articles 21-22), privacy by design and privacy by default (Article 25), cybersecurity (Articles 3334), and data protection impact assessment (Article 35-36). Tools created based on GDPR for PIA [5] can help
to undermine the tendency of IoT devices and services to collect, share, and store large and varied types of
personal data, to operate seamlessly and covertly, and to personalise functions based on prior behaviour.
2.5

Current standards and tools for privacy impact assessment

Personal information, in different forms, is continuously gathered and processed by modern applications. This
includes data that is required for accessing a certain service (e.g., email address, credit card number); additional
personal data that the user may provide for an enriched user experience (e.g., pictures, connections to social
networks); and data that can be automatically gathered by the service provider (e.g., usage pattern,
approximate location). In BRIAN-IoT context, the term privacy denotes “the right of an entity to be secure from
unauthorized disclosure of personal information that are contained in BRIAN-IoT platform”. This section
outlines the common standards and tools for privacy impact assessment.
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2.5.1

Standards for privacy framework

The elements required to provide specifications about how applications should handle privacy are mainly based
on two main sources: privacy principles and reference models. Regarding the privacy principles, the fair
information practices developed by the Organization for Economic Cooperation and Development (OECD) [6]
and the Global Privacy Standard [7] are commonly used in various application. However, less focus has been
given towards privacy awareness and control in a decentralized environment. The most common reference
models are the ISO/IEC 29100 [8], the ISO/IEC 29101 [9], the OASIS (Organization for the Advancement of
Structured Information Standards) Privacy Management Reference Model [2] and the reference architecture
proposed by Basso et al. [10]. The ISO/IEC 29100 [8] describes a high-level framework for the protection of
Personal Identifiable Information (PII), sets a common privacy terminology, defines privacy principles and
categorizes privacy features. Also, ISO/IEC 29100 [8] is intended to be used by persons and organizations
involved in designing, developing, procuring, architecting, testing, maintaining, and operating information and
communication technology systems where privacy controls are required for the functioning of personally
identifiable information (PII). This privacy framework is developed with the purpose of serving as assistance to
organizations to define their privacy safeguarding requirements related to all information involved through
these attributes:
•
•
•
•

by specifying a common privacy terminology;
by defining the actors and their roles in processing PII;
by describing privacy safeguarding considerations; and
by providing references to known privacy principles for IT.

The continually increased complexity of ICT systems has made it difficult for organizations to ensure that their
privacy is protected, and with the high commercial use of PII, achieving compliance with various applicable
laws has become harder nowadays. Therefore, the ISO/IEC 29100 standard has eleven substantive privacy
principles that are developed to take account of applicable legal and regulatory, contractual, commercial and
other relevant factors. The eleven principles are:
•
•
•
•
•
•
•
•
•
•
•

Consent and choice
Purpose legitimacy and specification
Collection limitation
Data minimization
Use, retention and disclosure limitation
Accuracy and quality
Openness, transparency and notice
Individual participation and access
Accountability
Information security
Privacy compliance

The ISO/IEC 29101 [9] describes a reference architecture with best practices for a technical implementation of
privacy requirements. It covers the various stages in data life cycle management and the required privacy
functionalities for PII in each data life cycle, as well as positioning the roles and responsibilities of all involved
parties in information and communication systems development and management.
The OASIS Privacy Management Reference Model [2] is a conceptual model which helps understanding and
implementing appropriate operational privacy management functionalities and supporting mechanisms
capable of executing privacy controls in line with privacy policies. In [10] the authors proposed privacy reference
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architecture, through a privacy logical layer, and a set of features that should be considered during the
development of an application in order to protect the privacy of personal information. Also, in [10] the authors
considered users to inform their privacy preferences about their PII, agreeing or not with the policies or part
of them. Since privacy enforcements are considered as part of the privacy awareness requirements, these
standards could help in the specification of privacy impact assessment.
Besides that, these principles can be used to guide, design, develop, and implement privacy policies and
controls, they can also be used as a reference point in the monitoring and measurement of performance
benchmarking and auditing aspects of privacy management programs in an organization. Privacy preferences
are set by PII providers while the safeguarding controls are applied during the information lifecycle that include
the collection, storage, usage, transfer and deletion of information.
2.5.2

Tools for privacy impact assessment

The Unified Modeling Language (UML) [11] is a central resource in the development of modern software
systems. The objective of UML is to provide software engineers with tools for analysis, design, and
implementation of software-based systems, as well as for modeling other kind of processes. The UML
specification defines a lightweight mechanism for extending the language, called “profiling”. A UML profile is
an extension of the UML metamodel containing specializations for a certain domain, platform, or purpose. UML
profiling has been widely adopted, leading to a wide range of profiles for different purposes. Among them, the
Object Management Group itself has published as OMG standards several UML profiles related to nonfunctional properties, e.g. the QoS&FT [12], MARTE [13], and SysML [14]. In [4] the authors, propose a UML
profile for privacy-aware applications. This profile helps building UML models that specify and structure
concepts of privacy. Although UML based profiling can help to model the privacy criterias but less focus has
been given towards generalizing privacy control approach for IoT platforms.
Considering tools designed for privacy awareness and control, CNIL PIA tool [5] has been designed around
three principles:
•

•

•

A didactic interface to carry out PIAs: the tool relies on a user-friendly interface to allow for a simple
management of your PIAs. It clearly unfolds the privacy impact assessment methodology step by step.
Several visualisation tools offer ways to quickly understand the risks.
A legal and technical knowledge base: the tool includes the legal points ensuring the lawfulness of
processing and the rights of the data subjects. It also has a contextual knowledge base, available along
all the steps of the PIA, adapting the contents displayed. The data are extracted from the GDPR, the
PIA guides and the Security Guide from the CNIL, to the aspect of the processing studied.
A modular tool: designed to help you build your compliance, you can customise the tool contents to
your specific needs or business sector, for example by creating a PIA model that you can duplicate and
use for a set of similar processing operations. Published under a free license, it is possible to modify
the source code of the tool in order to add features or include it into tools used in your organisation.
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3

Privacy Impact Assessment Approach

A privacy impact assessment (PIA) approach can assist the controller of an IoT system to identify the specific
risks of privacy breaches involved in an envisaged operation. In the BRAIN-IoT scope, the privacy impact
assessment can be performed in the context of two components, IoT devices and IoT systems for each use
case. A PIA is an essential approach to identify privacy risk, perform risk analysis, risk evaluation, personal data
flow and storage. When done properly, a PIA helps to assess how to comply with the requirement of the GDPR,
while also acting as documented evidence for decision-making and guideline for the steps to take. Following
the ISO/IEC 29100 standard, it is important to identify the actors and their roles in processing personally
identifiable information (PII) or information assets (according to ISO/IEC 27000). In this report, the term
“information assets” is used as shorthand to refer to all tangible or intangible thing or characteristics that has
value to an IoT platform. The PII or information assets can be defined as any information that used to identify
privacy principle to whom such information relates or might be directly or indirectly linked. Further, a set of
requirements an organization must consider when processing information assets with respect to the privacy
policies. Overall, privacy impact assessment is a continuous improvement process. It is sometimes require
several iterations to achieve an acceptable privacy protection system. It also requires a monitoring of changes
over time (in context, controls, risks, etc.), for example, every year, and updates whenever a significant change
occurs. Figure 3 illustrates our proposed privacy impact assessment approach for BRAIN-IoT.

Figure 3 – Privacy impact assessment approach for BRAIN-IoT

The proposed approach is based on the following four components:
(a) Context: Define and describe the context of the IoT system under consideration.
(b) Privacy principles: Analyse the controls guaranteeing compliance with the GDPR fundamental
principles considering the proportionality and necessity of processing, and the protection of data
subjects rights.
(c) Privacy threats: Identify the threats that associated with data privacy and ensure they are properly
treated.
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(d) Privacy compliance: Analyse the overall privacy safeguarding requirements related to the processing
of information assets in a particular setting.
3.1

Context

At the beginning of PIA, it is important to outline the use case under consideration, its nature, scope, context,
and purposes. Also, identify the data controller and any processors of information assets in a particular setting.
In the context of BRAIN-IoT, for PIA an information asset could be: (a) software (e.g., an operating system), (b)
hardware (e.g., a sensor, CPU, memory, etc.), (c) processed data (e.g., personal data stored in BRAIN-IoT
platform, sensor status transmitted over a network, robot location in memory, etc.). In certain instances,
identifiability of the processed data might vary. To determine whether or not information about a person
considered as processed data in IoT platform, several factors need to be taken into account. Personal data can
be considered to be information assets in at least the following instances [8]: (i) if it contains or is associated
with an identifier which refers to a natural person, (ii) if it contains or is associated with an identifier which can
be related to a natural person, (iii) if it contains or is associated with an identifier which can be used to establish
a communication with an identified natural person, and (iv) if it contains a references which links the data to
any of the identifiers above. Information does not necessary with an identifier in order to be considered
information asset. Information will also be considered personal data if it contains or is associated with a
characteristic which distinguishes specific purpose. Any attribute which takes on a value which uniquely
identifies a information assets is to be considered as a distinguishing characteristic [8]. In this approach, we
explore the processed data based on three categories: (a) information about the user (first name, date of birth,
email etc.), (b) recorded data (sounds, images, movements, temperature etc.), and (c) calculated data (data
from robot operating system etc.). In Table 1 we present a template to provide a brief description of the use
cases for PIA.
Use case description
Processing purposes
Processing stakes
Information assests
Processed data

(a) Information about user
(b) Recorded data
(c) Calculated data

Controller
Processor(s)
Table 1 – Template for the use cases desciption.

3.2

Privacy principles

In the GDPR [3], the six key principles (section 2.2) are set out right at the start of the regulation and inform
everything that follows. Compliance with these key principles is, therefore, a fundamental building block for
privacy impact assessment. The key elements in a PIA is to evaluate, how an IoT platform provide services for
collect, store and distribute personal data [10]. In this PIA, apart from six key principles (section 2.2) which lie
at the heart of the GDPR, four additional privacy principles are considered: (a) the right to be informed, (b) the
rights of access and to data portability, (c) the rights to rectification and erasure, and (d) the rights to the
restriction of the process and to object. These four principles are based on the regulation for individuals’ rights
presented in GDPR (Article 15-17, 20, 25 and 33). These four additional principles are considered based on the
premise that individuals’ rights for access, rectification, erasure, portability and notifications for personal data
are important aspects for an IoT platform [5, 10]. This section outlines privacy control criterias based on the six
key principles and four additional principles.
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3.2.1

(P1) Lawfulness, fairness and transparency

The lawfulness, fairness and transparency for information assets are set out in Article 6 of the GDPR. Table 2
outline the privacy control criterias for the lawfulness, fairness and transparency. At least one of these criterias
must apply whenever processing personal data.
ID

Lawfulness, fairness and transparency

P1-01

The individual has given consent to the processing of his or her personal data for one or more
specific purposes.

P1-02

Processing is available for the performance of a contract to which an individual is participate or
to take steps at the request of the controller prior to entering into a contract.

P1-03

Processing is available for compliance with a legal obligation to which the controller is subject.

P1-04

Processing is available to protect the vital interests of an individual or of another natural person.

P1-05

Processing is available for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller.

P1-06

Processing is available for the purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the interests or fundamental rights
and freedoms of the data subject which require protection of personal data.
Table 2 – Evaluation criterias for the lawfulness, fairness and transparency

3.2.2

(P2) Purpose limitation

In the BRAIN-IoT context, purpose limitation principle helps to ensures controller plan to use or disclose
processed data. The controller needs to specify purpose that is additional or different from the original
specified purpose. Also, it is important that the new specification must be fair, lawful and transparent [8]. Table
3 shows the privacy control criterias for purpose limitation principle considering BRAIN-IoT system.
ID

Purpose limitation

P2-01

Clearly identified purposes for data processing

P2-02

Purposes must be documented

P2-03

Regularly review the processing and, where necessary update the documentation and privacy
information for individuals.
Table 3 – Evaluation criterias for purpose limitation

3.2.3

(P3) Data minimization

Data minimization is closely linked to the principle of “collection limitation” but goes further than that. Whereas
“collection limitation” refer to limited data being collected in relation to the specified purpose, “data
minimization” strictly minimizes the processing of information asset. Table 4 present the privacy control
checklist for data minimization principle.
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ID

Data minimization

P3-01

Ensure adoption of a “need-to-know” principle, i.e. one should be given access only
to the information assets which is necessary for the conduct of his/her official duties.

P3-02

Delete and dispose of information asset whenever the purpose for personal data
processing has expired, there are no legal requirements to keep the information asset
or whenever it is practical to do so.
Table 4 – Evaluation criterias for the data minimization

3.2.4

(P4) Data quality

Table 5 present the data accuracy controls criterias for BRAIN-IoT system requirements based on the Article
5.1 (d) of the GDPR [3].
ID

Data quality

P4-01

Ensure the processed data present in the IoT platform is not incorrect or misleading

P4-02

Ensure the reliability of processed data collected from a source

P4-03

Keep a note of any challenges to the accuracy of the IoT platform processed data.
Table 5 – Evaluation criterias for the data quality

3.2.5

(P5) Storage limitation

Article 5(1)(e) of GDPR explicitly pointed out that, a storage duration must be defined for each type of process
data and justified by the legal requirements and processing needs. Thus, a distinction is required to make
between common data and archived data, to which access will be limited to individuals. Table 6 present the
evaluation criterias for the storage limitation in the context of BRAIN-IoT system.

ID

Storage limitation

P5-01

Ensure mechanism must be implemented to archive common data or purge archived data at
the end of their storage duration

P5-02

Functional traces will also have to be purged, as will technical logs which may not be stored
indefinitely
Table 6 – Controls for the data storage limitation
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3.2.6

(P6) Integrity and confidentiality

Article 5(1)(f) of the GDPR concerns the ‘integrity and confidentiality’ of personal data. It can be referred to as
the GDPR’s ‘security principle’. This regulation concerns the broad concept of information security. Poor
information security leaves your systems and services at risk and may cause real harm and distress to individuals
– lives may even be endangered in some extreme cases. Table 7 outlines the common control criterias for
integrity and confidentiality.
ID

Integrity and confidentiality

P6-01

Presentation, when the device is activated, of the terms & conditions for
use/confidentiality

P6-02

Possibility of accessing the terms & conditions for use/confidentiality after activation

P6-03

Legible and easy-to-understand terms

P6-04

Existence of clauses specific to the device

P6-05

Detailed presentation of the data processing purposes (specified objectives, data
matching where applicable, etc.)

P6-06

Detailed presentation of the personal data collected

P6-07

Presentation of any access to the identifiers of the device, the smartphone/tablet or
computer, specifying whether these identifiers are communicated to third parties

P6-07

Presentation of the user's rights (consent withdrawal, data erasure, etc.)

P6-08

Information for the user if the app is likely to run in the background

P6-09

Information on the secure data storage method, particularly in the event of sourcing

P6-10

Information on protection of access to the device

P6-11

Arrangements for contacting the company (identity and contact details) about
confidentiality issues

P6-12

Where applicable, information for the user on any change concerning the data collected,
the purposes and confidentiality clauses

Table 7 – Evaluation criterias for the integrity and confidentiality

3.2.7

(P7) The right to be informed

In the BRAIN-IoT platform, various components of IoT systems are integrated for modelling task. An IoT
platform should able to demonstrate that an individual has consented the processed data. The individuals must
be able to withdraw his/her consent easily at any time (Articles 7 & 8 of the GDPR [3].). In Table 8, we present
a list of controls intended to ensure that users of BRAIN-IoT consent has been informed, that there has been a
reminder and confirmation of their consent, and the settings associated with the latter have been maintained.
ID

The right to be informed

P7-01

Express consent during activation

P7-02

Consent segmented per data category or processing type

P7-03

Express consent prior to sharing data with other users
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P7-04

Consent presented in an intelligible and easily accessible form, using clear and plain
language adapted to the target user.

P7-05

For each new user, consent must once again be obtained

P7-06

Where the user has consented to the processing of special data (e.g. his/her location),
the interface clearly indicates that said processing takes place (icon, light)
Table 8 – Evaluation criterias for the right to be informed

3.2.8

(P8) The rights of access and to data portability

Where the data processing benefits from an exemption from the right of access, as presented in Articles 15 of
the GDPR [3], it is necessary to describe their implementation on the IoT platform, as well as a justification on
the arrangements. In Table 9 we present a list of the controls intended to ensure users right of access to all
data concerning restriction in access and portability.
ID

The rights of access and to data portability

P8-01

Possibility of accessing all data, via the common interfaces

P8-02

Possibility of securely consulting the traces of use associated with the user

P8-03

Possibility of downloading an archive of all the processed data associated with the use

P8-04

Possibility of retrieving, in an easily reusable format, personal data provided by the user, to
transfer them to another service (Article 20 of the GDPR [3])
Table 9 – Evaluation criterias for the rights of access and to data protability

3.2.9

(P9) The rights to rectification and erasure

As presented in Article 17 of the GDPR, it is required to justify the arrangement for responding to the individuals
considering the rights to rectification and erasure. Table 10 outline a list of controls intended to ensure the
right of rectification and erasure of the processed data .
ID

The rights to rectification and erasure

P9-01

Indication from the IoT platform that the processed data will nevertheless be
stored (technical requirements, legal obligation, etc.)

P9-02

Clear indications and simple steps for erasing data before scrapping the device

P9-03

Possibility of erasing the data in the event the device is stolen
Table 10 – Evaluation criterias for the rights to rectification and erasure

3.2.10 (P10) The rights to restriction of processing and to object
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Table 11 present a list of controls intended to ensure the right to object and to restriction either concerning
the different purposed or the whole of a processing operation in BRAIN-IoT.
ID

The rights to restriction and to object

P10-01

Existence of “Privacy” settings

P10-02

Invitation to change the default settings

P10-03

“Privacy” settings accessible when activating the device

P10-04

“Privacy” settings accessible after activating the device

P10-05

Existence of technical means for the data controller to lock access to and use of the
individuals to restriction

P10-06

Possibility of deactivating some of the device's features (microphone, Web browser,
etc.)

P10-07

Existence of alternative apps for accessing the device

P10-08

Compliance in terms of tracking

P10-09

Effective exclusion of processing the user's data in the event consent is withdrawn
Table 11 – Evaluation criterias for the rights to restirction and to object

3.3

Privacy threats

Adjusting the privacy policy to ensure compliance for alerting individuals about their privacy risks is a prelude
to the more complex actions needed to enforce GDPR regulation. Although GDPR is an extremely complex
regulation, but at its core, it’s a data protection law. This means a processor must explore privacy threats and
vulnerabilities to personal data protection to assess and mitigate privacy risk under GDPR regulation. According
to ISO/IEC 29100 [8] standard, privacy threat is effect of uncertainty on privacy. Based on the threats and
vulnerabilities outlined in Deliverable 5.1, Table 12 present a list of privacy threats in the context of BRAIN-IoT
platform.
ID

Threats

R-01

Article 5(d) of GDPR emphasis on the processed data that collected in
Misleading processed the IoT platform is not incorrect or misleading. For example, interfering
data (personal, stored signals from an electromagnetic source emitted by the equipment (by
and calculated data)
conduction on the electrical power supply cables or earth wires or by
radiation in free space) can create misleading processed data.

R-02

Remote spying

Personnel actions observable from a distance to access unauthorized
personal data

R-03

Eavesdropping

Someone connected to communication equipment or media or located
inside the transmission coverage boundaries of a communication can
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use equipment, which may be very expensive, to listen to, save and
analyse the information transmitted (voice or data).
R-04

Someone inside or outside the organization accessing digital media or
Vulnerable media or
paper documents with the intention of stealing personal data and using
documents
the information on them.

R-05

Someone inside or outside the organization accessing IoT devices
Vulnerable IoT devices located on the premises or transported outside, out of greed or for
strategic reasons.

R-06

Unauthorized erasure

Retrieval of electronic media (hard discs, floppy discs, back-up
cartridges, USB keys, ZIP discs, removable hard discs, etc.) or paper
copies (lists, incomplete print-outs, messages, etc.) intended for
recycling and containing retrievable information.
Someone inside the organization who, through negligence, passes
information to others in the organization who have no need to know or
to the outside (the latter case usually having greater consequences).
Someone knowingly passing on information inside the organization to
others who have no need to know or to the outside (the latter case
usually having greater consequences)

R-07

Disclosure

R-08

Receiving false data or unsuitable equipment from outside sources and
using them in the organization. Someone transmitting false information
Data
from
for integration in the information system with the intention of
untrustworthy sources
misinforming the recipient and attacking the reliability of the system or
validity of its information.

R-09

Articles 15 of the GDPR explored the rights of data access and to
Unauthorized access portability for personal data. For example, a privacy risk may arise if
and portability
someone with access to a communication media or equipment installs
an interception or destruction device in it.

R-10

Unauthorized
to services

Unintentional action involving software carried out from inside or
outside the organization and resulting in corruption or destruction of
programs or data, impaired operation of the resource or even execution
access of commands in a user’s name without his/her knowledge. The attacker
introduces a program or commands to modify the behaviour of a
program or add an unauthorized service to an operating system. This
threat agent may on the information system during the design, preproduction, production, operating, transport or maintenance phase.

R-11

Access to individual Someone with access to equipment used to detect the position of an
position
information system user.

R-12

Illegal access

R-13

Transparency
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Counterfeit licencing

Loss or destruction of documents proving the purchase of licences or
negligence committed by installing software without paying for the
licence. Someone inside the organisation makes illegal use of copied
software.

R-15

Corruption of data

Someone gains access to the communication equipment of the
information system and corrupts transmission of information (by
intercepting, inserting, destroying, etc.) or repeatedly attempts access
until successful.

R-16

Illegal processing of A person carries out information processing that is forbidden by the law
data
or a regulation

R-17

Error
in
use
personal data

R-14

of A person commits an operating error, input error or utilisation error on
hardware or software.

R-18

Abuse of rights

Someone with special rights (network administration, computer
specialists, etc.) modifies the operating characteristics of the resources
without informing the users.
Someone accesses the system to modify, delete or add operating
characteristics or carry out any other unauthorised operation possible
to holders of these rights.

R-19

Forging of rights

A person assumes the identity of a different person to use his/her access
rights to the information system, misinform the recipient, commit a
fraud, etc.

R-20

Denial of actions

A person or entity denies being involved in an exchange with a third
party or carrying out an operation.

R-21

Breach of personnel Absence of qualified or authorised personnel held up for reason beyond
availability
their control. Deliberate absence of qualified or authorised personnel.
Table 12 – List of privacy threats based on the study presented in D5.1

3.4

Privacy compliance

We perform privacy risks assessment based on the fundamental principles presented by GDPR and privacy
threats based on the study presented in Deliverable D5.1. As presented in Figure 4, the privacy compliance
evaluation is based on two pillars:
1.

Fundamental rights and principles, which are “non-negotiable”, established by law and which must
be respected, regardless of the nature, severity and likelihood of risks;

2. Privacy threats, which identify the appropriate technical and organisational risks to protect common
data.
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Fundamental
rights and
principles

Privacy

Privacy

threats

compliance

Figure 4 – Privacy compliance evaluation

In IoT applications, the controller of the use case should identify and implement privacy controls to meet the
privacy safeguarding requirements identified by the privacy risk assessment and treatment process (See Figure
2). Effort should be taken by IoT application controllers to develop their privacy controls as part of a general
“privacy by design” approach, i.e. privacy compliance should be considered at the design phase of systems
data processing, rather than being bolted on at a subsequent stage. In this context, it is important to verify and
demonstrate that the processing meets data protection and privacy safeguarding requirements by periodically
conducting audits using internal auditors or trusted third-party auditors. Also, the identified and implemented
privacy controls should be documented as part of the IoT application privacy impact assessment. Certain types
of data processing can warrant specific controls for which the need only becomes apparent once an envisaged
operation has been carefully analysed. Based on the privacy risk level outlined in Section 2 (Figure1), we
performed the assessment of privacy control criteria’s using the following scale to estimate the Severity and
likelihood of privacy risks:
•

Negligible (Scale: 0): it does not seem possible for the selected risk sources to materialize the threat
by exploiting the properties of supporting assets (e.g.: theft of paper documents stored in a room
protected by a badge reader and access code). Considering severity, data subjects either will not be
affected or may encounter a few inconveniences, which they will overcome without any problem.

•

Limited (Scale: 1): it seems difficult for the selected risk sources to materialize the threat by exploiting
the properties of supporting assets (e.g.: theft of paper documents stored in a room protected by a
badge reader). Privacy stakeholder may encounter significant inconveniences, which they will be able
to overcome despite a few difficulties.

•

Significant (Scale: 2): it seems possible for the selected risk sources to materialize the threat by
exploiting the properties of supporting assets (e.g.: theft of paper documents stored in offices that
cannot be accessed without first checking in at the reception). Privacy stakeholder may encounter
significant consequences, which they should be able to overcome albeit with real and serious
difficulties.

•

Maximum (Scale: 3): it seems extremely easy for the selected risk sources to materialize the threat by
exploiting the properties of supporting assets (e.g.: theft of paper documents stored in the public
lobby). Further, a privacy stakeholder may encounter significant, or even irreversible, consequences,
which they may not overcome.

Considering the likelihood and severity scale, we can evaluate a privacy principle (P) using each privacy control
criteria’s (𝐶𝑖 ). The risk level for a privacy principle (P) can be defined as:
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𝑛

1
𝑃 = ∑ 𝐶𝑖 ,
𝑛

𝑖 = 1⋯𝑛

𝑖=1

Here, n is the number of privacy control criteria. Based on the risk value of a privacy principle, we can assume
that if the value is greater than 2 then the risk level for a use case is significant and need further attention from
controllers. The severity and likelihood evaluation can be performed by monitoring how many information
assets affected by a specific privacy threat. Table 13 present the template for privacy compliance evaluation.
Privacy
Control
Criterias

Risk Level
Privacy Threats

Severity Scale

Likelihood Scale

(P1) Lawfulness, fairness and transparency
P1-01

R-07, R-18, R-21

P1-02

R-19, R-20

P1-03

R-18

P1-04

R-16

P1-05

R-19, R-21

P1-06

R-18, R-19, R-21
(P2) Purpose limitation

P2-01

R-16

P2-02

R-06, R-08

P2-03

R-08, R-20
(P3) Data minimisation

P3-01

R-04, R-06

P3-02

R-16
(P4) Data quality

P4-01

R-01

P4-02

R-08, R-15

P4-03

R-11
(P5) Storage limitation

P5-01

R-06, R-08, R-15

P5-02

R-15, R-18
(P6) Integrity and confidentiality (Security)

P6-01

R-10, R-14

P6-02

R-07

P6-03

R-09

P6-04

R-08

P6-05

R-16, R-19
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P6-06

R-12, R-20

P6-07

R-18

P6-08

R-19

P6-09

R-15, R-16

P6-10

R-09, R-10

P6-11

R-13, R-14, R-19

P6-12

R-16, R-18, R-20
(P7) The right to be informed

P7-01

R-06, R-07

P7-02

R-05, R-07

P7-03

R-07, R-19

P7-04

R-19

P7-05

R-21

P7-06

R-02, R-11
(P8) The rights of access and to data portability

P8-01

R-01

P8-02

R-02

P8-03

R-07

P8-04

R-19
(P9) The rights to rectification and erasure

P9-01

R-12

P9-02

R-05, R-06, R-09

P9-03

R-05
(P10) The rights to restriction of processing and to object

P10-01

R-07

P10-02

R-10

P10-03

R-17

P10-04

R-20

P10-05

R-18

P10-06

R-12

P10-07

R-02, R-30

P10-08

R-11

P10-09

R-19
Table 13 – Privacy compliance evaluation based on privacy principle.
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4

Critical Infrastructure Management Use Case Privacy Impact Assessment

Based on the use case context template presented in Section 3.1, below in Table 14 we present an overview of
critical infrastructure management use case. Considering the processed data, there are no real personal data
present in this use case. However, in Section 3, we presented a generalized PIA approach using GDPR. Which
applicable to diverse set of use cases. Based on the proposed PIA approach, we can get an overall view on
impact of privacy threats considering GDPR regulation.

Use case description

Processing purposes

The services of water treatment and supply in large cities are
fundamental for the existence of life, and for its quality. These
services are associated to a series of infrastructures that are
considered, in accordance with European norms, as critical, and as
such are therefore bound to a series of conditions for their
development, especially in the technological aspect. Within this
context it’s about how best to apply the technological improvements
to our work environment preserving the established guarantees. It’s
about progressing in the application of technology in the processes
related to potable water and its urban distribution, in a way that
within the sustainability context, citizens receive a better service. In
other words, from a social view point of view, but also from and
economic and environmental one.
A very important part of this effort is orientated to the
implementation of systems that improve the general information of
the company’s processes, fundamentally those associated with IoT
technologies and their integration as information models within the
company. The idea is that a greater amount and better flow of
information will allow taking better decisions on the road to achieve
resilient and sustainable systems to guarantee high quality of life.
Online monitoring system of the quality of surface waters, with two
profilers and two quality control stations in the dam and the river
that supplies the metropolitan area around the city of Coruña.
Treatment Plant (ETAP), with an automatized management system
that allows for the control of all aspects of the process to optimize
the inputs demand, especially reactive and energy as fundamental
elements of sustainability

Processing stakes

Telecontrol system of supply grids, formed by more than 80 control
points between deposits, pumps and sectors, with access to water
quality data and the correct functioning of infrastructures. This
system at the same time serves as a feed of the hydraulic model of
the supply grid, which allows for a
constant improvement of the efficiency of water distribution
amongst the population.
Monitoring of 20 control sections of division consumption with more
than 2000 meters installed in order to profile consumption patterns
and understand the behaviour of the consumption in order for its
implementation in hydraulic and commercial models to improve the
short-term services.
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Monitoring of systems belonging to big clients with multiparameter
stations.
Monitoring of the delivery of water to third parties
Information about user: No real personal data is stored for
processing purposes.
Recorded data: (1) SERVER IP (Station A TELVA), (2) SERVER 01 (Win
CC System), (3) SERVER 03 (Station and Central Server), (4)
Meteorological device, (5) Industrial Ethernet Switch no managed,(6)
PC1-SCADA WinCC NT, (7) PC2-SCADA EMALCSA, (8) Router, (9)
Gaugin Station, (10) Flow meter Sitrans MAG 5000, (11) Flow meter
Sitrans MAG 8000, (12) Flow meter Fus-1010, (13) Flow meter
Woltman, (14) Flow meter Vortex
Calculated data: (1) Data from dam level probe, (2) Profiler YSI with
multiparametric probe, (3) Secondary hidrostactic dem level probe,
(4) PLC module in dam top, (5) PLC in Dam Room, (5) Interface
module, (6) Profinet, (7) Profibus, (8) SensiNact, (9) Tacdesoft new
remote station. (10) Profibus Repeater
Infrastructure Management (EMALCSA)
BRAIN-IoT platform

Processed data

Controller
Processor(s)

Table 14 – Critical Infrastructure management use case context

In Table 15 we present privacy compliance evaluation results for critical infrastructure management use case.
In this analysis, we estimate the risk levels by monitoring information asset and privacy threats. Figure 5
illustrates the privacy impact assessment results in a radar chart using the results from Table 15 for each privacy
principles (P1 to P10). These values can help a processor to take adequate action considering recorded and
calculated data for this use case. From the PIA results, we can see that Integrity and confidentiality (Security)
privacy principle (P6) has high severity and likelihood scale value (2). From the PIA results, we can summarize
that, a processor may encounter significant consequences for data minimization as well as integrity and
confidentiality (security) risk for this use case, which they should be able to overcome albeit with real and
serious difficulties.
Privacy
Control
Criterias

Risk Levels
Privacy threats

Severity Scale

Likelihood Scale

(P1) Lawfulness, fairness and transparency
P1-01

R-07, R-18, R-21

2

1

P1-02

R-19, R-20

1

0

P1-03

R-18

2

P1-04

R-16

1

P1-05

R-19, R-21

3

2

P1-06

R-18, R-19, R-21

3

2

2

0
1

1

(P2) Purpose limitation
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P2-01

R-16

1

P2-02

R-06, R-08

2

P2-03

R-08, R-20

0

1
1

0

0.6

1
(P3) Data minimisation

P3-01

R-01, R-04, R-06

3

P3-02

R-16

2

2.5

2
2

2

(P4) Data quality
P4-01

R-01

2

P4-02

R-08, R-15

1

P4-03

R-11

1

1
1.3

2

1

0
(P5) Storage limitation

P5-01

R-06, R-08, R-15

1

P5-02

R-15, R-18

0

0.5

2
1

1.5

(P6) Integrity and confidentiality (Security)
P6-01

R-10, R-14

2

1

P6-02

R-07

1

3

P6-03

R-09

2

2

P6-04

R-08

2

1

P6-05

R-16, R-19

2

3

P6-06

R-12, R-20

2

P6-07

R-18

3

P6-08

R-19

1

1

P6-09

R-15, R-16

3

3

P6-10

R-09, R-10

3

3

P6-11

R-13, R-14, R-19

1

2

P6-12

R-16, R-18, R-20

2

2

2

2
1

2

(P7) The right to be informed
P7-01

R-06, R-07

2

1

P7-02

R-05, R-07

2

3

P7-03

R-07, R-19

2

P7-04

R-19

0

P7-05

R-21

1

2

P7-06

R-02, R-11

2

1

1.3

2
1

1.6

(P8) The rights of access and to data portability
R-01

P8-01
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P8-02

R-02

1

2

P8-03

R-07

1

0

P8-04

R-19

2

2

(P9) The rights to rectification and erasure
P9-01

R-12

1

P9-02

R-05, R-06, R-09

2

P9-03

R-05

3

0
2

2

1.3

2

(P10) The rights to restriction of processing and to object
P10-01

R-07

1

2

P10-02

R-10

1

0

P10-03

R-17

2

1

P10-04

R-20

1

2

P10-05

R-18

2

P10-06

R-12

3

2

P10-07

R-02, R-30

1

2

P10-08

R-11

2

1

P10-09

R-19

1

2

1.5

1

1.3

Table 15 – Privacy compliance evaluation of critical Infrastructure use case.
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RISK LEVEL
Severity Level

Likelihood level
P1

2,5
P10

P2

2
1,5
1

P9

P3

0,5
0
P8

P4

P7

P5
P6

Figure 5 – Privacy impact assessment based on privacy principle.

Deliverable nr.
Deliverable Title
Version

D5.3
Initial enablers for Privacy awareness and control
1.0 - 09 April 2019

Page 27 of 37

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

5

Robotic Use Case Privacy Impact Assessment

Based on the use case context template presented in Section 3.1, below in Table 16 we present an overview of
robotic use case and processed data. Similar to critical infrastructure use case, in the processed data, there are
no real personal data present in this use case. We presented a generalized PIA approach using GDPR (Sec. 3).
This approach is applicable to diverse set of use cases. Based on the proposed PIA approach, we can get an
overall picture about the impact of privacy threats considering GDPR regulation.

Use case description

Processing purposes

Processing stakes

Great number of companies/ organizations accommodated in small
buildings involve a vast amount of material transport through
hallways, on elevators, in basements and to customer/patient units.
Logistic transporting robots are used on big hospitals, malls and
industrial areas, but there is not any cost -effective autonomous
logistic robotic system really adapted to small residences,
warehouses or medium sized industrial facilities. The term Service
Robotics is generally
related to the use of robots to support operations done by humans
and the logistics domain is one of the most
interesting, for the presence of several tasks, where the robots can
help the workers, making their tasks easier and safer. Taking into
account the aforementioned a special logistic service robotics
scenario will be developed using the BRAIN-IoT platform.
The Service Robotics use case will involve several robotic platforms,
which need to collaborate to scan a given warehouse and to assist
humans in a logistics domain
To move a “load” from one point to another using the RB1-Base
robot. More specifically, moving a big load is also considered, where
collaboration among robots is needed to enable the transportation
of such load between two user- defined points.
To enable autonomous decision making at robot level, e.g. assigning
priorities to different robots carrying loads, in order to allow them to
self-organize the traffic flow when going through a door in the
industrial shop.
To enable dynamicity in the shop floor, by providing the possibility
to act “ad-hoc” requests from the operators or end-users.
Information about user: No real personal data is stored for
processing purposes.
Recorded data: (1) Sensor 1, RGBD Camera, (2) Sensor 2, Lidar, (3)
Sensor 3, IMU, (4) Network (Router), (5) PLC WiFi Gateway
Calculated data: (1) Motion Control (motor driver), (2) Lift
Mechanism, (3) Central Computer, (4) Mission Command
(Outwards), (5) Robot State (Indwards), (6) Lift PLC, (7) PLC: Opening
order (Inwards), (8) Operator HMI, (9) Factory External Actuator.
Service Robots use case (Robotnik)
BRAIN-IoT platform

Processed data

Controller
Processor(s)

Table 16 – Robotic use case context
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In Table 16 we present privacy compliance evaluation results for robotic use case. Furthermore, Figure 6
illustrates the privacy impact assessment results in a rader chart using the results from Table 16 for each privacy
principles (P1 to P10). From the PIA results, we can see that Integrity and confidentiality (Security) privacy
principle (P6) has high severity and likelihood scale value (2). From the PIA results, we can summarize that, a
processor may encounter significant consequences for integrity and confidentiality (security) risk for robotic
use case, which they should be able to overcome albeit with real and serious difficulties.
Privacy
Control
Criterias

Risk Level
Privacy threats

Severity level

Likelihood level

(P1) Lawfulness, fairness and transparency
P1-01

R-07, R-18, R-21

1

0

P1-02

R-19, R-20

2

1

P1-03

R-18

2

P1-04

R-16

1

P1-05

R-19, R-21

1

0

P1-06

R-18, R-19, R-21

2

1

1.5

1
0

0.5

(P2) Purpose limitation
P2-01

R-16

2

P2-02

R-06, R-08

1

P2-03

R-08, R-20

0

1
1

0

0.6

1
(P3) Data minimisation

P3-01

R-01, R-04, R-06

1

P3-02

R-16

2

1.5

0
1

0.5

(P4) Data quality
P4-01

R-01

2

P4-02

R-08, R-15

2

P4-03

R-11

3

2
2.3

1

1.6

2
(P5) Storage limitation

P5-01

R-06, R-08, R-15

1

P5-02

R-15, R-18

0

0.5

2
1

1.5

(P6) Integrity and confidentiality (Security)
P6-01

R-10, R-14

3

2

P6-02

R-07

2

3

P6-03

R-09

1

P6-04

R-08

2

P6-05

R-16, R-19

3

2

P6-06

R-12, R-20

2

1
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P6-07

R-18

2

3

P6-08

R-19

2

1

P6-09

R-15, R-16

2

3

P6-10

R-09, R-10

1

2

P6-11

R-13, R-14, R-19

3

2

P6-12

R-16, R-18, R-20

2

3
(P7) The right to be informed

P7-01

R-06, R-07

2

1

P7-02

R-05, R-07

2

2

P7-03

R-07, R-19

1

P7-04

R-19

2

P7-05

R-21

2

3

P7-06

R-02, R-11

1

1

1.6

2
1

1.6

(P8) The rights of access and to data portability
P8-01

R-01

2

P8-02

R-02

3

P8-03

R-07

1

P8-04

R-19

2

2
2

1
1

1.5

2

(P9) The rights to rectification and erasure
P9-01

R-12

1

P9-02

R-05, R-06, R-09

2

P9-03

R-05

2

0
1.6

2

1.6

3

(P10) The rights to restriction of processing and to object
P10-01

R-07

1

0

P10-02

R-10

2

1

P10-03

R-17

2

2

P10-04

R-20

1

2

P10-05

R-18

2

P10-06

R-12

2

1

P10-07

R-02, R-30

1

1

P10-08

R-11

2

3

P10-09

R-19

0

1

1.4

1

1.5

Table 17 – Privacy compliance evaluation of robotic use case.
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RISK LEVELS
Severity Level

Likelihood level
P1

2,5
P10

P2

2
1,5
1

P9

P3

0,5
0
P8

P4

P7

P5
P6

Figure 6 – Privacy impact assessment based on privacy principle.
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6

Integration of privacy impact assessment in BRAIN-IoT

The privacy principles considered in this PIA approach is derived from GDPR regulation. The proposed PIA
approach focusses on the implementation of the privacy principles and the development of privacy
management systems to be implemented within the BRAIN-IoT platform. These privacy principles should be
used to guide the design, development, and implementation of privacy control policies in the BRAIN-IoT
platform. Figure 7 present an overview of PIA integration approach in the BRAIN-IoT platform. The main phase
in this approach is to build a privacy control schema using the results from PIA. Figure 8 illustrates a structure
of the privacy control schema based on privacy principles and corresponding privacy evaluation criteria.
BRAIN-IoT provides a model-based framework for decentralized IoT systems. In Deliverable 3.1, we presented
a BRAIN-IoT modeling language (BRIAN-IoT ML) framework which is based on IoT-ML. Thus, in this deliverable,
we propose to model privacy by using BRAIN-IoT ML. The privacy control schema can be designed leveraging
BRAIN-IoT ML.

Figure 7 – Overview of integration of privacy policies in BRAIN-IoT systems
BRAIN-IoT ML uses UML profile, the profile can be used for modeling views of the system including privacy
policies as well as data flows and storage (such as encryption, pseudo-anonymisation etc.) for personal data.
The benefits for this approach could be:
1. Modeling privacy views of system application through a structured model can help to better describe policy
principles and criterias.
2. Model-based privacy analysis can be performed with the generated schema. Thus, it can help BRAIN-IoT
platform providers to fulfill the requirements of privacy policy. Meanwhile, it is easier to integrate privacy
information protection within application development and provide a privacy-aware application development
environment for BRAIN-IoT application developers with the profile-based privacy models.
3. BRAIN-IoT ML profile is flexible to be extended and designed for privacy specifications of domain specific
applications.
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4. Modeling could help identify potential breaches in data protection and find the right solutions to ensure
privacy protection by design.

Figure 8 – Privacy Control Schema Structure
Based on the proposed privacy control schema, we presented an initial privacy control schema model which
includes the elements defined in the conceptual privacy control framework as shown in Figure 9.

Figure 9 – Initial Privacy Control Schema Model
In the next iteration of this deliverable, new elements will be possibility added in the model, the elements in
this model will be represented using BRAIN-IoT ML profile. Then, applying the privacy control schema model
to application development and privacy control analysis will be marked as future work.
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7

Conclusions

This deliverable presented a privacy impact assessment methodology for BRAIN-IoT solutions and performed
an initial evaluation of privacy impact assessment on the project use cases, namely the Water Critical
Infrastructure and the Service robotics. More precisely, this deliverable is focused on introducing a
methodology for privacy impact assessment using GDPR and potential threats that might compromise BRAINIoT system. The current project uses cases are not appropriate to show the benefits of this methodology due
to less focus has been given towards processing of personal data. However, the BRAIN-IoT is a platform that
should be used for any use case where privacy is important.
The next step is to integrate privacy control schema with BRAIN-IoT modelling tasks. In this task, a public
prototype will be implement based on the final enablers for privacy control. Also, BRAIN-IoT could likely
address use cases requiring privacy awareness from the current list of service providers where more focus has
been given towards personal data processing. The result of this work will be describing in the next iteration of
the document D5.7 - A public prototype implementing the Final enablers for privacy awareness and control.
Finally, in D5.9 a public report will be present with the guidelines for privacy compliance control in IoT services
models.
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Acronyms
Acronym

Explanation

GDPR

General Data Protection Regulation

PII

Personally identifiable information

PIA

Privacy impact assessment

DPIA

Data protection impact assessment

UML

Unified modelling language
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