D5.5 – FINAL THREAT MODELING AND SECURITY ASSESSMENT
OF TARGET SCENARIOS, SOLUTIONS
Deliverable ID
Deliverable Title

Work Package

Dissemination Level

Version
Date
Status

Lead Editor
Main Contributors

D5.5
Final Threat Modeling and Security Assessment of Target
Scenarios, Solutions

WP5

PUBLIC

0.7
2020-06-12
Final

Salim CHEHIDA
Miquel Cantero, Diego Fernández Alonso, Guillemette Massot,
Marius BOZGA and Salim CHEHIDA

Published by the BRAIN-IoT Consortium

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 780089.

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Document History
Version

Date

Author(s)

Description

0.1

2020-02-17

Salim CHEHIDA (UGA)

- Initial contribution from D5.4

0.2

2020-03-19

Miquel Cantero (ROB)
Diego F. Alonso (EMALCSA)
Salim CHEHIDA (UGA)

- Updated section 6
- Updated section 5
- Added section 8 (Attack-Defense
Exploration)

0.3

2020-03-26

G. MASSOT (AIRBUS)

- Added section
requirements)

0.4

2020-04-01

Xu Tao (LINKS)

- Updated section 1 (Relationship with other
deliverables)
- Updated section 7 (table 18)
- Updated section 7 (table 19)

Diego F. Alonso (EMALCSA)
Miquel Cantero (ROB)

7

Strategies

(Implementation

of

0.5

2020-04-03

Salim CHEHIDA (UGA)

-Added Executive Summary and Introduction
-Updated related documents
- Revised section 3 and added subsection 3.1.3 (IoT
Security Standards)
- Revised section 4 and added justifications for
selected standards.
- Revised sections 5 and 6 and made some minor
updates.
- Reorganized tables in section 7.
- Added appendices.

0.6

2020-04-14

Salim CHEHIDA (UGA),
-Updated section 8 by considering BRAIN-Io T
MARIUS BOZGA (CNRS),
countermeasures from AIRBUS
ABDELHAKIM BAOUYA (UGA) - Added conclusion
-Updated section 7 by considering comments
from LINKS
- Reviewed the full document and made some
minor updates.

0.7

2020-06-12

Salim CHEHIDA (UGA)

-Updated the document considering the internal
review.

Review History
Version

Review Date

Reviewer

Summary of Comments

0.6

2020-05-25

Mario Diaz Nava (ST)

- Approved with comments related to EMALCSA
assets and their surface attacks, the authorization
mechanism, and the conclusions.

0.6

2020-06-09

Christian Fabre (CEA)

- Approved with minor comments

Deliverable nr.
Deliverable Title
Version

D5.5
Final Threat Modeling and Security Assessment of Target Scenarios, Solutions
0.7 - 12 June 2020

Page 2 of 66

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Executive Summary
The present document is the deliverable D5.5 of the BRAIN-IoT project, funded by the European Commission,
under its Horizon 2020 Research and innovation program (H2020), reporting the results of the activities carried
out by WP5 – End-to-end Security, Privacy and Trust Enablers. The work collected in this document has been
compiled with a collaborative effort of all partners who actively participated in the Task 5.1 – Threat Modeling
and Assessment of BRAINT-IoT target scenarios: Critical Water Management Infrastructure and Service Robotics.
The first report on threat modeling and security assessment has been provided in d eliverable D5.1 at M6. In
deliverable D5.1 “Initial Threat Modeling and Security Assessment of Target Scenarios, Solutions”, we have
focused on the definition of the risk assessment methodology and provided an initial risk assessment of the
target scenarios as an illustration of the first phases of the methodology, namely, the identification of critical
assets and associated threats and vulnerabilities.
The results of the second iteration have been provided in deliverable D5.4 at M16. In deliverable D5.4 “Updated
Threat Modeling and Security Assessment of Target Scenarios, Solutions”, we have continued the risk assessment
process through one more iteration by updating and refining the set of assets and their associated threats, for
each scenario. We have also made progress in the risk assessment methodology by identifying security
objectives that cover the full list of threats for each asset and elaborating technical security requirements
covering various security objectives.
This deliverable D5.5 gives the final report on threats modeling and security assessment process. The novel
technical contributions with respect to the previous deliverable D5.4 are:
-

In sections 5 and 6, we update the list of assets and their associated threats, security objectives and
security requirements for both Critical Water Management Infrastructure and Service Robotics
scenarios.

-

In section 7, we present technological solution to implement the security requirements and explain the
innovation of BRAINT-IoT solutions compared to the state of the art.

-

In section 8, we collect quantitative metrics of attacks that can exploit the several threats and
vulnerabilities. Then, we explore defense configurations with the highest impact on attacks.

In this deliverable, we have considered the reviewers' comments for D5.4. The ans wers to these comments are
given in appendix [A1].
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1

Introduction

The growth of damage caused by security problems in IoT systems requires the definition of a rigorous
methodology allowing to evaluate and analyse the potential risks and provide relevant defense solutions. The
purpose of this deliverable is to finalize the analysis of the scenarios defined in Deliverable D2.6 in terms of
security risks and countermeasures needed to protect the sensitive assets as well as exchanged data using the
BRAIN-IoT solutions. The considered scenarios are the Service Robotics and the Critical Water Management
Infrastructure.
Deliverable D5.1 “Initial Threat Modeling and Security Assessment of Target Scenarios, Solutions” was
introduced the principles of the BRAIN-IoT security methodology based on known threats analysed by
international initiatives undergoing in the EU and worldwide, then reported the initial specification of threats
related to BRAIN-IoT target scenarios starting from scenarios description and architectural solutions defined
in WP2. In Deliverable D5.4 “Updated Threat Modeling and Security Assessment of Target Scenarios,
Solutions”, we have defined the security objectives and security requirements of target scenarios.
In this deliverable D5.5 “Final Threat Modelling and Security Assessment of Target Scenarios, Solutions”, we
finalise the risk assessment process by providing the BRAIN-IoT mechanisms that can ensure the security
requirements. We also propose an approach based on the Attack-Defense Tree to assess the relevant solutions
for protecting target scenarios against potential attacks that can exploit different vulnerabilities.
UGA was in charge to coordinate this deliverable with contributions from AIRBUS, EMALCSA, ROB and LINKS.
The structure of this deliverable reflects the different activities performed as described below.
Section 2 defines the key concepts (such as asset, threat, vulnerability, etc.) and the main steps of the risk
assessment process according to standards. The objective is to enable a clear understanding and facilitate the
risk analysis of BRAIN-IoT scenarios.
Section 3 gives an overview of existing security standards such as ISO-27002 and methods such as EBIOS tha t
can guide the risk assessment process and help to enforce a security policy that takes into account the
company's context and the vulnerabilities related to the components of its system.
Section 4 presents the BRAIN-IoT risk assessment methodology. This methodology, along with the initia l
analysis of target scenarios, will guide the upcoming phases, and therefore, this deliverable will be a common
reference point for the BRAIN-IoT consortium with respect to security assessment. The risk assessment
methodology includes four steps: The first step gives the assets of the system (such as hardware, software, or
services). The second step defines the threats associated to the assets. The third step gives the security
objectives that cover the threats. The final step defines the set of requirements that ensures security objectives.
Sections 5 implements the proposed methodology for Critical Water Management Infrastructure and section 6
applies it to Service Robotics scenario.
Section 7 discusses the security solutions provided by the BRAIN-IoT project to cover security requirements
specified in Sections 5 and 6.
Section 8 introduces BRAIN-IoT Attack-Defense Strategy Exploration tool to assess the impact of security
solutions presented in section 7 on the potential attacks that can exploit different vulnerabilities presented in
sections 5 and 6. Finally, we draw our conclusions in Section 9.
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1.1

Related documents

ID

Title

Reference

Version

Date

[RD.1]

Initial Visions, Scenarios and Use Cases

D2.1

Final

2019-02-28

[RD.2]

Initial Threat modeling and Security assessment of target
scenarios, solutions

D5.1

Final

2018-09-17

[RD.3]

Updated Visions, Scenarios, Use Cases and Innovations

D2.4

Final

2019-07-09

[RD.4]

Updated Architecture and Test Sites Specifications

D2.5

Final

2019-07-09

[RD.5]

Updated Threat modeling and Security assessment of target
scenarios, solutions

D5.4

Final

2019-07-09

[RD.6]

Final Visions, Scenarios, Use Cases and Innovations

D2.6

-

M26

[RD.7]

Final Architecture and Test Sites Specifications

D2.7

-

M27

[RD.8]

Final AAA Layer for IoT cross platform models

D5.6

-

M28

[RD.9]

Final enablers for Privacy awareness and Control

D5.7

-

M32

[RD.10] End-to-End data security layer for IoT cross platform models

D5.8

-

M32

[RD.11] Initial Deployment and operation enablers

D4.2

Final

2019-08-04

[RD.12]

Final discovery, search, composition and orchestration
enablers

D4.4

-

M30

[RD.13]

Final data and capabilities models for cross-platform
interoperability

D3.5

-

M30

[RD.14] Phase 1 Evaluation Report

D6.4

Final

2020-04-01

[RD.15] Phase 2 Integration and Evaluation Framework

D6.5

-

M28

This document provides the analysis of the risk and threats in both use case scenarios, the derived use case
security requirements in this deliverable pave the way to define the BRAIN -IoT platform security requirements,
enrich and secure the BRAIN-IoT architecture in D2.7. The BRAIN-IoT security requirements are at the basis of
components development in WP5, which will be finally documented in D5.6 “Final AAA Layer for IoT cross
platform models”, D5.7 “Final enablers for Privacy awareness and Control” and D5.8 “End -to-End data security
layer for IoT cross platform models”. These components and techniques will be integrated in the overall BRAIN IoT platform, hence, there will be integration with BRAIN-IoT Fabric service in D4.4, the integration with BRAIN IoT edge node in D4.2, and the integration with modelled IoT d evice in D3.5 and the physical IoT devices
provided by EMALCSA and ROBOTNIK in D2.6. Finally, all these development and integrations will be validated
in WP6 by defining the test cases for each requirement and the validation results will be illustrated in D6.4 and
D6.5.
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2

Risk assessment key concepts and scope

Following many risk management standards, such as “ISO 27005” and “ISO 31010”, the risk assessment process
is not an isolated procedure but depends on the context of the risk management process, something tha t
requires pre-analysis, post-countermeasures and continuous coordination, monitoring and feedback. Figure 1
shows the risk assessment structure and its relationship with risk management.

Figure 1: Risk assessment and risk management process relationship

The following paragraphs present the key concepts available in the literature.
2.1

Risk identification

Risk identification is the process of finding, recognizing and recording risks [1]. According to [2], a risk can be
described as a function of three variables: threats, vulnerabilities and assets value. The external influence is
threat, and internal influence is vulnerability. They act as input and source of the security incident. The final
consequence also depends on the asset value and environment. So these three variables will be used as the
basic input for a function that assesses risks R = f(a,t,v), where :


‘a’ represents the assets value,



‘t’ represents the likelihood that the threat will occur, and



‘v’ represents the number of the vulnerabilities a system contains.

There are other definitions of the concept of risk. For example, in [3], the authors consider a risk as the
combined effect of asset, threat type, threat source, vulnerability and countermeasure. Since most
interpretations are expanded version of the basic three elements of risks, in this deliverable, the authors will
use the basic triplet to evaluate risk.
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2.2

Assets

The assets value is the worth of property for the organization, which is in danger. The assets can exist in different
forms, tangible or intangible, hardware or software, service or infrastructure, etc.
There are three parts of information assets that must be considered: the information itself, the facilities tha t
deals with information, and the people who deal with the information. The information itself will be the core
part to consider in assessing the assets of the information systems. Categorization of the assets in order to
carry out more efficient risk assessment is also important. According to [3], the assets can be categorized based
on usage, e.g. information assets, software assets, human assets, intangible assets, etc.
Assets identification in risk assessment is a prior step to assessing the value. An important issue is to identify a
large number of assets, and the correlation between them. During the first round of assessing, it should be
conducted as thoroughly, in order to identify all the assets. Then the important assets and segments of the
system can also be identified, in an assets table [4].
After the identification of the assets, they need to be evaluated, in order to achieve a categorization of assets.
The evaluation can be done in qualitative or quantitative way. The qualitative way is to identify the importance
of the assets, based on their security level determined by three aspects: confidentiality, integrity and availability.
The quantitative way for evaluating the assets is based on the actual environment and the value of the assets.


For Qualitative analysis the risk level is usually described in words or scales. It is normally based on
previous survey records, employees’ experiences, and experts’ opinions. The data is gathered from
surgery or interview around the organization, then use the data to analyse the threats, weakness and
control aspects towards the organization to quantify the existing risks. Qualitative methods are useful
in situations when the analyzer did not have enough information or do not have qualified conditions
to apply mathematic and statistic methods to the risk model. It can identify the risk in high, middle,
low level without drawn into analysis of different figures of the organization’s operational data. Also,
it makes it easier for professional employers without much risk knowledge background to participate
in the analysis process. On the negative side, qualitative analysis usually lacks the support of figures. It
mainly relies on subjective judgment, i.e. on like analyzer’s experience and cannot offer very objective
decisions.



Quantitative analysis uses mathematical and statistic methods to convert the risk information gathered
at previous stages into a measurable value. It supports the risk analysis result with quantitative value
and standard, so that the objective result (compared to qualitative method) is more dependable and
easier to accept and understand. But the process is usually very complicated and time consuming.
There are various methods and standards to gather data and to calculate the quantitative value of
risks, and they usually have very high requirement on the accuracy and integrity of the data that being
collected for the analysis. So, it is usually quite impossible to quantify the whole process of the risk
assessment.

It is hard to judge whether quantitative or qualitative method is better, we need different approaches in
different situations. Under the same budget and time consideration, user would want the assessed result to be
as accurate and convincing as possible. If we can have data to prove that, even though it might cost more time,
and data itself in some situation is hard to collect or difficult to standardize, we would still consider tha t
quantitative results would be more dependable and trustworthy than qualitative result. In the situation that a
quantitative result is not the priority, we can lower the weight of this facto r to minimize the influence of it in
the decision process.
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2.3

Threats

Threats refer to those events that cause harm to systems in general. More precisely, according to NISP SP900 30 [1] a threat is a potential, for a particular threat-source, to successfully exercise a particular vulnerability.
There are three aspects to consider in threat likelihood: threat-source, potential vulnerabilities, and existing
controls. To identify threat-sources, all potential threats towards the important assets should be recognized.
Threat-sources can be categorized into environment factors or human factors. Environment factors such as
earthquake or flood cannot be avoided. User should always consider environment threats according to their
operation environment even if it is difficult to consider them. Meanwhile human factors are more of our
concern because they are vagrant regarding to different people and different situations, and it is more difficult
to predict human behavior than regular nature disasters.
The existing form of a threat can be a direct or indirect attack against the systems, such as unauthorized
modification, leaking, etc. that leads to violation of the confidentiality, integrity or availability of the system, or
an unintentionally incident. In “NIST SP300-30”, the human factors threats are listed as source, motivation, and
threat actions.

The following three aspects should be considered to quantify the likelihood of threats:


Statistics of threats in previous security reports.



Collection of data in a practical environment, using intrusion detection tools, by checking the log files
or other methods.



Reference of authoritative sources that have a database of the popular threats.

2.4

Vulnerabilities

Vulnerability refers to the openness of a system to the threats. System vulnerabilities are usually exploited by
the identified potential threats. In [4], vulnerability refers to the weakness that is related to the organizations’
assets, which sometimes could cause an unexpected incident. In [1], vulnerability means flaw or weakness of
the systems’ security flow, design and implementation that could lead to security breach or violation of the
security policy. Vulnerabilities can be divided into two categories. The first type of vulnerabilities affects the
asset itself, such as technical issues, system breaches, etc. The second ones are caused by insufficient
organization management in higher level [4]. Vulnerabilities and threats can be identified through documents
auditions, people’s interviews and questionnaires, on-site inspection, vulnerability scanner, etc. [5].

2.5

Risk analysis

According to ”ISO 27000” definition [6], Risk Analysis (RA) is the process of comprehending the nature of risk
and to determine the level of risk. The risk analysis definition explains that the nature of risk is the cause and
the source. Then, from the cause and the source it is possible to identify and locate the risks. Different risks
being identified in the RA process requires quantitative or qualitative methods to compare and decide the
priorities. This will lead to a priority table of different risks after analysis, and it would provide a database for
the next step risk evaluation and mitigation.
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2.6

Risk evaluation

After the analysis of the risks, which is usually in the form of quantified or qualified risks list, the results should
be compared with the given risk criteria, which is the reference for severity. The risk criteria can include costbenefits, laws and regulation, economic and social environment, human factors, etc.
With the comparison to a standard reference, it is easier for users to evaluate risks and take countermeasures
under different circumstances. For taking actions against different levels of risk in various environments, there
are four basic approaches [7]:


Mitigate the risks, such as patch the system.



Transfer the risks, such as outcome the unfamiliar operations to professionals .



Avoid the risks, such as isolate internal network from outside network.



Accept risks, if the potential risk consequences are acceptable under certain situation.
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3

Risk assessment methods, standards and tools

In this section, we give an overview of methods, tools and standards used for the risk analysis and assessment.
3.1

Standards

Security standards guide and enforce a common level of security capability across an industry. Compliance
with a standard requires taking steps to achieve the prescribed alignment, theoretically avoiding financial or
other penalties for deviations from the standard’s requirements. Standards rarely govern implementations, so
a solution may be compliant with the standard, but the resulting security posture may not be optimal. Design
tradeoffs may also be necessary between levels of compliance and cost, ease of operation, maintainability and
interoperability.
The objective of securing IoT systems is to address their availability, integrity and confidentiality requirements.
The realization of an adequately secure environment should be guided by a series of informed decisions ,
intended to ensure that the identified threats, vulnerabilities and countermeasures are commensurate with an
acceptable level of risk. Security standards compliance is intended to guide an organization in best security
practices, but it does not imply that the organization’s products will be free of vulnerabilities or impenetrable
to exploit.
3.1.1

Common Standards

Many countries and organizations have established the risk assessment audit standards such as CC, SSE, CMM,
ISO/IEC 1799, BS 7799, ISO 13335, IATF, and GB/T. Audit methodologies, especially within IT environments, and
related governance and quality standards include ISA, COBIT, ITIL, ISO9000, and ISAE 3402, while standards for
internal audit and external assessment against adopted standards include ISAE 3402, ISAE 3000, COBIT, and
ISO 9001.
There are already standards, which are commonly accepted and publicly available. In the following, we give a
brief description of these standards.

1
2
3



AS/NZS 4360: The joint Australian/New Zealand 4360:1999 Risk management standard provides
generic framework for establishing the context, identifying, analyzing, evaluating, treating, monitoring
and communicating risk. It originated as AS/NZS 4360:1995, with Second edition 1999, and Third
edition in 2004. Detailed information about this joint Australian/New Zealand Standard can be found
from the Standards Web site 1 or Standards New Zealand web site 2. The AS/NZS 4360 risk management
process has the following steps [3]: i) establish the context, ii) risk identification, iii) risk analysis, iv) risk
evaluation, v) risk treatment, vi) monitoring and review, and vii) communication and consultation.



BS7799 (ISO17799): The BS7799 (British Standard 7799: Code of Practice for information Security
Management), evolved into ISO17799 – The Information Security Standard. BS7799 Part 1 becomes
ISO 1799, then ISO 27002, while BS7799 Part 2 remains a British Standard only and ‘forms the basis for
an assessment of the Information Security Management System (ISMS) of the whole, or part, of an
organization3 . BS7799 (BS7799-2:2005), which now the international number ISO 27001:2005, is the
international best practice information security management standard, defining and guiding ISMS
development.

www.standards.com.au
www.standards.co.nz
http://www.itgovernance.co.uk/bs7799.aspx
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NIST SP 800-30: The NIST SP 800-30 (Special Publications Risk Management Guide for Informatio n
Technology Systems) provides practitioners with practical guidance for carrying out each of the three
steps in the risk assessment process (i.e., prepare for the assessment, conduct the assessment, and
maintain the assessment) and how risk assessment and other organizational risk management
processes complement and inform each other. It also provides guidance on identifying risk factors to
monitor on an ongoing basis so that organizations can determine whether levels of risk have increased
to unacceptable levels (i.e., exceeding organizational risk tolerance) and different courses of actio n
should be taken. National Institute of Standards and Technology (NIST) is a non-regulatory federal
agency within the US Department of Commerce.

There are nine steps for risk analysis in the NIST SP 800-30: i) system characterization, ii) threat identificatio n,
iii) vulnerability identification, iv) control analysis, v) likelihood determination, vi) impact analysis, vii) risk
determination, viii) control recommendations, and ix) results documentation.


NIST SP 800-82: The NIST-800-82 ‘revision 2’ provides guidance on improving security in Industria l
Control Systems (ICS), including Supervisory Control and Data Acquisition (SCADA) systems,
Distributed Control Systems (DCS), and other control system configurations such as Programmable
Logic Controllers (PLC). Performance, reliability and safety requirements are also considered.
Comprehensive security controls, presented in this document, map to additional NIST
recommendations such as those listed in SP 800-53, ‘Recommended Security Controls for Federal
Information Systems and Organizations [16].



IEEE 1686: The IEEE 1686 ‘Standard for Intelligent Electronic Devices Cyber Security Capabilities’ [25]
defines functions and features to be provided in Intelligent Electronic Devices (IEDs). The document
addresses access, operation, configuration, firmware revision and data retrieval of an IED.



ISO/IEC standards: There are many ISO/IEC standards related to security. However, The ISO/IE C
standards that relevant to either risk assessment and/or risk management are:

3.1.2

o

ISO/IEC 27002: ISO/IEC 27002 is the common name for a comprehensive set of best practices
used in establishing and managing ISMS. It describes and establishes guidelines and general
principles for initiating the 36 control objectives and 133 controls outlined . It provides general
guidance on the commonly accepted goals of information security management.

o

ISO/IEC 27005: ISO/IEC 27005 (Information Technology – Security – Information Security Risk
Management) is an International standard that provides guidelines for Information Security
Risk Management in an organization, supporting in particular the requirements of an ISMS
according to [4] but does not provide any specific methodology for information security risk
management. The standard describes the information security risk management process,
which consists of context establishment, risk assessment, risk treatment, risk acceptance, risk
communication, and risk monitoring and review.

Cloud Security Standards

There are a great number of guidelines and standards pertaining to cloud security, devised and used in various
countries. The authors briefly describe a few notable ones below.


ISO/IEC 27017: This standard provides guidance on the information security elements of cloud
computing. It assists with the implementation of cloud-specific information security controls,
supplementing the guidance in ISO 27000 series standards, including ISO/IEC 27018 on the privacy
aspects of cloud computing, ISO/IEC 27031 on business continuity, and ISO/IEC 27036-4 on
relationship management, as well as all the other ISO 27nnn standards [17], [23], [24] and [18].
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NIST has also published the following standards on cloud computing: NIST SP 800 -146, ‘Cloud
Computing Synopsis and Recommendations’, NIST SP 500-291, ‘Cloud Computing Standards
Roadmap’, NIST SP 800-144, ‘Guidelines on Security & Privacy in Public Cloud Computing’, NIST SP
500-292, ‘Cloud Computing Reference Architecture’ and NIST SP 500-293, ‘US Cloud Computing
Technology Roadmap’ [21], [20], [14] and [15].



European Union Agency for Network and Information Security (ENISA) has published an auditable
standard titled ‘Cloud Computing: Benefits, risks and recommendations for information security [5] to
which many cloud providers are certified.



‘Cloud Computing Security Considerations’ [26] by the Australian Signals Directorate provides analysis
and measurement of risk that will be considered by cloud Software as a Service (SaaS) customers when
evaluating the cloud as a potential solution.



Cloud Security Alliance has published many guidelines, including: ‘Security Guidance for Critical Areas
of Focus in Cloud Computing Version 3.0,’ [27] that contains practical, current guidance and advice for
both cloud computing customers and providers.



‘Practices for Secure Development of Cloud Applications’ [26] provides practical guidance relevant to
cloud SaaS such as secure design recommendations for multi-tenancy and data encryption, and secure
implementation recommendations for securing APIs.

3.1.3

IoT Security Standards

The authors in [39] analyze the existing regional and international standards for IoT security and indicate their
limitations. Among international standards:




ITU-T security-related standards :
o

Y.2060 provides reference models of IoT and shows generic security capabilities on every layer.

o

Y.2063 covers authorization of heterogeneous devices of WoT.

o

Y.2066 defines common requirements of IoT and also security and privacy protection
requirements related to all the IoT actors.

o

Y.2067 covers gateway security mechanism including authentication, data encryption, privacy
protections, etc.

o

Y.2068 defines concepts of functional framework and capabilities of IoT including service
provision security, security integration, security audit, etc.

o

Y.2075 specifies security capabilities of EHM (e-health monitoring) with IoT.

o

Y.4112/Y.2077 specifies concept, purpose, and components of plug and play (PnP) capability
of the IoT including security related requirements.

o

Y.4553 specifies requirements of smartphone as a sink node for IoT applications including
authentication and data protection capabilities.

o

Y.4702 provides common requirements and capabilities of device management (DM) in IoT
including security management capability such as security event detection and reporting,
device security assurance, and device security control.

ISO/IEC JTC1: ISO/IEC 30128 covers IoT security related to sensor network application interface.
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From regional standards, ETSI (standards organization in the telecommunication industry in Europe) recently
provided “ETSI TS103645” [40] (Cyber Security for Consumer Internet of Thing) standard that gives security
practice for consumer devices connected to the Internet in a set of high-level, results-oriented provisions.
According to [39], the most of standards are just specification-level standards and a few of them were involved
in availability and non-repudiation.
3.2

Risk Assessment Methods and Tools

Due to the very large and diverse methods to Risk Assessment, this section contains a survey of the relevant
methods and tools used in practice.
3.2.1

EBIOS Method and Tool

EBIOS (Expression des Besoins et Identification des Objectifs de Sécurité) allows to evaluate and act on risks
relative to information systems security and proposes a security policy adapted to needs of an organization.
The risk assessment method was originally developed by the Direction Centrale de la Sécurité des Systèmes
d’Information (DCSSI), a department of the French Ministry of Defense, now replaced by the “Agence nationale
de la sécurité des systèmes d'information”. Now, it is maintained by a private club of experts from various fields
and origins (Club EBIOS) [11]. The goal of the EBIOS method is the assessment and treatment of risks associated
with an Information System (IS) in order to support management-level decision-making and to create a
common ground for security discussion between various stakeholders. There are five steps for risk analysis in
the EBIOS : i) The first phase deals with context establishment, the relationship between the business context
and the IS (contribution to business goals, boundary, decomposition), ii) In the second phase, security
requirements are determined based on feared security events, iii) In the third phase, a risk study conducted in
order to identify and analyse threat scenarios, iv) In the fourth phase, information from the previous steps is
used to identify risks and describe the necessary and sufficient security goals relating to these risks, v) In the
final phase, the necessary security controls are determined, and any residual risk is made explicit.
One of the main strengths of the EBIOS approach is its modularity: its knowledge bases can be tuned to comply
with local standards and best practices, and to include external repositories of attack methods, entities or
vulnerabilities [12].
EBIOS can be used either in the design or against existing systems [10]. Instead of a scenario-based risk analysis,
EBIOS goes for a more structured approach, allowing a more exhaustive analysis through the identification of
various sub-components or causes of risk (e.g. entities, vulnerabilities, attack methods, threat agents, etc.). The
different phases presented above can be also applied somewhat independently, allowing for only certain parts
of the analysis to be (re)done, e.g. vulnerability analysis [10].
EBIOS is supported by a dedicated tool developed by Central Information Security Division (French
government). The EBIOS tool helps the user to produce all risk analysis and management steps according the
five EBIOS phases methods and allows all the study results to be recorded and the required summary
documents to be produced. The tool is capable of matching a threat with relevant vulnerabilities and even
building up risk scenarios automatically [13].
3.2.2

IT Grundschutz Method

IT Grundschutz is part of series of standards published by the German Federal Office for Information Security
(BSI) describing « methods, processes, procedures, approaches and measures relating to informatio n
security » [8]. The goal of the IT Grundschutz risk assessment is to provide a qualitative method for
identification, analysis and evaluation of security incidents that might be damaging to the business, that is also
consistent and usable with the rest of the standard and be a pplied efficiently. The IT Grundschutz describes a
two-tier risk assessment: one is designed for reaching a “standard” level of security, while a second
“supplementary risk analysis” can be undertaken by companies that desire an approach customized to their
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specific needs or sector or that have special security requirements. For companies implementing a Security
Management System based on IT Grundschutz, the risk assessment is done by us ing the IT
Grundschutz Catalogs. These contain repositories of common threats scenarios and standard security
countermeasures applicable to most IT environments and grouped by modules corresponding to various
business environments and Information System components. A supplementary risk analysis based on IT
Grundschutz can also be performed by taking the following steps [9]: i) prepare an overview of threats, ii)
determine additional threats, iii) assess the threats, iv) select safeguards for handling risks, v) consolidate
results. The main body of the IT Grundschutz method does not describe a specific risk assessment, but instead
gives suggestions for safeguard appropriate for typical business processes , applications and IT systems that
have normal security requirements. As such, typical IT assets and components are described, including
organizational, infrastructural and personnel aspects, potential threats are enumerated , and necessary
countermeasures suggested. In order to identify basic deficiencies in the IT security of the target system and
achieve basic compliance with the IT Grundschutz method, the relevant modules are selected and applied to
each aspect of the information System. This allows for a fast and cost-effective way of achieving a reasonable
level of security.
However, the standard also describes in detail a process it calls “Supplementary Risk Analysis” that is used in
contexts that differ significantly from standard IT security application scenarios and requirements. It is the
responsibility of the (IT) management to decide whether or not such a supplementary analysis is warranted
and for which assets or components.
IT Grundschutz is designed to be compatible with established Information Security standard ISO/IEC 2700 2.
Although it is not the indented purpose, the IT Grundschutz methodology can be used to show compliance to
this standard.
The two-tiered approach means that the IT Grundschutz method can be useful for SME’s trying to achieve
‘good enough” security with limited resources, while also allowing scaling up to full-fledged, customized
Information Security Risk Management system, suitable for large companies with extraordinary security
requirements.
3.2.3

MEHARI Method

MEHARI (Méthode Harmonisée d’Analyse des Risques – Harmonized Risk Analysis Method) is a method for risk
analysis and risk management by CLUSIF (French association of information security professionals) 4 . The
general step of MEHARI consists of the analysis of the security stakes and the preliminary classification of the
IS entities according to three basic security criteria (confidentiality, integrity, availability). The typical MEHARI
process is the following: i) Involved parts list the dysfunctions having a direct impact on organization activity,
ii) Then, audits are carried out to identity potential IS vulnerabilities, and iii) Finally, the risk analysis itself is
carried out.
MEHARI complies by design with ISO 13335, in order to manage risks. This method can take part in a stage of
the ISMS model promoted by ISO 27001.
3.2.4

COBIT

COBIT (Control Objectives for Information and related Technology) IT control framework was created by the
Information System Audit and Control Association (ISACA) 5 . COBIT is a major information security governance
model that provides a set of generally accepted measures, indicators, processes, and best practices for the use,
governance, and control of information technology 6 . COBIT can be illustrated by a process model that
subdivides IT into four domains (Plan and Organize, Acquire and Implement, Deliver and Support and Monitor
4
5
6

http://en.wikipedia.org/wiki/Mahari
http://www.isaca.org/knowledge-Center/COBIT/Pages/Overview.aspx
www.isaca.org/Template.cfm?Section=CONIT6
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and Evaluate) and 34 processes in line with the responsibility areas of plan, build, run and monitor, and has
been aligned and harmonized with other, more detailed IT standards and good practices such ISO 27000.
3.2.5

OWASP Risk Rating Methodology

OWASP stands for the Open Web Application Security Project and is a non-profit community comprised of
private organization, educational institutions and private individuals aiming at developing at improving the
security of software. The OWASP approach mostly geared towards software products and less towards
Information Systems and enterprise-wide security. However, the framework does describe a decomposition of
Risk into driving factors as well as describe a method for computing Risk in their OWASP Risk Rating
Methodology [22]. The decomposition is, in theory, applicable to a IS as well as complex software applications.
The OWASP methodology follows a traditional conceptualization of Risk as Likelihood versus impact and
suggests the following decomposition of risk:


Threat Agent Factors: Skill level of Threat Agent, Motive is influenced by the reward the Threat Agent
is hopping to receive, Opportunity reflects the amount of resources required for the Treat Agent to
succeed in the Attack, Size of the group of Threat Agents seeking goals w.r.t. the system.



Vulnerability Factors: Ease of discovery or how easy is it to discover a certain vulnerability, Ease to exploit
or how easy is it to exploit certain vulnerability, Awareness or how well known is a particular
vulnerability to this group of threat agents, Intrusion detection or how likely is it detect attack attempts.

Impact is determined by:


Technical Impact Factors (Loss of confidentiality, Loss of integrity, loss of availability, Loss of
accountability).



Business Impact Factors (Financial damage, Reputation damage, Non-compliance damage, Privacy
violation).

While the methodology suggests the above factors, it is also very clear on the fact that particular organizations
might wish to augment the pre-defined set factors by adding ones that are important to the organization.
Furthermore, weights can be applied to each factor on the significance it carries for the particular business
model.
It is also obvious that this methodology also employs a Likelihood X Impact approach with Vulnerability again
being viewed as a factor of likelihood.
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4

BRAIN-IoT Risk Assessment Approach

In this section, we explain the different steps of our methodology for risk assessment. We also mention the
standards used in our approach.
4.1

Methodology overview

In order to build a modular and secure BRAIN-IoT architecture considering the use case contexts, BRAIN-IoT
partners aim at performing a risk assessment to identify security requirements that need to be implemented
in order to reach the security objectives for the BRAIN-IoT architecture and for each use case.
This risk assessment is limited to the BRAIN-IoT scope for each use case, which is dealing with IoT devices and
IoT platforms. External systems are not in the scope of this risk assessment.
The proposed risk assessment methodology is depicted in Figure 2 below. It includes four steps:


The first step identifies the assets based on the use cases description from D2.6.



The second step specifies threats on the system and the assets based on common threats database
proposed by the risk assessment methods presented in section 3.2 (EBIOS, OWASP, etc .). In this work,
we consider EBIOS database which is compatible with all relevant ISO standards (13335, 15408, 17799,
31000, 27005, and 27001) [11] and provides complete list of possible threats (42 threats) relative to
information systems. EBIOS is one of approach widely used in risk assessment. Some works like [41]
have used the method for risk analysis of IoT systems.



In the third step, security objectives are derived from the threats. In this step, we extract relevant
objectives (13 objectives) for BRAIN-IoT project and target scenarios threats from ISO-27002 standard
presented in section 3.1.1. ISO-27002 provides a set of generic security objectives supported by a set
of controls that are an important part of information security management for all organization.



Finally, the security requirements are built in order to implement the security objectives and
countermeasures of the identified threats.

This methodology is iterative, and technical requirements could be refined following the refinement of use
case assets and its impact on the BRAIN-IoT architecture.
Assets
identification

D2.1 & D2.2
Threats and
vulnerabilities
identification &
modelling

Security
requirements

Threats
database

Security
objectives

Figure 2: BRAIN-IoT Risk Assessment Methodology
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4.2

Asset Identification

Following the ISO27001 definition, an asset is “any tangible or intangible thing or characteristic that has value
to an organization”. Therefore, an asset could be:


A software (e.g., an operating system)



A hardware (e.g., a sensor, CPU, memory, etc.)



A data (e.g., sensor reading transmitted over a network, robot location in memory, etc.)

Asset identification should be listed using Table 1 below. This table gives an ID to the asset, which will be used
in the next steps for traceability and a description which should give a quick overview of the asset and its
perimeter (e.g., “Operating System of robot” or “hardware motion sensor of robot”).
Use Case 1
ID

Des cription

A-1010

Robot Operating s ystem

A-1020

FMS

A-1030

Li ft PLC s oftware

A-1040

Opening order

Table 1: Example of Assets List

Assets could be classified based on the impact on the whole system safety and security if a corruption occurs.
This classification could help to identify the level of security objective.

4.3

Threats and Vulnerabilities

Following the ISO27001 definition, a threat is a “potential cause of an unwanted incident, which may result in
harm to a system or organization”. A threat could be the result of an external and non-controllable incident,
or an attack on the system. Following the French EBIOS methodology, threats are classified into 8 main
categories:


Physical damage



Natural events



Loss of essential services



Disturbance due to radiation



Compromise of information



Technical failures



Unauthorized actions



Compromise of functions

In order to be able to derive security objective, the threat impact in terms of Availability (A), Confidentiality (C)
and Integrity (I) is assessed. The full list is available in Table 2.
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Type

ID

T-1010

T-1020

Physical
damage

T-1030

T-1040

Natural events

Description

A C I

Fire

x

x

x

x

x

x

x

x

Water damage

Pollution

Major Accident

T-1050

Destruction of
equipment or
media

x

x

T-2010

Climatic
Phenomenon

x

x

T-2020

Seismic
Phenomenon

x

T-2030

Volcanic
Phenomenon

x

Earth tremor or earthquake causing extreme vibration or
x triggering a disaster (tidal wave).
Volcanic eruption causing vibrations or triggering another
x disaster (tidal wave).

T-2040

Meteorological
Phenomenon
x

Isolated atmospheric disturbance causing extreme
climatic conditions.
x A saboteur gains access to lightning protection devices.

T-2050

Flood

T-3010

Failure of airconditioning

Loss of
essential
services

x

x

T-3020

Loss of power
supply
x
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Description
Concentration of flammable or explosive materials in a
confined environment, catching fire through an external
event or internal accident.
Terrorists or vandals gaining access to property in order
to set light to flammable or explosive materials directly or
indirectly (incendiary bombs, tampering with ventilation
devices, etc.).
Flood due to a leak or burst pipe.
Terrorists or vandals gaining access to the property to
cause flooding in the rooms.
Presence of dust, vapours, corrosive or toxic gases in the
ambient air.
Deliberate pollution of the ambient air by tampering with
air-conditioning devices or placing a source of pollution in
the rooms.
External event or damage linked to the natural or
industrial environment close to the assets and capable of
causing them very serious physical damage.
External event or damage linked to an act of vandalism or
terrorism close to the assets capable of causing them very
serious physical damage.
Negligence or accidental event causing destruction of
equipment or media.
Person gaining access to equipment and causing its
destruction.
Specific climatic conditions (at operating limits of the
equipment).

River, watercourse or underground water table causing
x periodic or exceptional flooding of land close by.
Failure, shutdown or inadequacy of the air-conditioning
service may cause assets requiring cooling or ventilation
to shut down, malfunction or fail completely.
A person can sabotage the equipment used to operate
the air-conditioning system (cut off the water or power
supply, destroy the system).
Failure, shutdown or incorrect sizing of the power supply
to the assets arising either from the supplier's service or
from the internal distribution system.
Sabotage or disturbance of the electrical installation by
someone gaining access to the equipment (head-end, low
voltage transformer, inverter, etc.)
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T-3030

Failure of
telecommunicatio
n equipment
x

T-4010
Disturbance
due to
radiation

Electromagnetic
radiation
x

T-4020

thermal radiation
x

Compromise
of information
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T-4030

Electromagnetic
pulses

T-5010

Interception of
compromising
interference
signals

T-5020

remote spying

T-5030

eavesdropping

T-5040

Theft of media or
documents

T-5050

Theft of
Equipment

T-5060

Retrieval or
recycled or
discarded media

T-5070

disclosure

x

Disturbance, shutdown or incorrect sizing of
telecommunications services (telephone, Internet access,
Internet network).
Sabotage or disturbance of the Telecom installation by
someone gaining access to the telecommunications
equipment (head-end, PABX, distribution frame, external
cables, etc.)
Electromagnetic interference from an internal or external
device.
Person using stray radiation to jam or saturate
x communications or disturb the operation of an appliance.
Thermal effect caused by damage or exceptional weather
conditions.
Device causing a thermal effect resulting in malfunction
x or destruction of equipment.
Damage causing an exceptional electromagnetic effect.
x Electromagnetic pulses from nuclear sources.
Interfering signals from an electromagnetic source
emitted by the equipment (by conduction on the
electrical power supply cables or earth wires or by
radiation in free space).
Capture of these signals depends on the distance to the
targeted equipment or the possibility of connecting to
cables or any other conductor passi ng close to the
x
equipment (coupling phenomenon).

x x x Personnel actions observable from a distance.
Someone connected to communication equipment or
media or located inside the transmission coverage
boundaries of a communication can use equipment,
which may be very expensive, to listen to, save and
x
analyse the information transmitted (voice or data).
Someone inside or outside the organization accessing
digital media or paper documents with the intention of
x
stealing and using the information on them.
Someone inside or outside the organization accessing
equipment located on the premises or transported
x x
outside, out of greed or for strategic reasons.
Retrieval of electronic media (hard discs, floppy discs,
back-up cartridges, USB keys, ZIP discs, removable hard
discs, etc.) or paper copies (lists, incomplete printouts,
messages, etc.) intended for recycling and containing
x
retrievable information.
Someone inside the organization who, through
negligence, passes information to others in the
organization who have no need to know or to the outside
(the latter case usually having greater consequences).
Someone knowingly passing on information inside the
organization to others who have no need to know or to
the outside (the latter case usually having greater
x
consequences).
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T-5080

data from
untrustworthy
sources

T-5090

Tampering with
hardware

T-5100

Tampering with
software

T-5110

Position detection

T-6010

Equipment failure
Equipment
malfunction

T-6020

T-6030
Technical
failures

T-6040

T-6050

T-7010

T-7020
Unauthorised
actions

T-7030

T-7040
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Receiving false data or unsuitable equipment from
outside sources and using them in the organization.
Someone transmitting false information for integration in
the information system with the intention of
misinforming the recipient and attacking the reliability of
x
x the system or validity of its information.
Someone with access to a communication medium or
equipment installs an interception or destruction device
x
in it.
Unintentional action involving software carried out from
inside or outside the organization and resulting in
corruption or destruction of programs or data, impaired
operation of the resource or even execution of
commands in a user's name without his/her knowledge.
The attacker introduces a program or commands in order
to modify the behaviour of a program or add an
unauthorised service to an operating system.
This threat agent may act on the information system
during the design, pre-production, production, operating,
x x x transport or maintenance phase.
x

Someone with access to equipment used to detect the
position of an information system user.

x

Event causing equipment failure.
A logical or physical event causing an equipment item to
x
malfunction.
Hardware, software or network resource inadequate for
Saturation of the
meeting users' needs.
information
An attacker simulates an intense demand on resources by
system
x
setting up continuous bombardment.
Design error, installation error or operating error
Software
committed during modification causing incorrect
malfunction
x
x execution.
Lack of expertise in the system making retrofitting and
Breach of
upgrading impossible; for example, inability to correct an
information
operating problem or respond to new needs.
system
Someone making the system difficult, or even impossible,
maintainability
x
to upgrade.
A person inside or outside the organisation accesses the
Unauthorised use
information system and uses one of its services to
or equipment
x x x penetrate it, run operations or steal information.
Fraudulent
Someone inside the organisation makes fraudulent copies
copying of
(also called pirated copies) of package software or insoftware
x
house software.
Loss or destruction of documents proving the purchase of
licences or negligence committed by installing software
use of counterfeit
without paying for the licence.
or copied software
Someone inside the organisation makes illegal use of
x
copied software.
Someone gains access to the communication equipment
of the information system and corrupts transmission of
corruption of data
information (by intercepting, inserting, destroying, etc.)
x x or repeatedly attempts access until successful.
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T-7050

Illegal processing
of data

T-8010

Error in use

T-8020

Abuse of rights

T-8030

Forging of rights

T-8040

Denial of actions

T-8050

Breach of
personnel
availability

Compromise
of functions

A person carries out information processing that is
forbidden by the law or a regulation.

x

A person commits an operating error, input error or
x x x utilisation error on hardware or software.
Someone with special rights (network administration,
computer specialists, etc.) modifies the operating
characteristics of the resources without informing the
users.
Someone accesses the system to modify, delete or add
operating characteristics or carry out any other
unauthorised operation possible to holders of these
x x x rights.
A person assumes the identity of a different person in
order to use his/her access rights to the information
x x x system, misinform the recipient, commit a fraud, etc.

x

A person or entity denies being involved in an exchange
x with a third party or carrying out an operation.
Absence of qualified or authorised personnel held up for
reasons beyond their control.
Deliberate absence of qualified or authorised personnel.

Table 2: EBIOS Threat List

To prepare the security objective definition, assets defined in step 1 should be mapped with this threat list.
This could be done using the threat matrix shown in Table 3. This allows the traceability of threats for each
asset.

Assets
Threats
T-1010
…
…
T-8050

A-1010

A-1020

A-1030 …

Table 3: Threat Matrix

4.4

Security Objectives

Security objectives are derived from threats. They are the main guideline to counter the identified threats and
to satisfy the security principle. This phase of the methodology helps to identify the security objectives required
in order to secure an asset, or a group of assets. In general, the security objectives should cover the full list of
threats for each asset, and could be classified in terms of Integrity, Confidentiality, and Availability.
We provide in Table 4 a generic list of security objectives and the corresponding threats potentially addressed
/ mitigated by any of them. This list has been extracted from the ISO-27002 methodology7 which provides a
general information security objective supported by stated controls, each control followed by the as sociated

7

https://www.iso.org/standard/54533.html
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implementation guidance. For our work, we select the relevant security objectives and security controls in the
context of BRAIN-IoT systems.
Securi ty
Ca tegories

Securi ty
ID

Control s

Threa ts

Control s against malicious code: detection,
prevention and recovery controls to protect a gainst
ma l icious code a nd appropriate user awareness
procedures s hould be implemented
Control s against mobile code : where the use of
mobi le code is a uthorized, the configuration should
ens ure that the a uthorized mobile code operates
a ccording to a clearly defined security policy, a nd
una uthorized mobile code s hould be prevented
from execution

T-5010
T-50100

Information back-up: back-up copies of i nformation
a nd s oftware s hould be taken and tested regularly
i n a greement with the agreed back-up policy

T-10XX
T-20XX

Network controls: networks s hould be adequately
ma naged a nd controlled, i n order to be protected
from threa ts, a nd to maintain security for the
s ys tems a nd a pplications using the network,
i ncl uding i nformation in transit
Securi ty of network services: s ecurity features,
s ervi ce l evels, a nd ma nagement requirements of all
network servi ces s hould be identified a nd i ncluded
i n a ny network servi ces a greement, whether these
s ervi ces are provided in-house outsourced -Securi ty features of network servi ces could be (a)
technology a pplied for security s uch as
a uthentication, encryption, a nd network connection
control s (b) technical parameters required for
s ecured connection, (c) procedures for the network
s ervi ce usage to restrict access, where necessary

T-5030
T-5090
T-7010
T-7020
T-7040

to ma i ntain the
s ecurity of
i nformation and
s oftware exchanged
wi thin an organization
a nd with any external
enti ty

Information exchange policies and procedures:
forma l exchange policies, procedures and controls
s hould be in place to protect the exchange of
i nformation through the use of all types of
communication facilities

T-5070
T-5080

Monitoring

Moni toring system use: procedures for monitoring
us e of information processing facilities should be
s ta blished and the results of monitoring activities
revi ewed regularly

T-5030
T-5040
T-60xx
T-70xx

Objecti ve
Protection against
malicious and mobile
code

O-1010

to protect the
i ntegrity of software
a nd i nformation,
preca utions are
requi red to prevent
a nd detect the
i ntroduction of
ma l icious code a nd
una uthorized code
Back-up

O-1020

Communications
a nd operations
ma nagement

to ma i ntain the
i ntegrity a nd
a va ilability of
i nformation and
i nformation
processing facilities

Network security
management

O-1030

to ens ure the
protecti on of
i nformation in
networks and the
protecti on of the
s upporting
i nfrastructure

Exchange of
information

O-1040

O-1050

Deliverable nr.
Deliverable Title
Version

to detect
una uthorized

D5.5
Final Threat Modeling and Security Assessment of Target Scenarios, Solutions
0.7 - 12 June 2020

Page 24 of 66

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

i nformation
processing activities

User access
management
O-2010

to ens ure authorized
us er a ccess a nd to
prevent unauthorized
a ccess to i nformation
s ys tems

Network access
control
O-2020

to prevent
una uthorized use to
networked s ervices

Acces s Control

Operating systems
access control
O-2030

Deliverable nr.
Deliverable Title
Version

to prevent
una uthorized a ccess
to opera ting s ystems

Protecti on of log i nformation: l ogging facilities and
l og i nformation s hould be protected against
ta mpering and unauthorized access
Fa ult l ogging: fa ults s hould be logged, a nalysed and
a ppropriate actions taken
Cl ock s ynchronization: the cl ocks of all relevant
i nformation processing systems within an
orga nization or s ecurity domain should be
s ynchronized with a greed a ccurate time source

Us er registration: there s hould be a formal user
regi stration and de-registration procedure i n place
for gra nti ng and revoking a ccess to a ll i nformation
s ys tems a nd s ervices
Pri vi l ege management: the allocation a nd use of
pri vi leges s hould be restricted and controlled
Pol i cy on use of network servi ces: users s hould be
onl y provi ded with access to the services that they
ha ve been specifically a uthorized to use
Us er a uthentication for external connection:
a ppropriate authentication methods should be used
to control a ccess by remote users
Equi pment i dentification in networks: a utomatic
equipment configuration should be considered as a
mea ns to a uthenticate connections from specific
l oca tions and equipment
Remote diagnostic and configuration port
protecti on: physical a nd l ogical a ccess to diagnostic
a nd configuration ports should be controlled
Segregation i n networks: groups of i nformation
s ervi ces, users a nd i nformation s ystems should be
s egregated on networks
Secure l og-on procedures: a ccess to operating
s ys tems s hould be controlled by a s ecure l og-on
procedure
Us er i dentification a nd a uthentication: all users
s hould have a unique identifier (user ID) for their
pers onal use only, a nd a suitable a uthentication
technique should be chosen to substantiate the
cl a imed i dentity of a user
Pa s sword management s ystems: s ystems for
ma naging passwords should be i nteractive a nd
s hould ensure quality passwords
Us e of sys tem utilities: the use of program utilities
tha t mi ght be ca pable of overriding sys tem a nd
a pplication controls should be restricted an d tightly
control led
Ses sion ti me-out: inactive sessions should shut
down a fter a defined period of inactivity
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O-3010

O-3020
Information
s ys tems
a cquisition,
development
a nd
ma i ntenance
O-3030

O-3040

O-3050

Correct processing in
applications
To prevent errors,
l oss, unauthorized
modi fication or misuse
of i nformation in
a pplications

Cryptographic
controls
To protect the
confi dentiality,
a uthenticity or
i ntegrity of
i nformation by
cryptogra phic means

Security of system
files
To ens ure the s ecurity
of s ys tem files

Security in
development and
support process
to ma i ntain the
s ecurity of a pplication
s ys tem s oftware a nd
i nformation
Technical
vulnerability
management
To reduce the risks
res ulting from
expl oitation of
published technical
vul nerabilities

Input data validation: data i nput to applications
s hould be validated to ensure that this data is
correct a nd appropriate
Control of i nternal processing: validation checks
s hould be incorporated into a pplications to detect
a ny corruption of information through processing
errors or deliberate acts
Mes sage integrity: requirements for ensuring
a uthenticity a nd protecting message i ntegrity in
a pplications should be i dentified, and appropriate
control s identified a nd i mplemented
Output da ta va lidation: data output from an
a pplication s hould be validated to ensure that the
processing of stored information is correct a nd
a ppropriate to the ci rcumstances

T-60xx

Pol i cy on the use of cryptographic controls: a policy
on the use of cryptographic controls for protection
of i nformation should be developed a nd
i mplemented
Key ma na gement: key management should be i n
pl a ce to support the organization’s use of
cryptogra phic techniques

T-8020
T-8030

Control of operational s oftware: there should be
procedures i n place to control the installation of
s oftware on operational systems
Protecti on of system test data: test data s hould be
s elected carefully, a nd protected a nd controlled
Acces s control to program source code: access to
progra m source code should be restricted
Cha nge control procedures: the i mplementation of
cha nges should be controlled by the use of formal
cha nge control procedures
Res trictions on changes to s oftware packages:
modi fications to s oftware packages should be
di s couraged, l imited to necessary cha nges and all
cha nges should be s trictly controlled
Information l eakage: opportunities for i nformation
l eakage s hould be prevented

Control of technical vulnerabilities: ti mely
i nformation about technical vulnerabilities of
i nformation sys tems being used should be obtained,
the orga nization’s exposure to s uch vul nerabilities
eva l uated, a nd a ppropriate measures taken to
a ddress the associated risk

T-8020

T-6040
T-6050
T-8040
T-8050

T-6020
T-6040

Table 4 : Generic List of Security Objectives

Deliverable nr.
Deliverable Title
Version
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After the identification of security objective, a mapping of each security objective should be done with the
threat list. This will help to identify any gaps in the security objective coverage. This mapping could be done
with the Table 5 : Objectives traceability.

Objectives
Threats

O-1010

…

O-3050

T-1010
…
T-8050
Table 5 : Objectives traceability

4.5

Security Requirements

This step provides the technical requirement identification. Each security objective should lead to the
implementation of one or more technical requirements. This could be defined in a table such as Table 6 :
Requirement list
Objective ID

O-0010

Requirement ID

Requirements description

R-0010-0010

Sensor software should add a signature before sending any data
The Robot software should check data signature before computing,
store or transmit the sensor value

R-0010-0020

Table 6 : Requirement list

This requirement list could then be used as input for the technical design definition.

Deliverable nr.
Deliverable Title
Version
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5

Critical Water Management Infrastructure: Risk assessment

This section implements the methodology described in section 0 regarding the Critical Water Management
Infrastructure scenario. We collect the results of this section in excel file given in appendix [A2]. In the previous
iteration of the project, we have considered the real infrastructure in the sense of real locations and facilities,
and the deliverable D5.4 “Updated Threat modelling and Security assessment” was aligned with this. For safety
constraints, the mock-up called “MEDUSA was built in the facilities of the CITEEC in the Coruña University, for
providing the possibility of testing the developments of the project without jeopardizing the water supply to
the citizens. This new solution implied many updates of the assets involved in this iteration. Although some
types of devices or technologies are the same, as some PLC or water meters, there are others new.
5.1

Asset Identification

The following list (55 assets) is the real one used in the mock-up, although some particular devices can
change in the future due to implementation constraints, the need of installing a device that provides more
heterogeneity or some failure that can be found. Another aspect to take in consideration regarding the list, it
is that only one type of device is indicated, for instance, there are 43 electric valves installed, but the list appears
only one for type.
A-1050
A-1051
A-1052
A-1053
A-1054
A-1055
A-1056
A-1057
A-1058
A-1059
A-1060
A-1061
A-1062
A-1063
A-1064
A-1065
A-1066
A-1067
A-1068
A-1069
A-1070
A-1071
A-1072
A-1073
A-1074
A-1075
A-1076
Deliverable nr.
Deliverable Title
Version

SENSORS OF WATER LEVEL
Submersible probe with vented cable. Probe of hydrostatic level 0,6 BAR 10m per cable IFM
Ultrasonic sensor with reaching of 1.300 mm
Electronic sensor of dipstick level
SENSORS OF PRESSURE
MEASURING TRANSDUCER SITRANS P, FOR PRESSURE AND ABSOLUTE PRESSURE SERIES Z
Pressure sensor with screen (range 0 to 6 bar) PT-006-SEG14-A-ZVG/US/ /W
Flush pressure sensor and analogic screen (range -0,005 to 1 bar)
SENSORS OF WATER FLOW
Flow meter SIEMENS SITRANS F M MAG 5000
NUBIS MWN65-NKOP 18337996
Bidirectional electromagnetic flow meter AcquaMAG
Electromagnetic flow meter JANZ - CONTHIDRA S.L.
PUMPS
Submersible centrifuge electric pump Pedrollo MC 30/50 Series
Submersible centrifuge electric pump Pedrollo BCm 15/50
Submersible centrifuge electric pump Pedrollo TOP4
Monobloc electric pump with radial centrifugal impeller Pedrollo HF 5C. Rel. F.
Water pump speroni SCR 25/80 – 180 NF.0215
ELECTRIC VALVES
Servo control Diamant PILOT. Electric regulatory valve (identification pending)
Servo control Diamant PILOT. Electric regulatory valve 24V-50/60Hz. UP04420/19
Servo control Diamant PILOT. Electric regulatory valve. 4-20mA 24V-50/60Hz. - DP04420F/19
Servo control Diamant PILOT. Electric regulatory valve. 4-20mA 24V-50/60Hz. - CDP04420F/19
SENSORS OF WATER QUALITY
PH Sensor (identification pending)
Chlorine Sensor (identification pending)
Turbidity Sensor (identification pending)
WATER METERS
Volumetric water meter, rotatory piston - ALTAIR V4 CONCENTRONIC - DIEHL
Electronic water meter - HYDRUS
TAGUS PLUS
MWM
ALTAIR V4 CONCENTRONIC - DIEHL METERING
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A-1077
A-1078
A-1079
A-1080
A-1081
A-1082

MyWater Conthidra S.L., Grupo JANZ
Apator PoWogaz, JS Domestic Cold Water JS2,5-04 with radio module
Ultrimis W UL2,5
Apator PoWogaz, JS Domestic Cold Water JS2,5-04
CONTAZARA C Class
Dry dial and magnetic transmission water meter TAGUS PLUS
ELECTRONIC INFRASTRUCTURE
CPU 1215 – C SIEMENS
ET-200SP SIEMENS (decentralized periphery Simatic ET 200)
Power supply SITOP PSE200U SIEMENS
Profinet cables
NETWORK INFRASTRUCTURE AND COMMUNICATIONS
Router 3G
SXI Server
Fortinet Firewall
DELL Server
Zabbix Proxy (In Virtual Machine 1)
Open VPN Server (In Virtual Machine 2)
SICA-MEDUSA (In Virtual Machine 3)
Node-red (In Virtual Machine 3 and in Raspberry-pi or similar)
OPC Server (In Virtual Machine 3)
Monitor Touch 24 inches
Raspberry-pi or similar (for the Node-red)
PC
WINCC in the PC
Projector
LORA gateway Webcom
DEVICES PLANNED TO BE INSTALLED
Water meter DN 16 with pressure and temperature sensors. Hydrao Meter
Water meter DN 20 with pressure and temperature sensors. Hydrao Meter
Weather Station Davis with sensors of pluviometry, temperature and Humidity

A-1083
A-1084
A-1085
A-1087
A-1086
A-1088
A-1089
A-1090
A-1091
A-1092
A-1093
A-1094
A-1095
A-1096
A-1097
A-1098
A-1099
A-1100
A-1101
A-1102
A-1103
A-1104

Table 7: EMALCSA Assets

5.2

Threats and Vulnerabilities

As described in section 4.3, threats need to be identified for each asset. This “mapping” helps to define the
security requirements needed to secure the system. According to the threats list presented in Table 2, the
assets identified in this scenario for the mock-up infrastructure are related to them following the matrixes
shown in Tables 8, 9, 10 and 11. The “X” indicates that the threat applies to the asset.
As s ets
Threa ts
T-1010

A1050

A1051

A1052

A1053

A1054

A1055

A1056

A1057

A1058

A1059

A1060

A1061

A1062

A1063

X

X

X

X

X

X

X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X

X

X

X

X

X
X
X
X
X
X

X
X
X
X
X
X

X
X
X
X
X
X

X
X
X
X
X
X

T-1020
T-1030
T-1040
T-1050
T-2010

X
X
X

X
X
X

X
X
X

X

X

X

T-2020
T-2030

Deliverable nr.
Deliverable Title
Version

X
X
X
X
X

X
X
X
X
X

X
X
X
X
X
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X

T-2040

X

X

X

X

X

T-2050

X
X

X
X

X
X

X
X

T-3010

X
X

T-3020

X

T-3030
T-4010

X
X

X

X
X

X
X

T-4020

X

T-4030

X
X
X
X
X

X

X

X

X

X
X

X
X
X
X
X

X
X

X

X

X

X

X

X

X

X

X

X

T-5010
T-5020
T-5030
T-5040

X

T-5050
T-5060
T-5070
T-5080
T-5090

X

X

X

X

X

X

X
X

X

X
X

X
X

X

X

X

X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X

X

X

X
X

X
X

X

X

X

X

T-5100
T-5110
T-6010
T-6020
T-6030
T-6040
T-6050
T-7010
T-7020
T-7030
T-7040
T-7050

X
X

T-8010
T-8020

X
X

X
X

X
X

X
X

X
X

X
X

X

T-8030
T-8040
T-8050
Table 8: EMALCSA Threats and Vulnerabilities (1/4)
As s ets
Threa ts
T-1010

A1064

A1065

A1066

A1067

A1068

A1069

A1070

A1071

A1072

A1073

A1074

A1075

A1076

A1077

X

X
X
X
X
X
X
X

X
X
X
X
X
X
X

X
X
X
X
X
X
X

X
X
X
X
X
X
X

X

X

X

X
X
X
X

X
X
X
X

X
X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

T-1020
T-1030
T-1040
T-1050
T-2010
T-2020

X
X
X
X
X

Deliverable nr.
Deliverable Title
Version
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T-2030

X

X

X

X

X

X
X

X

X

X

X

X

X

X

X

X

T-2040
T-2050
T-3010

X
X

X
X

X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X
X

X
X
X
X

X
X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X

X

X

X

X

X

X

X

X

X

X

X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X

X

X

X

X

X

X

X

T-3020
T-3030
T-4010
T-4020
T-4030
T-5010
T-5020
T-5030
T-5040
T-5050

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

T-5060
T-5070
T-5080
T-5090
T-5100
T-5110
T-6010
T-6020
T-6030

X

T-6040
T-6050
T-7010
T-7020
T-7030
T-7040
T-7050

X

T-8010

X

X

X

X

X

X

X

X

X

T-8020
T-8030
T-8040
T-8050
Table 9 : EMALCSA Threats and Vulnerabilities (2/4)
As s ets
Threa ts
T-1010
T-1020
T-1030

A1078

A1079

A1080

A1081

A1082

A1083

A1084

A1085

A1086

A1087

A1088

A1089

A1090

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X
X
X
X

X
X

X
X

X
X
X
X
X
X

X
X
X
X
X
X

T-1040
T-1050
T-2010
Deliverable nr.
Deliverable Title
Version
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T-2020

X
X
X

T-2030
T-2040
T-2050

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X
X

X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X

T-3010

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X

X
X
X
X
X
X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

T-3020
T-3030
T-4010
T-4020
T-4030
T-5010

X
X
X
X

X
X
X
X

X
X
X
X
X
X

X
X
X

X
X
X
X

X
X
X
X
X
X
X
X
X
X

X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

X

X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X

T-5020
T-5030

X

T-5040
T-5050

X

X

X

T-5060
T-5070

X
X
X

T-5080
T-5090
T-5100

X
X

X
X

X
X
X
X
X
X
X
X
X

X
X
X
X

X
X

X
X

X

X
X

X
X

X

T-5110

X
X

T-6010
T-6020

X
X

X
X

X
X

X
X

T-6030

X
X

T-6040
T-6050

X
X

T-7010
T-7020
T-7030

X

T-7040

X

X
X
X
X
X
X
X
X
X
X
X
X

T-7050

X

T-8010

X

X

X

X

T-8020

X

T-8030
T-8040

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

X

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

T-8050
Table 10 : EMALCSA Threats and Vulnerabilities (3/4)
As s ets
Threa ts

A1091

A1092

A1093

T-1010
T-1020
T-1030
T-1040
T-1050
Deliverable nr.
Deliverable Title
Version

A1094

A1095

A1096

A1097

A1098

X
X
X
X
X

X
X

X
X
X
X
X

X
X

A1099

A1100

A1101

A1102

A1103

A1104

X
X
X
X
X

X
X

X
X

X
X

X
X

X
X

X

X

X
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T-2010
T-2020
T-2030
T-2040
T-2050

X
X
X
X
X

X
X
X
X
X

X
X
X
X
X

X
X
X
X
X
X

X

X

X
X

X

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

X
X
X

T-3010
T-3020
T-3030
T-4010
T-4020
T-4030
T-5010

X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X

X

X

X

X
X
X

X
X
X

X
X
X

X
X

X
X

X
X

X
X

X
X

X
X

X

X

X

X

X

X
X

X

X

X

X

X
X
X
X
X
X

X
X
X
X
X

X
X

X
X

X
X

X
X

X
X

X

X

X

X

X

X

X
X
X
X
X
X

T-5020
T-5030
T-5040

X
X

X
X

X
X

X
X

X
X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X

X

X

X

X

T-5050
T-5060
T-5070
T-5080
T-5090
T-5100
T-5110
T-6010
T-6020
T-6030
T-6040
T-6050
T-7010
T-7020
T-7030
T-7040
T-7050
T-8010
T-8020
T-8030
T-8040

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X

X
X
X

X
X

X
X
X
X
X
X
X
X
X
X
X
X

T-8050
Table 11 : EMALCSA Threats and Vulnerabilities (4/4)

5.3

Security Objectives

In the next table, we describe the security objectives, the associated threats and their rationale for
considering them for the Critical Water Management Infrastructure scenario.
Deliverable nr.
Deliverable Title
Version
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Security
Objective

ID

O-1010

Protection against malicious
and mobile code

O-1020

Back-up

O-1030

O-1040

O-1050

O-2010

O-2020

Network security management

Exchange of information

Protect the exchange of information between
the devices and the nodes, as well as the data
collected by the sensors and devices connected
through the edge nodes.

Monitoring

Observe
and
check
the
processes,
infrastructures
and
logs
from
water
management platform in order to detect
unauthorized information processing.

User access management

Manage the users account information, the
users passwords, and the users registration to
guarantee and secure access to systems and
services.

Network access control

O-2030

Operating systems access
control

O-3010

Correct processing in
applications

O-3020

Security
Objective Description
In case that software code is developed by a
third party and uploaded to the repository (as a
new smart behaviour algorithm for instance)
this code shall have a fingerprint or similar
validation mechanism to ensure its authenticity.
Moreover, the installation of the new code shall
be done only for system staff and appropriate
user awareness procedures should be
implemented.
Back-up of data and software from water
management platform should be taken and
tested regularly.
Ensure the protection of the communication
between the gateway and internet, the LAN
network, the access from the outside, and the
devices like computers and laptops.

Cryptographic controls

Deliverable nr.
Deliverable Title
Version

Protect data centre, network ports, and the
equipment in networks and the servers to
prevent unauthorized use of networked
services.
Guarantee the originality and the integrity of
the operating systems, the configuratio n
update and the management of sessions.
Check the data input and the data output of
water management applications in order to
know that they are correct and to prevent errors
and unauthorized modification.
Protect the sensible information in the
communication between the devices and the
nodes by applying cryptographic techniques.
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Threats

T-5010
T-50100

T-10XX
T-20XX
T-5030
T-5090
T-7010
T-7020
T-7040

T-5070
T-5080
T-5030
T-5040
T-60xx
T-70xx
T-80xx
T-7010
T-7020
T-7040
T-8020
T-8030
T-6030
T-70xx
T-8020
T-8030
T-8040
T-60xx

T-8020
T-8030
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Security of system files

O-3030

O-3040

Security in development and
support process

O-3050

Technical vulnerability
management

The access to system files should be restricted.
The infected system files should be detected.
The implementation of new versions of
software systems or changes on these systems
should be controlled.

T-8020
T-6040
T-6050
T-8040
T-8050

Vulnerabilities related to every asset from
water management platform should be
evaluated and appropriate measures taken to
address the associated risks.

T-6020
T-6040

Table 12 : EMALCSA Security Objectives

5.4

Security Requirements

The following table provides a list of security requirements (67 requirements) that may ensure the previous
security objectives related to EMALCSA use case.
Objective
ID

O-1010

O-1020

Requirement
ID

Access control to physical devices must be set up

R-1010-0020

Access control to network must be set up

R-1010-0030

Programming SW in the engineering station must host a version dog

R-1010-0040

Binaries (or codes) must be signed

R-1010-0050

Access control must be set up for code deployment

R-1010-0060

All code push to Brain-IoT must be signed by the platform

R-1010-0070
R-1020-0010

Untrusted element should be pushed to quarantine area
RAID should be used for hardware drive replication

R-1020-0020

The room should be flame-retardant and closed for physical access

R-1020-0030

R-1020-0050

Daily incremental backup should be done
Every week, a complete back-up should be done alternating between
both hard disks
Weekly back-up should be offline

R-1020-0060

The back-up shall be placed in the infrastructure of the own company

R-1020-0070

A Back-up copy should be stored outside the datacentre

R-1020-0080

The back-up shall be performed only by the system chief

R-1020-0040

R-1030-0020
R-1030-0030
O-1030
R-1030-0040
R-1030-0050
R-1030-0060

Version

description

R-1010-0010

R-1030-0010

Deliverable nr.
Deliverable Title

Requirements

Where it would be possible, the LAN network inside the facility should
have a double ring (Telva for instance)
The access from the outside must be allowed only through a VPN and
DMZ (demilitarized zone)
The communication between the gateway and internet shall be
encrypted and authenticated
The communication point to point shall be encrypted and
authenticated
Unknown devices must be unauthorized to connect to the LAN
network
Only the system staff shall be allowed to deploy devices into the
network
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R-1030-0070
R-1030-0080
R-1040-0010
O-1040

R-1040-0020
R-1040-0030
R-1050-0010
R-1050-0020

O-1050
R-1050-0030
R-1050-0040
R-2010-0010
R-2010-0020
R-2010-0030
O-2010
R-2010-0040
R-2010-0050
R-2010-0060
R-2020-0010
R-2020-0020
O-2020

R-2020-0030
R-2020-0040
R-2020-0050
R-2020-0060
R-2030-0010
R-2030-0020

O-2030

R-2030-0030
R-2030-0040
R-2030-0050

Deliverable nr.
Deliverable Title
Version

The devices like computers and laptops shall have authentication for
logging
If a file exits with the authentication keys for the user, this file shall be
stored using a secure environment (e.g: TPM)
The communication between the devices and the nodes shall be
encrypted and authenticated
The communication of the information shall be done through secured
channel (encrypted and authenticated)
The output of information to internet shall be done through the DMZ
3 monitoring level should be implemented: process, Infrastructure and
logs
The network management shall use a monitoring system (like a SIEM)
in order to detect unauthorized traffic
The network management shall use a network monitoring system (like
Zabbix) for saving the traffic parameters for posterior analysis
The monitoring system functions (e.g.: SIEM) shall be able to arise
alarms
Any access to the water management system must be authenticated
and authorized with appropriate rights
Users accessing the system must be identified must have an account
The account shall be managed only for the system administrator or
cybersecurity department
The passwords must contain at least 12 characters, with at least one
upper case, lower caser, number and special character
If a file contents the account information, as user names and
passwords, this file must be encrypted.
The management account shall be centralized.
The management of the Data Centre where will be installed the
servers, virtual machines and data bases must be done by the system
department or cybersecurity department
The allowed network ports shall be physical identified.
The traffic of the ports shall be monitored using a network
management program like Zabbix
The equipment, like laptops, shall have a unique identification in the
network, and be assigned to a one person, or in case that be used for
different people, to have a list of which one can access to the device.
OT network and IT LAN network must be segregated
Logical zones segregation should be ensure using qualified firewalls
Only the system department or cybersecurity department can install
the operating systems in the equipment
Integrity of the operative systems must be guarantee using secured
cryptographic proof
Configuration update must be done only by the equipment
administrator
The system shall manage system logs
The traffic of this port shall be monitored using a network
management program like Zabbix
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R-2030-0060
R-2030-0070
R-2030-0080
R-3010-0010
R-3010-0020
O-3010
R-3010-0030
R-3010-0040
R-3020-0010
R-3020-0020
O-3020

R-3020-0030
R-3020-0030
R-3030-0010

O-3030

R-3030-0020
R-3030-0030
R-3040-0010
R-3040-0020

O-3040
R-3040-0030
R-3040-0040
R-3050-0010
O-3050
R-3050-0020

The equipment, like laptops, shall be assigned to unique person, or in
case that be used for different people, to have a list of which one can
access to the device
The programs only shall be installed by the system/cybersecurity
department
Inactive sessions should shut down after a defined period of inactivity
Code provided by third party sources and uploaded to the repository
needs to be authenticated (fingerprint)
The programs used in the infrastructure shall be original and correct
installed by the system/cybersecurity department
The control electronic devices like PLCs shall be programmed by the
industrial department/staff
Validate the data output of an application in order to know that it is
correct with respect to input data
The communication between the devices and the nodes shall be
encrypted and authenticated
Binary integrity should be guarantee using cryptographic proof
The communication of the information shall be done through secured
channel (encrypted and authenticated)
Operating system boot partition integrity should be guaranteed using
cryptographic signature
The devices like computers and laptops shall have authentication for
logging
If a file exits with the authentication keys for the user, this file shall be
stored with security constraints
They shall have installed an antivirus in order to detect infected files
The updated version of the systems or patches shall be developed for
the company that develops the system
The updated version/patches shall be installed only by the
system/cybersecurity department
The system/cybersecurity department shall carry on a control of the
version/patches installed in every system or software.
It shall not be possible to access to the repositories and codes
developed without access control
The organization shall accomplish the Security National Plan and be
carried on by the system/cybersecurity management
Security guidelines should be published and available for all
employees
Table 13 : EMALCSA Security Requirements

Deliverable nr.
Deliverable Title
Version
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6

Service Robotics : Risk assessment

In order to build a secure BRAIN-IoT system, security requirements need to be defined according to the
security level targeted for each use case. The following section implements the methodology described in
Section 4 in order to define the most appropriate security requirements for the Service Robotics that should
be implemented in the BRAIN-IoT architecture. We collect the results of this section in excel file given in
appendix [A3].
6.1

Asset Identification (Software and Hardware)

As described in Section 4.2, the first step for security requirement definition is the critical asset identificatio n.
For this early stage, the 16 assets identified in the Service Robotics use case are listed in Table 14 following the
template described in Table 1.
A-1010
A-1011

Mobile Robot: Embedded Computer
Mobile Robot: Motion Control (motor driver)

A-1012

Mobile Robot: Sensor 1, RGBD Camera

A-1013

Mobile Robot: Sensor 2, Lidar

A-1014

Mobile Robot: Sensor 3, Odometry

A-1015

Mobile Robot: Lift Mechanism

A-1016

Mobile Robot: Battery (LiFePo)

A-1017

Mobile Robot: Network (Card)

A-1020
A-1021

System: User Computer
System: Network (Router and infrastructure)

A-1022

System: Mission Command (Outwards)

A-1023

System: Robot State (Inwards)

A-1030

Door PLC

A-1031

PLC WiFi Gateway

A-1032

PLC: Opening order (Inwards)

A-1040

Operator HMI
Table 14: Robotnik Assets

6.2

Threats and Vulnerabilities

As described in Section 4.3, threats need to be identified for each asset. This “mapping” helps to define the
security requirements needed to secure the system. According to the threats list presented in Table 14, the
assets identified in this use case are related to them according to the matrix shown in Table 15.
A1010

A1011

A1012

A1013

A1014

A1015

A1016

A1017

A1020

A1021

X

X

X

X

X

X

X

X

X

T-1020

X

X

X

X

X

X

X

X

T-1030

X

X

X

X

X

X

X

X

T-1040

X

X

X

X

X

X

X

T-1050

X

X

X

X

X

X

T-2010

X

X

X

X

X

T-2020

X

X

X

X

X

Assets
Threats
T-1010

Deliverable nr.
Deliverable Title
Version

A1022

A1023

A1030

A1031

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X
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T-2030

X

X

X

X

X

X

X

X

X

X

X

X

T-2040

X

X

X

X

X

X

X

X

X

X

X

X

T-2050

X

X

X

X

X

X

X

X

X

X

X

X

T-3010

X

X

T-3020

X

X

T-3030

X

X
X

X

X

X

X

T-4010

X

X

X
X
X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

T-4030

X

X

X

X

X

X

X

X

X

X

T-5010

T-5030

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

T-5040
T-5050

X

X

T-4020

T-5020

X

X

X

X

X

X

X

X

X

X

X

X
X

X

X

X

X

T-5060

X

T-5070

X

T-5080

X

T-5090

X

X

X

T-5100

X

X

X

X

X

X

X

X

X

X

X

T-5110

X

X

X

X
X

X

X

X

T-6010

X

X

X

X

X

X

X

X

X

X

X

X

T-6020

X

X

X

X

X

X

X

X

X

X

X

X

T-6030

X

T-6040

X

X

T-6050

X

X

T-7010

X

X

T-7020

X

X

T-7030

X

T-7040

X

T-7050

X

T-8010
T-8020

X

X

X

X
X

X

X
X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

T-8030

X

X

X

X

X

X

X

T-8040

X

X

X

X

T-8050

X

X

X

X

X

Table 15: Robotnik Threats and Vulnerabilities

6.3

Security Objectives
Table 16 gives the security objectives that cover the various threats presented previously.

Deliverable nr.
Deliverable Title
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ID

Security Objective

O1010

Protection Against
Malicious Code

O1020

Backup

Security
Objective Description

Threats

Prevent and detect the allocation of any malicious code,
as well as connections of any unprivileged user to the
robot network
The data from the initial robot setup and the robot
firmware require regular backup

O1030

Network Security
Management

Protect the information and communication in network
from a client to robot. Sending REST Command once
authenticated in the same network can modify the
operations

O1040

Exchange of
information

Secure the interaction between the platform and robot
system

O1050

Monitoring

Logs and robot system state shall be secured to prevent
a bad usage (i.e. a door opened)

O2010

User Access
Management

O2020

Network Access
Control

Prevent unauthorized use of robot network services

O2030

Operating System
Access Control

Rely on the access control mechanism offered by Ubuntu

O3010

Correct processing in
applications

O3020

Cryptographic controls

O3030

Security of system files

O3040

Security in
Development and
support process

Control of information flow and integrity in robot
systems

O3050

Technical vulnerability
management

Detect and deal with the technical vulnerabilities to
reduce the risks such as physical interfacing of robots.

Authentication and authorization of the robot and any
user or system accessing the robot

Check any command received by the robot and the
processing status of the robot. No robot shall accept
commands out of reach by itself
Protect the sensible information in the robot network
and also the authentication operations of the users or
systems accessing the robot
Rely on the security mechanisms and limitation rules
offered by Ubuntu to protect the system files

T-5010
T-50100
T-10XX
T-20XX
T-5030
T-5090
T-7010
T-7020
T-7040
T-5070
T-5080
T-5030
T-5040
T-60xx
T-70xx
T-80xx
T-7010
T-7020
T-7040
T-8020
T-8030
T-6030
T-70xx
T-8020
T-8030
T-8040
T-60xx
T-8020
T-8030
T-8020
T-6040
T-6050
T-8040
T-8050
T-6020
T-6040

Table 16 : Robotnik Security Objectives

Deliverable nr.
Deliverable Title
Version
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6.4

Security Requirements
Table 17 provides the 24 security requirements that may ensure the Robotnik security objectives.

Objective ID

O-1010

O-1020
O-1030

Requirement
ID
R-1010-0010

REST API must detect malformed commands

R-1010-0020
R-1010-0030

Access to the REST API must be authenticated
Robot firewall should block all the connection except SSH

R-1010-0040

SSH connection should be restricted to unprivileged users

R-1020-0010

Robot firmware should be stored in a non-erasable memory

R-1030-0010

Network access require authentication and authorization
Network communication from a client with a robot must be authenticated
and encrypted
Communication from platform to robot must be authenticated and
encrypted (e.g: using protocol like TLS1.2 minimum)
Access to log information must be limited to authorized person only
System account management (right, password, creation, deletion, ...) should
be done in a central application (to avoid account / password duplicatio n
and error in duplicated right management system)
User (or technical account) password should be at least 12 characters, with
at least one upper case, lower case, number and special character)
Network equipment should implement network access control (e.g: 802.1.X)

R-1030-0020

O-1040

R-1040-0010

O-1050

R-1050-0010
R-2010-0010

O-2010
R-2010-0020
O-2020

R-2020-0010
R-2030-0010

O-2030

O-3010

R-2030-0020
R-3010-0010
R-3010-0020
R-3020-0010

O-3020
R-3020-0020
O-3030

R-3030-0010
R-3030-0020
R-3040-0010

O-3040

O-3050

Requirements description

Sudo account should be blocked
Sudoers rules should be set up according to the system privileged action to
perform
Commands received by the robot should be parsed and checked using
whitelist approach
The robot should monitor its processing status (to avoid over processing)
Authentication operation should be performed using cryptographic
signature (at least SHA256 combined with RSA or ECC algorithms)
Operating system integrity should be guarantee using cryptographic proof
(signature) securely stored (e.g.: TPM)
Filesystems access must be limited to authenticated and allowed users (or
technical account)
File systems should be encrypted

R-3050-0010

Source code and binaries should be signed to ensure their integrity
Binaries compilation should be done using hardening arguments (memory
randomization, …)
Software vulnerability should be managed

R-3050-0020

Outdated packaged should be upgradable

R-3040-0020

Table 17 : Robotnik Security Requirements

Deliverable nr.
Deliverable Title
Version
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7

Implementation of requirements

This section aims at checking the covering, in the BRAIN-IoT project, of use cases security requirements defined
in section 5.4 and 6.4. To do so, partners make the distinction between the state-of-the-art technologies
covering each requirement and the innovating solutions provided by the BRAIN-IoT project.
The main BRAINT-IoT security solutions that we also call countermeasures or defenses are:
 Authentication for access control of users and devices to the system.
 Encryption to secure communications and ensure end to end security.
 TPM (Trusted Platform Module) to secure hardware through integrated cryptographic keys and detect
any malicious code injection in firmware.
The objective of this section is to highlight what is already covered by existing technologies, where are the
actual technical limitations and challenges and finally what are the innovations proposed by the project to
solve these limitations of state-of-the-art. Tables 18 and 19 respectively present security requirements from
Critical Water Management Infrastructure and Service Robotics use cases which are totally or partially covered
by technologies developed in BRAIN-IoT. In the fourth column, we precise by the implementation of which
products requirements defined in deliverable D1 [A4] it is covered each use case requirement. This work maps
between use cases security requirements, related to threats targeting more broadly use cases infrastructures,
and BRAIN-IoT security products requirements. In the last column, we give additional solutions implemented
in the use cases infrastructures.
The other use cases security requirements which are not covered by the BRAIN-IoT project are given in
appendices [A5] (for Critical Water Management Infrastructure) and [A6] (for Service Robotics). For these
requirements, we provided the solutions out of BRAIN-IoT scope implemented in the use cases infrastructures.
So we highlight here that security of both use cases is not limited to IoT devices security and so not limited to
BRAIN-IoT scope but also that IoT devices security ensured by BRAIN-IoT innovations is key to protect data
exchanges in the two use cases.

Use case security
requirements

Solutions from state of
the art

Innovation brought
by BRAIN-IoT

R-1030-0040 : The
communication point to
point shall be encrypted
and authenticated

TLS (Transport Layer
Security) allows to
perform such kind of
encryption and
authentication for
“powerful” devices.

An innovative
security layer has
been integrated in
BRAIN-IoT to ensure
point-to-point
encryption and
authentication for
constrained devices

R-1030-0050 : Unknown
devices must be
unauthorized to connect
to the LAN network

TLS (Transport Layer
Security) allows to
perform such kind of
authentication and
access control for
“powerful” devices.

An innovative
security layer has
been integrated in
BRAIN-IoT to ensure
authentication and
access control for
constrained devices

Deliverable nr.
Deliverable Title
Version

Coverage by BRAINIoT products
requirements

Additional solutions
implemented in the use case
infrastructure

REQ-SPF-F04 and its
affiliated
requirements REQSPF-N04, REQ-SPFN05

Tecdesoft deploys in the
EMALCSA infrastructure
solutions through OpenVPN
that provides encryption, for
instance in the PLC network,
and in some communication
point to point that uses WiFi
with WPA2. In EMALCSA, for
the network communications,
TLS is used.

REQ-SPF-F03 and its
affiliated
requirements REQSPF-F13, REQ-SPFF14, REQ-SPF-F15 ,
REQ-SPF-N03

The devices in Tecdesoft and
EMALCSA networks need to
be connected through the
VPNs, so unknown devices are
not authorized to connect to
the LAN networks. . In
EMALCSA, for the network
communications, TLS is used.
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R-1030-0060 : Only the
system staff shall be
allowed to deploy
devices into the network

Authentication
technology combined
with TLS allows to
manage this for
powerful devices

The innovative
security layer for
constrained devices
also allows access
control for low
power devices
deployment

R-1040-0010 : The
communication between
the devices and the
nodes shall be encrypted
and authenticated

TLS (Transport Layer
Security) allows
performing such kind of
encryption and
authentication for
“powerful” devices.

An innovative
security layer has
been integrated in
BRAIN-IoT to ensure
encryption and
authentication for
constrained devices

R-1040-0020 : The
communication of the
information shall be
done through secured
channel (encrypted and
authenticated)

TLS (Transport Layer
Security) allows
performing such kind of
encryption and
authentication for
“powerful” devices and
users

R-2010-0010 : Any
access to the water
management must be
authenticated with
appropriate rights

State-of-the-art
authentication
technologies allow to
authenticate users for
the access to the water
management

REQ-SPF-F03 and its
affiliated
requirements REQSPF-F13, REQ-SPFF14, REQ-SPF-F15,
REQ-SPF-N03

Only the people of Tecdesoft
or EMALCSA, and related to
the system or technical staff
are allowed to deploy devices

REQ-SPF-F04 and
specially its affiliated
requirement REQSPF-N04

EMALCSA has deployed in
infrastructure solutions
through OpenVPN that
provides encryption, for
instance in the PLC network,
and in some communication
point to point that uses WiFi
with WPA2

An innovative
security layer has
been integrated in
BRAIN-IoT to ensure
encryption and
authentication for
constrained devices

REQ-SPF-F04 and its
affiliated
requirements REQSPF-N04, REQ-SPFN05

Tecdesoft uses in the
EMALCSA infrastructure,
OpenVPN for the industrial
communication, and VPN
IPsec, TLS and SSL solutions in
the network deployment for
the connecting from outside.
EMALCSA uses another VPN
for the IT communication

Through the AAA
layer, a unified
solution to
authenticate users
and devices is
implemented

REQ-SPF-F03 and its
affiliated
requirements REQSPF-F13, REQ-SPFF14, REQ-SPF-F15,
REQ-SPF-N03

EMALCSA has implemented
logging access for the users

R-2010-0020 : Users
accessing the system
must have an account

The account
management for user is
based on state-of-the-art
solution for Identity and
Access Management

Through the AAA
layer, a unified
solution to manage
users and devices
identity is
implemented

R-2010-0050: If a file
contents the account
information, as user
names and passwords,
this file must be
encrypted.

Several data access
control solutions use
mechanisms such as
Ciphertext-Policy
Attribute-Based
Encryption to protect
accounts information

Through the AAA
layer, sensitive
information (such as
passwords) is
hashed.

Deliverable nr.
Deliverable Title
Version
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R-2010-0060: The
management account
shall be centralized.

Several access control
solutions from state of
the art use a central
entity to manage users
account and filter access
requests based on
authorization policies

Through the AAA
layer, a unified
solution to manage
users and devices
identity is
implemented

R-3020-0010 : The
communication between
the devices and the
nodes shall be encrypted
and authenticated

Good state-of-the-art
level for legacy devices,
but no solution
guarantee end-to-end
authentication and
encryption on
constrained IoT
protocols (e.g: flow
meters using LoRaWAN)

Security Module and
ACE server
integration within
BRAIN-IoT nodes
enable this end to
end security

R-3020-0030 : The
communication of the
information shall be
done through secured
channel (encrypted and
authenticated)

Good state-of-the-art for
communication
encryption and
signature. The main
unresolved pain point i s
OSGI endpoint channel
registration.

R-3030-0020 : If a file
exits with the
authentication keys for
the user, this file shall be
stored with security
constraints

TPM are state–of-the-art
components that allow a
good security level to
encrypt such a file using
hardware protected key

R-3040-0040 : It shall not
be possible to access to
the repositories and
codes develop without
access control

Access control policies
generally based on RBAC
are used to manage
access control to
repositories and codes

Message Integrity
Service integrated
into BRAIN-IoT
platform enable easy
OSGI endpoint
registration

Unified AAA layer
from BRAIN-IoT
allows to set up such
access control

REQ-SPF-F03 and
specially its affiliated
requirement REQSPF-N03

Tecdesoft uses Active
Directory of Microsoft
centralizing the management
through the system
department.

REQ-SPF-F04 and
specially its affiliated
requirement REQSPF-N04

EMALCSA has deployed in
infrastructure solutions
through OpenVPN that
provides encryption, for
instance in the PLC network,
and in some communication
point to point that uses WiFi
with WPA2

REQ-SPF-F04 and its
affiliated
requirements REQSPF-N04, REQ-SPFN05

Tecdesoft uses in the
EMALCSA infrastructure,
OpenVPN for the industrial
communication, and VPN
IPsec, TLS and SSL solutions in
the network deployment for
the connecting from outside.
EMALCSA uses another VPN
for the IT communication

REQ-BPL-F10 and its
affiliated
requirement REQSPF-N10

In some scenarios yes, using
BitLocker in some devices

REQ-SPF-F03 and its
affiliated
requirements REQSPF-F13, REQ-SPFF14, REQ-SPF-F15,
REQ-SPF-N03

It not possible due to the
physical and security
constraints. It is not possible
to access without credentials
and loggings.

Table 18 : Implementation of EMALCSA security requirements

Use case security
requirements

R-1010-0020 : Access
to the REST API must
be authenticated

Deliverable nr.
Deliverable Title
Version

Solutions from state
of the art

Innovation brought by
BRAIN-IoT

Coverage by BRAIN-IoT
products requirements

Additional solutions
Implemented in the use
case infrastructure

TLS standard security
layer allows to set up
such security

AAA layer from BRAIN-IoT
allows to distribute
certificate and keys easily,
enabling the capability to
easily use TLS for
authentication

Regarding the
distributed environment,
it will be implemented
by EST client covering
the use case
requirement

There is a previous
authentication process to
access the robot system
network and to login the
robot embedded linux
environment
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R-1030-0010: Network
access must require
authentication

TLS standard security
layer allows to set up
such authentication

AAA layer from BRAIN-IoT
allows to distribute
certificate and keys easily,
enabling the capability to
easily use TLS for
authentication

REQ-SPF-F03 and its
affiliated requirements
REQ-SPF-F13, REQ-SPFF14, REQ-SPF-F15, REQSPF-N03
REQ-SPF-F03 and its
affiliated requirements
REQ-SPF-F13, REQ-SPFF14, REQ-SPF-F15, REQSPF-N03

The system already
implements common WiFi
protocol IEEE 802.11 with
the security features of a
commercial installation.

TLS standard security
layer allows to set up
such authentication
and encryption

AAA layer from BRAIN-IoT
allows to distribute
certificate and keys easily,
enabling the capability to
easily use TLS for
authentication and
encryption

R-1040-0010 :
Communication from
platform to robot must
be authenticated and
encrypted (e.g: using
protocol like TLS1.2
minimum)

TLS standard security
layer allows to set up
such authentication
and encryption

AAA layer from BRAIN-IoT
allows to distribute
certificate and keys easily,
enabling the capability to
easily use TLS for
authentication and
encryption

R-2010-0010 : System
account management
(right, password,
creation, deletion, ...)
should be done in a
central application (to
avoid account /
password duplication
and error in duplicated
right management
system)

The account
management for user
is based on state-ofthe-art solution for
Identity and Access
Management

Through the AAA layer, a
unified solution has been
proposed by BRAIN-IoT
partners to manage user
and devices identity in a
central way

REQ-SPF-F03 and
specially its affiliated
requirements REQ-SPFN03

There is no system
account in the default
system

R-3020-0010:
Authentication
operation should be
performed using
cryptographic
signature (at least
SHA256 combined with
RSA or ECC algorithms)

Good state-of-the-art
level for legacy
devices, but no
solution guarantee
end-to-end
authentication and
encryption on
constrained IoT
protocols (e.g: flow
meters using
LoRaWAN)

Security Module and ACE
server integration within
BRAIN-IoT nodes enable
this end-to-end security

REQ-SPF-F04 and its
affiliated requirement
REQ-SPF-N04, REQ-SPFN05

The cryptographic
signature is not addressed
before Brain-IoT
implementation

R-1030-0020 : Network
communication from a
client with a robot
must be authenticated
and encrypted

REQ-SPF-F04 and its
affiliated requirements
REQ-SPF-N04, REQ-SPFN05
REQ-SPF-F03 and its
affiliated requirements
REQ-SPF-F13, REQ-SPFF14, REQ-SPF-F15, REQSPF-N03
REQ-SPF-F04 and its
affiliated requirements
REQ-SPF-N04, REQ-SPFN05

Such encryption is not
applied in the default
system

Such encryption is not
applied in the default
system

Table 19 : Implementation of Robotnik security requirements
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8

Attack-Defense Strategies Exploration
In this section, we use BRAIN-IoT Attack-Defense Strategies Exploration tool [28] to analyze the attacks that

can exploit the vulnerabilities given in sections 5 and 6, and the impact of the security solutions presented in
section 7 on the identified attacks.
8.1

Attack-Defense Exploration Approach
As defined in ISO 27000 [6], “attack or cyberattack is the action or attempt of action to gain unauthorized

access to or make unauthorized use of an asset”. Attackers exploit the different vulnerabilities to damage the
target system. Various techniques can be used by the attackers which highlight the urgent need for proposing
methods and tools that can help security experts to evaluate the potential attacks and define reliable defense
configurations.
Attacks require resources (equipment, tools, etc.) and time to be set up. The attacker s take into account
these considerations and try to increase the probability of success with a limited amount of resources. In our
approach, we aim to identify an enough set of relevant countermeasures called “defense configuration” tha t
can prevent the attacker achieves its goal by increasing the attacks cost and decreasing the probability of
success.
As shown in Figure 3, our approach [42] consists of four steps. The two first steps start by collecting
quantitative metrics of existing attacks and countermeasures used to protect the system against those attacks.
The third step consists of the construction of the Attack-Defense Tree (ADT) [36] while combining attacks and
countermeasures. In the final step, we evaluate the impact of the countermeasures on the attack cost to
pinpoint defense actions portraying a good balance between defenses and their provided impact on the attack
cost regarding the organization’s defense budget.

Attacks

Countermeasures

Attack-Defense Tree

Analysis of Defense
Configurations
Figure 3: Attack-Defense Exploration Approach

8.2

Attacks assessment
In the recent year, a number of surveys and research papers such as [29, 30, 31, 32] has highlighted the

security issues by providing the potential attacks for each layer (application, support, communication and
perception) of IoT reference architecture. The authors in [29] provide a quantitative evaluation of attacks on
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IoT systems by evaluating the probability of success, the impact and the risk level. Starting from these studies,
we identify the potential attacks on BRAIN-IoT use cases and their characteristics.
In this work, we consider network attacks that can generally exploit vulnerabilities and threats from
categories 5, 7 and 8 identified in Sections 5 and 6. In Table 20, we present attacks that target the
communication layer followed by their brief descriptions. In our approach, attacks are characterized by: (i) lower
time to achieve the attack (LB) and (UB) Upper time bound. They are stated in terms of number of Days, (ii)
charge of resources required to perform the attack (Cost). It is stated in terms of dollars, (iii) probability of
attack success (Env).
Attack ID

Attack Name

LB

UB

Cost

Env

SFA

Selective forwarding attacks

0

20

16 250

0.65

SiA

Sinkhole attacks

0

20

16 250

0.65

WoA

Wormhole attacks

0

20

16 250

0.65

SyA

Sybil attacks

0

20

16 250

0.65

TAA

Traffic analysis attacks

0

20

15 000

0.75

MMA

Man in the Middle Attacks

0

20

12 500

0.75

DoS

Denial of Service Attacks

0

20

15 000

0.75

SpA

Spoofing Attacks

0

20

13 000

0.65

UnA

Unauthorized Access

0

20

16 250

0.65

Table 20 : IoT Network Attacks

A1) Selective Forwarding Attacks
The attackers use malicious node that declines to transmit some packets in order to destroy the routing paths
in the network. They try to make the information and services unavailable.
A2) Sinkhole Attacks
The attackers use malicious node to direct the network traffic to a specific device in order to make it look
attractive to other nodes. They try to break the confidentiality of data and the availability of systems.
A3) Wormhole Attacks
The attackers use malicious node to record packets at one location in the network and then forward the
network traffic data ignoring the intermediate nodes. This attack targets the availability of services.
A4) Sybil Attacks
In this attack, malicious node claims multiple identities in order to mislead other nodes in the network and
impersonate them in IoT systems. The attackers aim to reach the authenticity and availability of the systems
and services.
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A5) Traffic Analysis Attack
The attackers capture and analyze the IoT network packets in order to gather significant information, such as
network flows or the payload of decrypted packets in the communication between devices. There are two kind
of traffic analyzer: sniffers and protocol analyzer. They target the confidentiality of information.
A6) Man in the Middle Attack
The attackers manage to eavesdrop or monitor the communication between two IoT devices and access their
private data. They use malicious node to store and forward all data communicated between these two normal
devices in order to violate the confidentiality, integrity, and privacy of restricted data in IoT.
A7) Denial of Service Attacks
The attackers attempt to consume the IoT resources by bombarding the IoT network with massive traffic in
order to reduce the performance of IoT system rendering it unavailable. One of well-known DoS attack at the
communication level of IoT network is a standard attack that jams the transmission of radio signals. A
distributed DoS (DDoS) is a type of DoS attack in which devices are attacked from multiple sources in a
distributed manner, creating a denial of service to users.
A8) Spoofing Attacks
The attackers attempt to gain full access to the IoT system by spoofing and recording the information of a valid
RFID tag or the valid IP address of other authorized devices in the IoT, and then access the IoT system to send
malicious data with the obtained information, making malicious data appear to be valid.
A9) Unauthorized Access
The attackers try to access significant information on RFID devices because of the lack of proper authenticatio n
mechanisms. RFID tags can be accessed and the information stored in tags can be obtained, modified, and
deleted by the attackers.
8.3

Countermeasures

Countermeasures are mechanisms (techniques or tools) that can be deployed to defend the system and thwart
attacks exploiting its vulnerabilities. As seen in section 7, BRAIN-IoT provides three countermeasures to protect
BRAINT-IoT use cases: Authentication (Auth), Encryption (Encry) and Trusted Platform Module (TPM).
In the following Table, we explain how these countermeasures can address attacks presented in section 8.2.
Attacks

BRAIN-IoT Countermeasures

Selective forwarding attacks,
Any node in the network needs to be authenticated. Therefore,
Sinkhole attacks, Wormhole attacks any malicious node will be considered as untrusted

Sybil attacks

Authentication mechanisms are available in BRAIN-IoT in order to
authenticate each information received (and reject any badly
authenticated packet)

Traffic analysis attacks, Man in the
Middle Attacks

Security mechanisms are available to encrypt and authenticate
end-to-end communication
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Denial of Service Attacks

Authentication mechanisms are available in BRAIN-IoT in order to
authenticate each information received (and reject any badly
authenticated packet), limiting therefore the effort needed by a
node to manage invalid traffic (which is immediately dropped)

Spoofing Attacks

The risk analysis identified countermeasures to this attack by the
use of secure element or TPM to ensure trusted boot operation
and detect any malicious code injection in firmware

Unauthorized Access

Authentication mechanisms are available in BRAIN-IoT in order to
authenticate each information received and reject access for all
unauthorized access
Table 21 : BRAIN-IoT Countermeasures for IoT Network Attacks

8.4

ADT

Several works use Trees to structure attacks and risk analysis. For instance, Attack Trees (AT) [33] are used for
modeling the combinations of attack actions that allow to achieve malicious goal. Extensions of AT such as
Defense Trees (DT) [34] and Attack-Countermeasure Trees (ACT) [35] were proposed to incorporate defense
mechanisms. In this work, we use Attack-Defense Trees (ADT) [36] that integrate AT and DT notions. ADTs
introduce defensive actions as countermeasures of attacks.
Figure 4 shows the ADT that models the various combinations of attacks presented in section 8.2 and
countermeasures discussed in the previous section. Attack nodes are represented by rectangles red and
defense nodes by parallelograms (impactful defenses such as authentication (Auth in Figure 4) are depicted in
blue parallelograms and not impactful defenses such as TPM in Figure 6 are depicted in green parallelograms).
We express the combinations between the nodes by operators (“AND”, “OR”, “NOT”) depicted by circles. For
example, Spoofing Attacks (SpA) can be blocked by the countermeasure Trusted Platform Module (TPM). ADT
will be used to analyze attacks and explore impactful defense configurations.

Figure 4: Attack-Defense Tree
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8.5

Exploration of defense Configurations
Attack-Defense Exploration tool combines Statistical Model Checking (SMC) [37] and Genetic Algorithms

(GA) [38] techniques to identify the impactful defenses. The tool starts by exploring the cost-effective attacks
that are most likely to succeed, then it identifies a set of countermeasures that block these attacks. The selected
countermeasures increase the attacks cost. It is good to block all possible attacks in ADT, but for organizations
with a limited defense budget it is important to select countermeasures that make the system harder to attack.
As shown in Figure 5, the input of Attack-Defense Exploration tool is the risk assessment model composed
of a set of attacks A with their characteristics (Cost, LP, UB, Env), a set of countermeasures C, ADT expressed as
logic formula, and the constraints T-max (time to perform attacks) and C-max (budget of resources used in
attacks). The output is a defense configuration DC composed of a set of impactful countermeasures. The tool
allows also to generate the graphical representation of ADT as in Figures 4 and 6 showing the selected
countermeasures in blue parallelograms and the others not impactful defenses in green parallelograms.
A(Cost, LP, UB, Env)
C
ADT

Attack-Defense
Exploration Tool

DC

T-max
C-max
Figure 5: Attack-Defense Exploration Tool

The analysis of the risk assessment model consists of exploring the defense configurations that have largest
impact on certain attacker profiles, based on budget and time constraints. In Table 22, we distinguish four
attacker profiles. In first profile, we consider attackers with important resources C-max=500 000 $ and time
constraint T-max=300 days to perform attacks defined in Table 20. In the second one, attacks budget is
reduced to 30 000 $ and in the third one the time to perform attacks is reduced to 90 days. In the last profile,
the attackers have a limited budget C-max=30 000 $ and 90 days to set up the attacks.
The exploration results presented in Figure 4 correspond to attacker profiles 1, 2 and 3. They show that the

three countermeasures: Authentication (Auth), Encryption (Encry) and Trusted Platform Module (TPM) are
required to block the attacks.
Only for the last profile, the role played by countermeasure “TPM” is less impactful as shown in Figure 6.
So, for BRAIN-IoT use cases, we can start by implementing the most impactful countermeasures which are
Authentication and Encryption to block the most cost-effective attacks .
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Attacker profile

C-max

1
2
3
4

500 000
30 000
500 000
30 000

T-max
300
300
90
90

Impactful Countermeasures
Auth,
Auth,
Auth,
Auth,

Encry, TPM
Encry, TPM
Encry, TPM
Encry

Table 22 : Defense Configurations

Figure 6: Attack-Defense Tree “Attacker profile 4”
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9

Conclusion

In this deliverable, we have presented a risk assessment methodology for BRAIN-IoT project. The proposed
approach follows the security standards to reach security objectives of BRAIN-IoT architecture and BRAIN-Io T
use cases. We have also provided the implementation of this methodology on the project use cases, namely
Critical Water Management Infrastructure and the Service Robotics. We started by identifying the critical assets
of the use cases and the potential threats and vulnerabilities that might compromise them. Then, considering
a list of security objectives extracted from common database and starting from the threats, we defined a list of
security objectives that are needed for each use case. Finally, we defined the technical requirements that can
cover the security objectives.
After the specification of use cases security requirements, we have defined the security solutions tha t
implement each requirement and the innovations provided by BRAIN-IoT project. We have also proposed an
approach supported by a tool for the automatic identification of impactful security solutions that can increase
the cost of attacks and decrease their probability of success. We have applied our approach for evaluating the
potential network attacks that can target BRAINT-IoT use cases and analyzing the impact of BRAINT-Io T
defenses on these attacks.
Among the advantages of the work done in this deliverable:


In the analysis carried out in this deliverable, we have followed an asset-based approach and started
from a complete list of possible threats extracted from standards which allows us to identify all the
potential risks and the requirements needed to mitigate these risks. Indeed, several threats related to
the target infrastructures not previously considered were discovered in this study.



In this work, we have proposed an iterative approach. If BRAIN-IoT target infrastructures incorporate
new assets, we just identify the threats related to these assets then the requirements and
implementations needed to prevent the identified threats.



In the Attack-Defense exploration approach, the selection of the impactful security solutions is based
on their impact on attacks cost. We are planning to enhance the approach by introducing more quality
metrics such as energy and defense cost.

This deliverable provides significant results that will be used as input to subsequent tasks of the project and in
particular, the tasks in WP5 for the development of security components and the tasks in WP2 for the security
of BRAIN-IoT architecture.
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Acronyms
Acronym

Explanation

API

Application Program Interface

IoT

Internet of Things

IS

Information System

IT

Information Technology

PABX

Private Automatic Branch eXchange

RA

Risk Assessment

RM

Risk Management

SaaS

Software as a Service

SME

Small and Medium Enterprises

ISMS

Information Security Management System

ICS

Industrial Control Systems

SCADA

Supervisory Control and Data Acquisition

DCS

Distributed Control Systems

PLC

Programmable Logic Controllers

ISACA

Information System Audit and Control Association

OWASP

Open Web Application Security Project

COBIT

Control Objectives for Information and related Technology

SMC

Statistical Model Checking

AT

Attack Trees

ADT

Attack-Defense Trees

TPM

Trusted Platform Module

RFID

Radio Frequency Identification

GA

Genetic Algorithms
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Appendix
[A1] Response to reviewers' comments for D5.4
1.

The document is of good quality to describe the methodology to be used for security purposes.
Unfortunately, its relationship and application with other deliverables is unclear.
R1) We added explanations of the relationship between D5.5 and other deliverables in section
1.1.

2.

The risk management methodology as proposed in the deliverable is sound and follows a standard
approach to dealing with risks. The tools and standards regarding risk management and identificatio n
of threats is provided, however it is difficult to assess these list for completeness as no insights into
how these standards/tools were selected are given.
R2) We explained how and why standards/tools used in the risk assessment methodology were
selected in section 4.1.

3.

Is the list assets that should be taken into account while discussing risks complete? What are the other
assets? How about the assets from LSP? How the BRAIN IoT platform will be secured? What are the
threats regarding different use cases? How these aspects will be addressed ? What is a plan regarding
this?
R3) - We updated sections 5 and 6 and provided the complete list of assets and their associated
threats for both EMALCSA and ROB scenarios.
- We added section 7 which presents BRAIN-IoT security solutions that implement
EMALCSA and ROB security requirements and counter the identified threats.

4.

Please note that currently defined requirements are very broad and generic. It would be worth to detail
these e.g. “Access control to physical are must be set up” – for whom, how, to what type of physical
assets? Or “All code push to Brain-IoT must be signed by the platform”: what is the process regarding
this feature? How is this to be supported?
R4) In section 7, we added details about use cases security requirements and discussed what is
implemented and what is the innovation regarding state of the art.

[A2] Implementation of BRAIN-IoT risk assessment approach for Water Management Infrastructure
URL: https://repository-pert.polito.it/remote.php/webdav/2018-EU-BRAIN-IoT-PartnersRepository/WP%20Activities/WP5%20End-toend%20Security%2C%20Privacy%20and%20Trust%20Enablers/D5.5%20Final% 20Threat%20modelling%20an
d%20Security%20assessment%20of%20target%20scenarios%2C%20solutions/Internal%20Versions/Appendix
/A2-EMALCSA-RiskAssessment.xlsx
[A3] Implementation of BRAIN-IoT risk assessment approach for Service Robotics
URL: https://repository-pert.polito.it/remote.php/webdav/2018-EU-BRAIN-IoT-PartnersRepository/WP%20Activities/WP5%20End-toend%20Security%2C%20Privacy%20and%20Trust%20Enablers/D5.5%20Final% 20Threat%20modelling%20an
d%20Security%20assessment%20of%20target%20scenarios%2C%20solutions/Internal%20Versions/Appendix
/A3-ROB-RiskAssessment.xlsx
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[A4] D1 - BRAIN-IoT Products and Use-Cases Requirements
URL: https://repository-pert.polito.it/remote.php/webdav/2018-EU-BRAIN-IoT-PartnersRepository/Official%20Documents/M18%20Review%20%20Requirements_Innovations_Planning_Documents/D1%20-% 20BRAIN -IoT%20Products%20a nd%20UseCases%20Requirements.docx
[A5] Implementation of EMALCSA security requirements not in the scope of BRAIN-IoT platform.
This table presents the security requirements analyzed in the physical water management infrastructure and
should be considered and implemented in their domain. However, these requirements are not in the scope of
BRAIN-IoT platform. We present the measures out of BRAIN-IoT scope implemented in the use cases
infrastructures to deal with the requirements.
Use case security
requirements

Solutions from state of the art

Solutions implemented in the use case
infrastructure

R-1010-0010 : Access control to
physical area must be set up

Physical access control technics such as
The CITEEC has physical access control in the
badge, or biometrics controls allow to
building
reach this requirement

R-1010-0020 : Access control to
network must be set up

Legacy network access control to the
network (such as RADIUS protocol,
LoRaWAN Network security stack, …)
for devices allows to reach this
requirement

R-1010-0030 : Programming SW in
Version dog solutions are mature
the engineering station must host a
enough to reach this requirement
versiondog

The remote access to the mock-up network is
performed through an independent VPN IPsec
with account login configured for the users.
The stations and the PLCs use the Apache
Subversion as version control system. It is not so
complete as the SW “versiondog“, but that
solution allows to manage the versioning.

R-1010-0040 : Binaries (or codes)
must be signed

Signature based on PKI infrastructure
and trusted third party allows to reach
this requirement

The SW developed by Tecdesoft (on which it is
based SICA) is currently signed

R-1010-0050 : Access control must
be set up for code deployment

The access control for user is state-ofthe-art

There is access control for deploying the SICA
code since the SW libraries and the executables
are stored in the internal network of Tecdesoft
and it is secured.

R-1010-0060 : All code push to
Brain-IoT must be signed by the
platform

Signature based on PKI infrastructure
and trusted third party allows to reach
this requirement

This depends on the party that generates the
code and pushed into the repositories. In the case
of EMALCSA, the code generated by Tecdesoft for
its platform is signed.

R-1010-0070 : Untrusted element
should be pushed to quarantine
area

Antivirus solutions have enhanced
quarantine capabilities allowing to
reach this requirement

Tecdesoft deploys antivirus solutions in the
network (where SICA-Medusa is installed) and
EMALCSA too in their network infrastructure
(where the SICA of production is installed)

RAID is state-of-the-art technology

Tecdesoft uses in its data center, where SICAMEDUSA and SICA clone are installed,
redundancy of disks for guaranteeing the
availability of the services. EMALCSA also uses a
RAID system for their system.

R-1020-0010 : RAID should be
used for hardware drive replication
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R-1020-0020 : The room should be Flame retardant door solutions are
flame-retardant and closed for
mature enough to reach this
physical access
requirement.

The doors of the data center in Tecdesoft, where
the SW of SICA-MEDUSA and SICA clone are
installed, are flame-retardant. EMALCSA uses a
room flame-retardant for the back-up data
center.
Tecdesoft does incremental back-ups of the
virtual machines that content the SW of the
clients, for instance the SICA-MEDUSA. EMALCSA
performs daily backup of data. Part of the
backups performed during the week are
incremental.
The MEDUSA-SICA is stored in the Data Center of
Tecdesoft, and it does a weekly back-up and the
copy is stored in another hard disk. In EMALCSA
the backups performed in weekend are
completed.

R-1020-0030 : Daily incremental
backup should be done

There are a lot of Backup solutions on
the market allowing to reach this
requirement

R-1020-0040 : Every week, a
complete back-up should be done
alternating between both hard
disks

There are a lot of Backup solutions on
the market allowing to reach this
requirement

R-1020-0050 : Weekly back-up
should be offline

There are a lot of Backup solutions on
the market allowing to reach this
requirement

The back-ups in Tecdesoft are performed offline.

R-1020-0060 : The back-up shall
be placed in the infrastructure of
the own company

There are a lot of Backup solutions on
the market allowing to reach this
requirement

In EMALCSA the back-ups are stored in the
headquarters building.

R-1020-0070 : A Back-up copy
should be stored outside the
datacentre

There are a lot of Backup solutions on
the market allowing to reach this
requirement

In EMALCSA the copies of the back-ups are
stored in an external datacenter.

R-1020-0080 : The back-up shall
be performed only by the system
chief

There are a lot of Backup solutions
with right management on the market
allowing to reach this requirement

This requirement is ensured in Tecdesoft and
EMALCSA.

R-1030-0010 : Where it would be
possible, the LAN network inside
the facility should have a double
ring (ETAP for instance)

Several Network technologies such as
Cyber-Ring support a variety of ring
network topologies including Double
Ring

Tecdesoft deploy solutions of double ring in the
critical facilities or in the clients that requested it.
EMALCSA has a double ring in the critical
infrastructure of the Treatment Plant (ETAP)

R-1030-0020 : The access from the
outside must be allowed only
through a VPN and DMZ
(demilitarized zone)

VPN solutions and offers are good
enough to reach this requirement

In both companies Tecdesoft and EMALCSA, the
access from the outside is performed through a
VPN in each case

The solutions deployed by Tecdesoft for the
R-1030-0030 : The communication
TLS (Transport Layer Security) allows to mock-up and other facilities use VPN IPsec that
between the gateway and internet
perform such kind of encryption and
provides authentication and cyphering of the
shall be encrypted and
authentication
packages. In EMALCSA, for the network
authenticated
communications, TLS is used.
R-1030-0070 : The devices like
computers and laptops shall have
authentication for logging
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R-1030-0080 : If a file exits with
TPM are state-of-the-art components
the authentication keys for the
that allow a good security level for key
user, this file shall be stored using a
protection
secure environment (e.g: TPM)

In some scenarios , BitLocker is used in some
devices

R-1040-0030 : The output of
information to internet shall be
done through the DMZ

DMZ and network isolation using
firewall appliance allow to answer this
requirement

The network solutions deployed by Tecdesoft in
the EMALCSA infrastructure use Firewalls and
VPN IPsec, for instance of Fortinet

R-1050-0010 : 3 monitoring level
should be implemented: process,
Infrastructure and logs

Process, infrastructure and logs
monitoring technologies are mature
enough to meet this requirement

The SW of SICA allows to monitor the process
and infrastructure, and Zabbix allows the
monitoring and analysis of logs

R-1050-0020 : The network
management shall use a
SIEM technologies are mature enough
monitoring system (like a SIEM) in
to meet this requirement
order to detect unauthorized traffic

Tecdesoft uses Zabbix and EMALCSA Nagios and
Zabbix.

R-1050-0030 : The network
management shall use a network
monitoring system (like Zabbix) for
saving the traffic parameters for
posterior analysis

Zabbix monitoring solution is a stateTecdesoft uses Zabbix and EMALCSA Nagios and
of-the-art software that allows to reach
Zabbix.
this requirement

R-1050-0040 : The monitoring
system functions (e.g: SIEM) shall
be able to arise alarms

SIEM technologies are mature enough
to meet this requirement

Tecdesoft uses Zabbix and EMALCSA Nagios and
Zabbix. In EMALCSA system, the SICA platform
that monitors the process is also able to arise
alarms.

R-2010-0030 : The account shall
be managed only for the system or
cybersecurity department

User account management is based on
state-of-the-art Identity and Access
Management solution

The account of the user in Tecdesoft and
EMALCSA is managed for each department of
systems or cybersecurity

R-2010-0040 : The passwords must
User password policy management is
contains at least 12 characters, with
based on state-of-the-art Identity and
at least one upper case, lower
Access Management solution
caser, number and special character

Both Tecdesoft and EMALCSA have a policy for
managing passwords.

R-2020-0010 : The management of
the Data Centre where will be
installed the servers, virtual
machines and data bases must be
done by the system department or
cybersecurity department

State-of-the-art organizational
measures are mature enough to
support the implementation of this
requirement (ISO27001)

In Tecdesoft and EMALCSA, only the system or
cybersecurity responsible can manage the Data
Center

R-2020-0020 : The allowed
network ports shall be physical
identified.

State-of-the-art network switches
allow physical port identification

The switches of the data centers identify the ports

R-2020-0030 : The traffic of the
ports shall be monitored using a
network management program like
Zabbix

State-of-the-art network switches and
firewall allow log monitoring that can
be forwarded to management
software, such as Zabbix.

Out of the Brain-IoT context, the traffic is
monitored.
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R-2020-0040 : The equipment, like
laptops, shall have a unique
identification in the network, and
be assigned to a one person, or in
case that be used for different
people, to have a list of which one
can access to the device.

Hardware identification can be done at
state–of-the-art with MAC address
management on networks, which is
supported by state-of–the-art switches
and firewalls

In Tecedesoft and EMALCSA, the devices have
and identification, and its managed by the system
departments.

R-2020-0050 : OT network and IT
LAN network must be segregated

State-of-the-art network segregation
hardware allows to reach this
requirement

OT network and IT LAN network are segregated
through different VLANS.

Official national security agencies (such
R-2020-0060 : Logical zones
as ANSSI in France) maintain a list of
segregation should be ensure using
It is configured through Fortinet firewalls.
qualified equipments to reach this
qualified firewalls
requirement
R-2030-0010 : Only the system
department or cybersecurity
department can install the
operating systems in the
equipment

Operational measures defined in stateIn Tecdesoft and EMALCSA, only the
of-the-art standards allow to reach this
correspondent departments can install the OS.
requirement

R-2030-0020 : Integrity of the
operative systems must be
guarantee using secured
cryptographic proof

Secure boot mechanisms are well
covered by the-state-of-the-art (e.g:
TPM as trust anchor of secure boot)

R-2030-0030 : Configuration
update must be done only by the
equipment administrator

Operational measures defined in stateIn Tecdesoft and EMALCSA only the
of-the-art standards allow to reach this
correspondent departments perform the updates.
requirement

R-2030-0040 : The system shall
manage system logs

System log management is good
enough at the state-of-the-art

R-2030-0050 : The traffic of this
Port monitoring using state–of-the-art
port shall be monitored using a
firewall is good enough to reach this
network management program like
requirement
Zabbix

In some computes the Bitlocker is used with the
TPM.

Through Zabbix in the network infrastructure,
SICA can store the logs regarding the modules of
their own system
It is performed through Zabbix

R-2030-0060 : The equipment, like
laptops, shall be assigned to
unique person, or in case that be
used for different people, to have a
list of which one can access to the
device

Operational measures defined in stateTecdesoft and EMALCSA assign a laptop to an
of-the-art standards allow to reach this
unique person
requirement

R-2030-0070 : The programs only
shall be installed by the
system/cybersecurity department

Operational measures defined in stateIn Tecdesoft and EMALCSA only the
of-the-art standards allow to reach this
correspondent departments install the programs.
requirement

R-2030-0080 : Inactive sessions
should shut down after a defined
period of inactivity

Session management from operating
system allows to manage inactivity
timeout at state-of-the-art

SICA system shut down the sessions after 120
minutes of inactivity.

R-3010-0010 : Code provided by
third party sources and uploaded
to the repository needs to be
authenticated (fingerprint)

Code and binary signatures are part of
the state–of-the-art

The codes of the SICA modules are signed
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R-3010-0020 : The programs used
in the infrastructure shall be
original and correct installed by the
system/cybersecurity department

Programs signature verification is
implemented at state–of-the-art in
operating systems available on the
market

In Tecdesoft and EMALCSA only the
correspondent departments install the programs.

R-3010-0030 : The control
Operational measures defined in stateelectronic devices like PLCs shall be
The PLCs deployed by Tecdesoft in EMALCSA are
of-the-art standards allow to reach this
programmed by the industrial
programmed by the automaton department.
requirement
department/staff
Validation rules can be defined and
R-3010-0040 : Validate the data
used to perform different types of data
output of an application in order to
validation such as data type validation,
know that it is correct with respect
structured validation and consistency
to input data
check.

Currently this type of validation is not
implemented yet for the SICA platform.

R-3020-0020 : Binary integrity
should be guarantee using
cryptographic proof

Code and binary signature are part of
the state-of-the-art

In some scenarios , BitLocker is used in some
devices with TPM

R-3020-0030 : Operating system
boot partition integrity should be
guaranteed using cryptographic
signature

Secure boot mechanisms are well
covered by the state-of-the-art (e.g.:
TPM as trust anchor of secure boot)

In some scenarios , BitLocker is used in some
devices with TPM

R-3030-0010 : The devices like
computers and laptops shall have
authentication for logging

In both companies, Tecdesoft and EMALCSA,
State–of-the-art authentication
each system department implement logging
mechanism from operating systems
authentication for the users. More in detail,
available on the market allows to reach
Tecdesoft uses Active Directory of Microsoft
this requirement
where manage the sessions.
Tecdesoft uses Kaspersky in the PCs and deploys
Fortinet solutions in its network (where SICAMedusa is installed). EMALCSA uses Fortinet and
checkpoints in their network infrastructure (where
the SICA of production is installed) and Panda in
PCs.

R-3030-0030 : They shall have
installed an antivirus in order to
detect infected files

This requirement is covered in the
state-of-the-art by antivirus solutions

R-3040-0010 : The new version of
the systems or patches shall be
developed for the company that
develops the system

Operational measures defined in state- Tecdesoft is the third party that develops the
of-the-art standards allow to reach this SICA system for EMALCSA and they are who
requirement
develops and installs the patches of new versions.

R-3040-0020 : The new
version/patches shall be installed
only by the system/cybersecurity
department

Operational measures defined in state- In Tecdesoft and EMALCSA only the
of-the-art standards allow to reach this correspondent departments install the patches
requirement
and new version of the systems.

R-3040-0030 : The
system/cybersecurity department
shall carry on a control of the
version/patches installed in every
system or software.

In Tecdesof and EMALCSA, the stations and the
PLCs use the Apache Subversion as version
control system. It is not so complete as the SW
Operational measures defined in state“versiondog“, but that solution allows to manage
of-the-art standards allow to reach this
the versions. The versions of the SICA system is
requirement
managed by the Development Department of
Tecdesoft, and the system installed in the
EMALCSA datacenter.
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R-3050-0010 : The organization
shall accomplish the Security
National Plan and be carried on by
the system/cybersecurity
management

Operational measures defined in stateEMALCSA accomplish the Security National Plan
of-the-art standards allow to reach this
since it is a Critical Infrastructure.
requirement

R-3050-0020 : Security guidelines
should be published and available
for all employees

Operational measures defined in stateEvery department publishes security explanations
of-the-art standards allow to reach this
and they are available in the intranet.
requirement

[A6] Implementation of Robotnik security requirements not in the scope of BRAIN-IoT platform.
This table provides the state of the art of solutions for service robotics requirements which are not in the scope
of the BRAIN-IoT project and also solutions already implemented in Robotnik for handling with these
requirements.
Solutions implemented in the use
case infrastructure

Use case security requirements

Solutions from state of the art

R-1010-0010: Robot API must detect
malformed commands

Web application firewall allows to set up
such detection capability

Robot API dismiss malformed
commands

R-1010-0030: Robot firewall should
block all the connection except SSH

Applicative firewall from market operating
systems allows to implement such kind of
requirement

Only the SSH service is installed and
made available in the Linux native
system

Market solution for SSH servers allows to
R-1010-0040: SSH connection should disable the “Root” or privileged user
be restricted to unprivileged users
authentication in order to fit this
requirement

SSH service is already configured for that

R-1020-0010 : Robot firmware
should be stored in a non-erasable
memory

Hardware components with write memory
protection exist at state-of-the-art

This is not addressed for research
prototypes as every robot has a backup
and is usual to wipe the memory back to
a previous configuration

R-1050-0010 : Access to log
information must be limited to
authorized person only

Access control on log file is supported by
state-of–the-art operating systems

So named “bag files” are stored in the
embedded linux user folder. Its access is
protected by the user account

R-2010-0020 : User (or technical
account) password should be at least State-of-the-art identity and access
12 characters, with at least one upper management solution supports password
case, lower case, number and special policy management
character)

Robot system is already managing
passwords

R-2020-0010 : Network equipment
should implement network access
control (e.g: 802.1.X)

State-of-the-art professional network
switches support 802.1.X protocols

Embedded robot routers implement this
feature

R-2030-0010 : Sudo account should
be blocked

Linux operating system supports disabeling
of sudo account

This option is not considered during
research and testing where changes
must be done frequently

R-2030-0020 : Sudoers rules should
be set up according to the system
privileged action to perform

Linux operating system allows to set up
sudoer rules

This option is not considered during
research and testing where changes
must be done frequently
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R-3010-0010 : Commands received
by the robot should be parsed and
checked using whitelist approach

Web application firewall allows to set up
such controls and filtering

R-3010-0020 : The robot should
monitor its processing status (to
avoid overprocessing)

Process and memory monitoring tools and
Robot internal tools and processes
application exists in the state-of-the-art (e.g:
addresses this feature
Zabbix)

R-3020-0020 : Operating system
integrity should be guarantee using
cryptographic proof (signature)
securely stored (e.g: TPM)

Code and binary signature are part of the
state-of-the-art

The robot exposed API takes this into
account

Due to system changes during
configuration for the trials, this option is
not considered.

R-3030-0010 : Filesystems access
Operating systems on the market allow to
must be limited to authenticated and
set up such kind of filesystem access control
allowed users (or technical account)

Embedded Linux system allows this setup

R-3030-0020 : Filesystems should be
encrypted

Operating systems on the market allow to
set up filesystem encryption

Due to recurrent access to the
filesystems during configuration for the
trials, this option is not considered.

R-3040-0010 : Source code and
binaries should be signed to ensure
their integrity

Code and binary signatures are part of the
state-of-the-art

This can be addressed by the embedded
robot sw.

R-3040-0020 : Binaries compilation
should be done using hardening
arguments (memory randomization,
…)

Compiling software (such as GCC), allows to
set up hardening options.

This can be addressed by the embedded
robot sw.

R-3050-0010 : Software vulnerability
should be managed

Operational measures defined in state-ofThis is already addressed by the sw
the-art standards for risk management allow developers for the existing robot
to reach this requirement (e.g: ISO27001)
packages

R-3050-0020 : Outdated packaged
should be upgradable

Operating systems include package
management in order to upgrade softwares
when a new upgrade is available
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