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This document presents the exploitation of the results of BRAIN-10T project for replication and scale-up. The
main potential outcomes of the project that can be exploited have been analyzed from three perspective:

|l

Each of the 13 partners and their plan to extend the impact of BRAIN-I0T and ensure the continuation
of the activities initiated in the project ;

Each of the 14 assets and their plan to exploit the assets

Two use casesin critical water infrastructure and robotics showcased the utilization of BRAIN-IOT.

The replication and scale-up of BRAIN-10T reveal to be diverse from commercial exploitation to academic
collaboration and research support though contribution to standardization and community developers , also
thanks to the positive synergies betweenp r o j pactriei® described along this document:

il

Thecreation of a start -up & Kentyou 6 composed of formers members of BRAIN-10T aiming to exploit
commercially the assets deployed during BRAINIOT;

A partnership commercialization  of a module designed during BRAIN-IoT with a start-up
commercializing water meters external to the project;

The contribution to standardization activities including OMG, W3C and OSGi Alliance.
Therelease of an open source stack demonstrating the project results;

Thedevelopment of a new R&D testbed for smart cities designed to attract research institutions and
device and systems producers to validate solutions before commercialization;

And the initiation of an open source community to sustain these results.

Page 4 of 23



o e
2. "o
—o.e

‘BRAIN-IeT

R A IN loT

This document presents the exploitation of the results of BRAIN-IOT project for replication and scale-up. It is
structured as follows:

1 Description of the general approach to exploitation of the project;
1 Partners 8 pXplaitation for scale up;
1 Presentation of exploitable assetsto be taken up by external communities;
1 Replicability of the use cases;
1 Community development around BRAIN-I0T to promote the take up of the projects outputs.
1.1 Related documents
Title Reference Version Date
[RD.1] D7.4 Initial Exploitation Plan D7.4 11 September
2019
[RD.2] D7.7 Final Exploitation Plan D7.7 11 March 2021

Page 5 of 23
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This section introduces with the identification of the results from the BRAIN  -10T project to be replicated

and scaled up. Indeed, our approach to exploitation asdescribed below presents how we identify those results.
Given the various possibilities and options of project exploitation, it is important, to ensure a maximum impact
of the project, to take a systemic approach toward exploitation
We have developed in BRAINIOT an approach of exploitation around three dimensions to ensure the
completeness of the exploitation work and maximize its impact. This systemic approach (illustrated in Figure 1
below) follows in parallel three different, complementary, dimensions of project exploitation

1 Exploitation by partners.

1 Exploitation by project assets.
1 Exploitation by use cases.

Figure 1 - Three dimensions of project Exploitation
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Source: IDATE.

Exploitation by partner

The individual exploitation plan by partner approach is necessary tomaximize the project benefit for the
partners. Itis essential to ensure future research and development and also to help to focus on the creation

of economic value , for the partners individually, but mainly for their business ecosystems.
The evaluation of eachofthel4par t ner s &

resear ch iesengirea aontiruity aftpiojects st r at e
results beyond the completion  of BRAIN-I0T project.
Exploitation by project asset

The evaluation per assetensures a completeness of the exploitation and thus a maximisation of the project

impact. It is necessary forthe dissemination of knowledge and the take up and adoption of the project results
by the scientific and industrial community.

Page 6 of 23
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This approach focuses on the identification of the available and exploitable assets beyond the end of the
project. In BRAINI o T, ' inked to par ttmshasdeen azhiepeld onisavexral wagsh thrqugha n
publication s, inputs for standardization, open source release, or direct commercial exploitation. 14 assets have

been identified as exploitable through BRAIN-I0T project.

Exploitation by use case

The project use cases ensure thecontinuation of the project deployments beyond the project completion.
It shows how initial results can be continued in their own context and that the value brought by the project
through these experiments can be continued and expanded. In the case of the most advanced research project
deployment, this approach aims at enabling the replication of the project result in other deployment sites.
BRAINIoT architecture has been demonstrated in two contexts : Critical water infragructure and service
robotics.

Page 7 of 23
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3.1 Lessons learned from BRAIN-I0T project

The outcomes from the BRAINI o T proj ect provided multiple benefi

partners. To begin with, Brain-loT generated a direct impact in further research and technology transfer

on loT and Al domains . From LINKS Foundationto Grenoble-Alpes University (UGA)and IDATE Digiworld, all
benefited from the results of BRAIN |oT to enhance their research strategy with new technology topics and
market ready results.

In the same line of thought, the project was of vital interest for some partners to enhance their existing
products or develop new solutions.  For instance, several BRAINIOT assets developed by LINKSire available
as open source solutions and will contribute to the enhancement of the current LINKS offering  for the IoT
domain applied to Smart City and Industry domains.

Likewise, Improving Metrics leveraged projects results to expand real knowledge of Machine Le arning
techniques and explore and evaluate other methods for fields like time series forecasting and reinforcement
learning for routes optimization (for Service Robotics). Robotnik was another partner able to further
sophisticate its commercial products in real service robotics scenario.

On the other hand, Kentyou as anewly formed start-up leveraged BRAIN loT project to exploit additional
connectivity protocols, such as the ones necessary for the demonstrationsin the context of the robotics and
critical i nfrastructure management domains.  Finally, partners likeSiemens interfaced BRAIN-10T results with
international standardization  to ensure the take up of the project results in a standardized way, by domains
like robotics and water management . Overall, partners benefited from dissemination activities like
scientific paper, workshops and conferences.

3.2 Main achievements

The creation of the start-up Kentyou is one of the major accomplishments of BRAIN  -10T project . It results
from the creation and support of the open source SensiNact from CEALETI activiy and is now intended for
commercial purpose targeting smart city mainly .

The positive synergies inBRAIN-I0T project and exchanges between partners alsoenabled the team to grow
by bringing 2 persons (Bertrand Copigneaux from IDATEDigiworld and Tim Ward from PAREMUS)to the
team of Kentyou, formed by ex-employees of CEA.

Kentyou also embarks the other partners from BRAIN-I0T beyond the completion of the project (UGA, Paremus,
Eclipse) throughthe organization Urban Technology Alliance (UTA) **. The exploitation of other open source
assets, mainly BRAINIOT Fabricfrom Paremus and BRAINIOT Modelling Tool from ST is also planned. Further
partnerships are also under discussions with LINKS and the City of Turinand with EMALCSA for the water
management testbed.

3.3  Exploitation strategy

The exploitation of a result can be assumed by asingle partner, especially when he is the main contributor to
the result. It will be the case for most of the project results as it is the most simple. It can however require

1The Urban Technology Alliance is a global non -profit organization providing city -scale testbeds from all around the world, to deploy, test and validate
the latest smart city innovations. Kicked -off in late December 2019. https://www.urbantechnologyallianc e.org

Page 8 of 23
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attention from the rest of the consortium to ensure that the exploitation plan o f the partner does not impair
ot her partners®6 plans, nor is impaired by them.

Table 1 - Exploitation focus of each partner

Contribution to

. o Academic collaboration & research et
Commercial exploitation standardization and

support communi ty developers

Airbus Cybersecurity :new security ST : support loT customers in the| CEA : Contribution to OMG
module offer dedicated to 10T | design and deployment of systems (Object Management Group)
platforms and services UGA : knowledge sharing of open standard MARTE language
Kentyou : new commercial offer of | source tools use and teaching Siemens :  strengthening
an open-source platform targeting | purposes activities of the W3C WoT
smart cities LINKS : reuse of resources adaptation| standardization

Improving Metrics : development and privacy awareness and control Eclipse : contributing the
of a prediction and anomaly capabilities for other projects and open-source community
detection services based on Al for | industrial solutions through an open and vendor -
industrial users EMALCSA : reuse the mock-up for  neutral collaboration platform
Paremus : commercialization of a|project demonstration activities in the Paremus: standardization
generic loT platform based on open domain of critical water infrastructure | activity in OSGi Alliance
industry standards targeted smart management

city projects IDATE : strengthening  market

Robotnik :  improvement of its | expertise in IoT market knowledge on

robotics offering with  smart | specific verticals

behaviours features

331.1 Commercial exploitation

Several outcomes from BRAIN-I0T project can be exploited as commercial exploitation that can take
different forms
1 The direct commercial exploitation of results by their integration in existing product or service
offerings, for example as licensed software;
1 The open source release of the result backedup by a commercial strategy of developing a service
activity;
I The hoarding of knowledge for future potential opportunities in the form of patents and internal
company knowledge.
In general, the partners aim to commercially exploit the tools  upgraded or newly developed & from scratch
-from projectds results. Th «theladustribl toPp @&d Srmean City dpace nEratma i n |
said, partners like Siemensand Robotnik plan to continue the sophistication of their robotics solutions. To
benefit the respective communities, most of the offerings will come in the form of open-source lice nses. For
instance, Kentyou will pursuit a commercial offering with services around the open -source platform ,
targeting mainly the smart city market . On the other hand, STMicroelectronicsand UGA will follow a non -
commercial exploitation  but exploit the re sults to achieve the industry -related goals and targets.

Page 9 of 23
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331.2 Academic collaboration & research support

The results of a BRAINIOT project also opens up new questions for further research or additional
experimentations.

As highlighted in section 3.1, BRAINIoT results fuelled R&D in IoT and Al area s as well as technology
transfer taking advantage of the communities created. Partners mainly present in academic and research areas
benefited from pr @ajbasstfdr additonat research activiies . For instance, LINKS
Foundation will use BRAINIOT project outcome as a basis for technology transfer and further research and
development, taking advantage of the community that could be created releasing software under open
source licences. Similarly, IDATEwillu s e pr o] e totcditueriterasaalrch ia robotics for industry
4.0, critical infrastructure management and around emerging issues of 10T (interoperability, privacy,
marketplaces, etc.).

Additional experimentations will also be allowed thanks to the mock -up of EMALCSA that can be reused in
water management infrastructures. Finally, BRAINIoT has enabled Paremus to work with European
companies and academic organisations that have complementary skills and research interests in the
aforementioned areas.

331.3 Contribution to standardization and community developers

The last but not least approach for replication of BRAIN-10T results lie in the spread of knowledge to
communities and participation to standardization activities to ensure the take-up of the result by an industry.
Specifically, industry partners like Siemens are planning to introduce the robotics use case outcome in the
WoT Working Group in W3C. Such standardization body can help push further the developments  of the
use case.Likewise, CEA and Paremuare leveraging the results to influence standardization respectively in the
MARTE language and OSGi Alliance. On the other hand partners like Eclipsewill continue to support the
open source community.

Beyond single partner exploitation strategies, a successful result from BRAINIoT project is the collaboration
between partners of the consortium in the future. Indeed, several partners have expressed its interest in
pursuing results of the project. Kentyou for i nstance will provide the sensiNact platform as an open -source
project with all BRAIN -IoT partners having access and being involved in the activities related to the
platform. The collaboration with Eclipse Foundation indeed will be key to enlarge the develo per supports
around the platform.

Moreover, multiple partner collaboration are to sponsor further developments in the EMALCSAuse case.
Hence, ST, CEA and Kentyou joined forces to develop end -to-end modelling from the loT device to SICA
system with Airbus providing end -to end security.

Other foreseen exploitations include the collaboration between LINKS and ST aiming to set up a new
laboratory dedicated to the rapid prototyping of hardware and firmware, specifically dedicated to loT

Finally tools developed by UGA during the BRAIN loT project will continue to support the use cases of multiple
partners including EMALC SA, IM, LINKS, PAREMUS and Robotnik.
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4  Exploitable assets

4.1  Global vision of the platform and assets

4.1.1 Exploitable assets

The figure below provides an overview of BRAINIOT architecture with key functional blocks. 14 assets

enhanced during the project have been identified as exploitable.

Figure 2 & overview of BRAIN -IoT architecture
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The following table provides the list assets developed during the BRAIN IoT projectand summarized their

added value that can be reused in other projects.

Table 2 - Assets description and value proposition

Component Description

An authentication service that allows for

ACE Server (Airbus centralized management of authentication

Cybersecurity SAS)

methods
I\BAI(?)Q(I;N{AZT Modelling language for IoT systems and
Language (CEA) software design and analysis
I\B/Igﬁ‘(lewi_r:()TTool Dedicated loT-ML modelling tool with many
(CEA) 9 modelling accelerators

WoT-enabled ROS
Edge Node
(LINKS)

Adapter for abstracting the functionalities of
ROS-based robotic platforms and adapting
sesnor data

Privacy Control Falicitator tool for the adoption of privacy

System TR . A

(LINKS) control policies in decentralized environments
BIP to Java Code Component based language for the rigorous
Generator design of complex systems

(UGA) g p Y

BIP MV Tool Tool to construct the architecture of system

(Modelling and
Validation) (UGA)

Attack-Defence

and the behaviour of its components as well
as systems check using the BIP language

Strategies Exploration tool for risk assessment and
Explorattion tool mitigation in 0T systems

(UGA)

Edge node:

sensiNact 0T Application Enablement Platform
(Kentyou)

Developer tools built to support the
development of apps on top of the Eclipse
sensiNact platform

sensiNact Studio
(Kentyou)

sOnar (Improving
Metrics)

Specialized scalable product of 10T data
analysis based on Al

BRAIN-loT Fabric
(including event
bus) (Paremus)

On-premises Cloud / micro-Cloud platform
installable across physical or virtual compute
resources

Physical layer
modelling language
(ST)

Critical Water
Infrastructure
Testbed (Emalcsa)

Model for hardware/software co-verification of
0T nodes of the physical layer

Mock-up dsigned for water distribution system
with its digital twin

Value proposition

Allow federating security functions
related to authentication and right
management in central systems

Identify key I0T concepts missing from
standard MARTE, SysML, and UML

Verify solutions early on in the design
phases, avoid errors

Automatic generation of the
communication protocol bindings from a
description of the API formalized with
W3C Web of Things standards

Integrate privacy awareness and control
in programmatic ways

Include a BIP language processor with a
full support of BIP grammar and syntax
checking

Allow defining the behaviour, interfaces,
interactions and priorities of components

Provide insights to evaluate systems
vulnerabilities and to design reliable
security policies

Provide a unified view over
heterogeneous data (protocols, devices,
standarts, ect) and action sources

Facilitate the use of the sensiNact
platform for developers

Automate workflows used for predictive
systems and anomaly detection systems,
both on 10T sensor time series

Allow operational simplicity, runtime
flexibility and robustness to
environmental shocks and human error

Early availability, lightweight effort, easy
and scalable deployment, validation of
the model at the system level

Allowing tests and validations of
products before comercialization in an
0T environment

Page 12of 23
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Thanks to the demonstrations performed through the use cases, he BRAIN-I0T architecture has allowed to
increase Technology Readiness Levels (TRLs) of the different assets. TRLs are expected to reach 9 for some
of them intended to be deployed in production environment like ACE server and Edge Node: sensiNact.
Further research projects will also ensure the enhancements of the assets beyond the completion of BRAIN-

R A IN loT

loT.
Table 1 & Initial and Final Technolo gy Readiness Levels (TRL) of BRAIN -10T assets and the scale

Components |Initia| Final Technology Readiness Levels
IACE Server 3 7
Brain-loT Modelling Basic principles observed
Language 5
Brain-loT Modelling Tool 5 Technology concept formulated
Fdge Node: sensiNact 4 7 3

Experimental proof of concept
kensiNact studio 5 7

a4
ksOnar 7 Technology validated in lab
~ Technology validated in relevant

PRAIN-10T Fabric 5 environment (industrially relevant
Physical layer modelling environment in the case of key
language 7 enabling technologies)

Technology demonstrated in relevant
BIP-MV tool 6 5 environment (industrially relevant

i tin th f k

BIP to Java Code Generator 6 environment In e case ot key

enabling technologies)
Attack-Defence Strategies 7 System prototype demonstration in
Exploration Tool 4 6 operational environment
\WoT-enabled ROS Edge
Node System completed and qualified
Privacy Control System ACtl..lal system proven _|r_1 operational

— environment {competitive

Critical Water Infrastructure manufacturing in the case of key
Testbed enabling technologies; or in space)

At the end of the project, the SRL has progressedfrom level 1 standing for concept refinement to level 3
corresponding to System Development and Demonstration

real loT systems.

Figure 3 - Assessment of the evolution of SRL during the project
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We believe that the best approach to ensure the sustainability of a research project isto bring the innovations
of European research to the world through open source collaboration . Most of BRAINIOT assets will be
released under the open source to power the replication and the scale up of such tools

Figure 4 - Open Source components
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Table 3 - Components of the Open Source stack as part of Brain  -10T

Component Owner License Location
BRAIN-IoT Modelling Language CEA EPL 2.0 Eclipse Papyrus
BRAIN-IoT Modelling Tool CEA EPL 2.0 Eclipse Papyrus
WoT-enabled ROS Edge Node LINKS AGPL 3.02 Eclipse Research Labs
Privacy Control System LINKS EPL 2.0 Eclipse Research Labs
BIP to Java Code Generator UGA CeCILL-B Eclipse Research Labs
BIP MV Tool (Modelling and
Validation) UGA CeCILL -B Eclipse Research Labs
Attack-Defence Strategies
Exploration tool UGA CeCILL -B Eclipse Research Labs
Edge node: sensiNact KentYou EPL 2.0 Eclipse sensiNact
sensiNact Studio KentYou EPL 2.0 Eclipse sensiNact
BRAIN-IoT Fabric (including
event bus) Paremus EPL 2.0 Eclipse Research Labs

Eclipse Research Labs

sOnar Improving Metric EPL 2.0 then Eclipse Project

2 The current version of this component is based on the ROS -OSGi library which is licensed under the AGPL license. The consortium met the owners of
this library and was able to convince them to use a more business -friendly license. We hope that by th e time of the review a new release of this library
will be available and will be license under the EPL 2.0.
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4.2 Identification of m ain target

Beyond the initial use casesidentified for the project , the smart city domain proved to be attractive and of
interest for the assets develop by the partners. It is the common segment of adoption  for assets developed
during the project. That said, tools like BIP to Java Code generator or BIP MV mainlytarget developers,
designers, and validators of model-based rigorous systemsas well as @mpanies requiring formally specified
and verified systems.

On the other hand, systems and platforms developed during the project target local governments
implementing smart city solutions  as well as endusers from different verticals including water management
solution providers, industrial 10T customers, etc. For instance, Kentyou with Eclipse sensiNact,propose a
platform and associated tools for rapid integration of data sources and quick development of cross-domain
applications. Moreover, with the BRAIN-I0T Edge node fabrics(developed by Kentyou), sensiNactwill be fully
distributed , thus easy to scale.

The other key sectors for BRAINIoT directly linked to the use cases arelogistics related to the robotics services
and energy related to water management.

Figure 5 - Kentyou services value proposition
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The BRAINIoOT solution enables two scenarios aiming to be replicated in other environment s for both
scientific and industry purposes

The service robotics scenario demonstrates how the toolchain developed by the project can be used to enable
the cooperation of the different robots . The service use caséanvolve s several robotic platforms , which
need to collaborate to scan a given warehouse and to assist humans in alogistics domain. By using the BRAIN
loT toolkit, a more rapid and efficient integration of different technological standards like robot interfaces,
sensors or actuators including warehouse automation will be acquired.

Hence, thanks to the BRAINI0OT toolchain new capabilities to test and design the behaviours of the robots, the
interactions with humans and the cooperation of involved robots, to do specific tasks are possible. Also,
considering the open source components and services interconnected and supplied to the developers through
BRAINIoT marketplace, the development of new ad -hoc software components is reduced.

Overall, the BRAINIOT toolchain brings positive impacts in other areas such as the logistics , the efficiency of
operation, the optimization of the planning and overall performance. Finally, the global robotics market
visibility will increase thanks to the new capabilities offered by the BRAIN-10T project.

Figure 6 0 Potential benefits from the adoption of BRAIN -10T too Ikit in service robotics scenario

POTENTIAL

BENEFITS

The other application of BRAIN-10T is related to the critical water infrastructure  management . The platform
allows connecting algorithms, components and IoT devices in the infrastructure in a decentralized way through
the characteristics of the BRAINIOT architecture. This would allow connecting devices in an easier way.
EMALCSA haslesigned a testbed to enable innova tive product prototyping in a realistic, comprehensive
water management infrastructure . Specifically, it has been developed to testand validate the connection of
devices before installing them in the permanent locations of the water infrastructure.

Indeed, EMALCSA has realizech controllable mock -up of a real Water Management Infrastructure in
cooperation of Técnicas del Soft (SME in Coruna) and CITEEC Department of the University of Coruna
Promoted and funded by BRAIN 10T platform with a further internal investment by EMALCSA this mockup can
be implemented in other critical infrastructure environments, more specifically in the city water systems
management sector. The ability to integrate decentralized serviceswill help to these systems in other locations
to integrate solutions that have been tested on the EMALCSAmock-up. In addition, the solutions developed
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through the BRAIN-IoT will help to get these functionalities on platforms that do not have them without great
development and implementation cost.

Overall, the model has been developed to attract research institutions and device and systems producers
to validate solutions before commercialization. The testbed will also offer the possibility to leverage on BRAIN-
loT stack to develop and deploy new applications.

Figure 7 - Mock -up of the water infrastructure.
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