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Executive Summary
The present document is a deliverable of the BRAIN-IoT project, funded by the European Commission, under
its Horizon 2020 Research and innovation program (H2020), reporting the results of the activities carried out
by WP2 – Requirements and Architecture Engineering.
The main objective of the BRAIN-IoT project is to focus on complex scenarios, where populations of
heterogeneous IoT systems cooperatively support actuation and control. In such context, many initiatives fall
into the temptation of developing new IoT platforms, protocols, models or tools aiming to deliver the ultimate
solution that will solve the IoT challenges and becomes reference IoT platform or standard.
The work presented in this document has been compiled with a collaborative effort of all partners who actively
participated in the Task 2.1 – Analysis and elicitation of innovative user stories and requirements of BRAIN-IoT
target scenarios: Critical Water Management Infrastructure from EMALCSA and Service Robotics from
ROBOTNIK.
Deliverable D2.1 “Initial Vision, Scenarios and use cases” at M3 has reported on i) the identification of the
purpose and workflow of the workbench, ii) an initial set of stakeholders and their categorization, iii) the
communication flow between them and lastly iv) an initial description and analysis of use cases. In the
deliverable D2.4 “Updated visions, scenarios, use cases and innovations” at M14, we have refined and updated
the initial description of Water Management and Service Robotics scenarios and use cases.
In this deliverable D2.6 “Final visions, scenarios, use cases and innovations”, we provide the results of the final
description and analysis of BRAIN-IoT scenarios. The specification presented in D2.6 will be used in the third
and final iteration of the BRAIN-IoT development cycle for inter-project communication in order to identify
development scenarios and help to fertilize the process of thinking for the design of future systems. Besides
the aspects regarding development, the vision scenarios are used as understandable stories to externally
communicate the project’s aims and to inform the audience what kind of applications can be designed with
the framework developed by BRAIN-IoT project.
The novel technical contributions with respect to the previous deliverable D2.4 are:
▪ We add Section 2.2 to explain the key concepts and the common template used for the use cases
description.
▪ We update both Service Robotics and Critical Water Management Infrastructure scenarios and provide
clear description of use cases with their associated smart behaviours and security perspective in
Sections 3 and 4.
▪ We clarify the innovations brought by BRAIN-IoT for target scenarios in Sections 3.8 and 4.8.
▪ We introduce UML diagrams for visual modelling of ROBOTNIK use cases (Section 3.5) and EMALCSA
use cases (Section 4.5).
▪ We highlight related European IoT Large Scale Pilots (LSP) projects in Section 5.
In this deliverable, we have considered the reviewers' comments for D2.4. The answers to the comments are
given in annex A1.

Deliverable nr.
Deliverable Title
Version

D2.6
Final Visions, Scenarios, Use Cases and Innovations
1.0 29 March 2021

Page 3 of 85

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Table of Contents
Document History ...................................................................................................................................................................................... 2
Review History ............................................................................................................................................................................................. 2
Executive Summary .................................................................................................................................................................................... 3
Table of Contents ....................................................................................................................................................................................... 4
1

Introduction ........................................................................................................................................................................................ 6
1.1

2

3

4

Related documents................................................................................................................................................................ 7

Methodology and key concepts ................................................................................................................................................. 8
2.1

BRAIN-IoT Development Methodology ........................................................................................................................ 8

2.2

IoT Domain Knowledge Model ......................................................................................................................................... 9

2.3

Use Case Key Concepts ......................................................................................................................................................10

Service Robotics ..............................................................................................................................................................................13
3.1

Vision Scenarios ....................................................................................................................................................................13

3.2

List of Stakeholders .............................................................................................................................................................14

3.3

List of Users and Entities ...................................................................................................................................................15

3.4

Use Cases Description ........................................................................................................................................................15

3.4.1

Pickup Mission .................................................................................................................................................................16

3.4.2

Multi-Robot Pickup Mission .......................................................................................................................................17

3.4.3

System Monitoring .........................................................................................................................................................19

3.4.4

Detection of anomalies in battery sensors ...........................................................................................................20

3.4.5

System Resiliency ............................................................................................................................................................21

3.5

Use Cases Modelling...........................................................................................................................................................22

3.6

Smart Behaviours .................................................................................................................................................................24

3.7

Security Perspective ............................................................................................................................................................24

3.8

Innovations .............................................................................................................................................................................28

Critical Water Management Infrastructure ..........................................................................................................................30
4.1

Vision Scenarios ....................................................................................................................................................................30

4.2

List of Stakeholders .............................................................................................................................................................32

4.3

List of Users and Entities ...................................................................................................................................................32

4.4

Use Cases Description ........................................................................................................................................................34

4.4.1

Resilience to devices failures ......................................................................................................................................34

4.4.2

End-to-end security of devices data........................................................................................................................39

4.4.3

Smart management of spillgates ..............................................................................................................................41

4.5

Use Cases Modelling...........................................................................................................................................................43

4.6

Smart Behaviours .................................................................................................................................................................45

4.7

Security Perspective ............................................................................................................................................................47

4.7.1
4.8
5

Mitigation ...........................................................................................................................................................................48
Innovations .............................................................................................................................................................................49

Related European IoT Large Scale Pilots ...............................................................................................................................52
5.1

Runtime Infrastructure in ACTIVAGE project ............................................................................................................52

Deliverable nr.
Deliverable Title
Version

D2.6
Final Visions, Scenarios, Use Cases and Innovations
1.0 29 March 2021

Page 4 of 85

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

6

5.2

Smart Behaviours in IoF2020 project ...........................................................................................................................54

5.3

Edge Nodes for ROS-based platforms in CPSwarm project ...............................................................................56

5.4

Security and Privacy Risks Assessment Tool in MONICA project .....................................................................59

Conclusion.........................................................................................................................................................................................63

Acronyms .....................................................................................................................................................................................................64
List of figures ..............................................................................................................................................................................................66
List of tables ................................................................................................................................................................................................67
References ...................................................................................................................................................................................................68

Deliverable nr.
Deliverable Title
Version

D2.6
Final Visions, Scenarios, Use Cases and Innovations
1.0 29 March 2021

Page 5 of 85

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

1

Introduction

This deliverable D2.6 “Final visions, scenarios, use cases and innovations” provides the results of the task 2.1
“Analysis and elicitation of innovative user stories and their requirements” of BRAIN-IoT project. It presents
vision scenarios that will be used during the elicitation of user requirements for stakeholders involved in their
implementation. The following scenarios are considered in BRAIN-IoT project:
▪

Service Robotics: A special logistic service involving several robotic platforms from ROBOTNIK which
need to collaborate to scan a given warehouse and to assist humans in a logistic domain. A fleet of
robots supports the movement of different loads in a warehouse.

▪

Critical Water Management Infrastructure: A scenario related to the management of water distribution
network in collaboration with EMALCSA Company. It focuses on monitoring and control the
management of the water urban cycle in metropolitan environment of the city of la Coruna in Spain.

In this document, we update and finalise the description and analysis of BRAIN-IoT scenarios starting from the
previous specifications given in deliverables D2.1 and D2.4. We describe the activities to support the identified
workbench workflow, its adaptation to the different environments involved in the BRAIN-IoT project and
provide a thorough analysis of the potential use cases. These high-level procedures and the use cases will
guide the development phases within the technical work packages, and therefore, this deliverable will be a
common reference point for the BRAIN-IoT consortium with IoT Framework for Smart Dynamic Behaviour
questions (WP3) and impacts Decentralization of IoT Platforms and Services (WP4). The result of the use cases
analysis presented in D2.6 will also form the main input for WP5 (End-to-end Security, Privacy and Trust
Enablers) and WP6 (Test, Demonstration and Evaluation).
The structure of this deliverable reflects the different activities performed:
▪

Section 2 provides a general methodology along which the efforts for conception, architecture design,
components extension and integration. Moreover, this section presents a domain model to enable a
clear understanding of IoT concepts and facilitate the analysis of BRAIN-IoT use cases. It also explains
the key concepts and template employed for the description of use cases.

▪

Sections 3 and 4 gives the final description of vision scenarios, stakeholders and use cases of the two
different domains targeted in the BRAIN-IoT project, which are the Service Robotics (Section 3) and the
Critical Water Management Infrastructure (Section 4). Moreover, these Sections discuss the role of
BRAIN-IoT smart behaviour features in the identified use cases, analyse the use cases from the security
point of view and give the improvements that could be made by BRAIN-IoT for the target case studies.

▪

In Section 5, other scenarios will be derived creating a link with European IoT Large Scale Pilots where
BRAIN-IoT partners are involved. We consider the projects ACTIVAGE (smart living environments for
aging well), IoF2020 (smart farming and food security), MONICA (wearables for smart ecosystems) and
CPSwarm (integration in the domain of swarms of CPS).
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1.1

Related documents

ID

Title

Reference

Version

Date

[RD.1]
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D2.1

Final

2019-02-28

[RD.3]

Updated Visions, Scenarios, Use Cases and Innovations
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Final

2019-07-09
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Updated Architecture and Test Sites Specifications

D2.5

Final

2019-07-09
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Final Threat modelling and Security assessment of target
scenarios, solutions

D5.5

-

M28
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Final Architecture and Test Sites Specifications

D2.7

-
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Final AAA Layer for IoT cross platform models

D5.6

-

M28

[RD.9]

Final enablers for Privacy awareness and Control
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-

M32

[RD.10] End-to-End data security layer for IoT cross platform models
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M32
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Initial Deployment and operation enablers

D4.2

Final

2019-08-04
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-
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Phase 1 Evaluation Report
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Phase 2 Integration and Evaluation Framework
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-

M28
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2

Methodology and key concepts

In this section, we first show the BRAIN-IoT development methodology, then we explain the key notions of IoT
and concepts related to use cases description in order to enable a clear understanding and facilitate the analysis
of BRAIN-IoT scenarios.
2.1

BRAIN-IoT Development Methodology

BRAIN-IoT follows the iterative, agile methodology depicted in Figure 1. The development cycle starts in the
top with Vision and Scenario Analysis activities accompanied by collecting insight from related projects and
key EU roadmaps on IoT and key related fields, namely embedded systems, Cyber-Physical Systems and
domain-specific roadmaps. User needs and technical requirements are then elicited in agile fashion by directly
involving users (i.e. developers, end-users, and process and technology experts) and fed into an agile process
for system development, which generates the BRAIN-IoT tangible outcomes, mostly released under opensource licenses to facilitate the engagement of the developer and user community.

Figure 1 - BRAIN-IoT Development Methodology
The results are integrated and deployed into to the field for validation. Three main types of evaluation activities
are foreseen, depending on the TRL (Technology Readiness Level) of each specific outcome:
o Demonstrations and evaluations through lab-scale Proof-of-Concepts (PoCs) will be employed
for low-TRL solutions.
o Evaluation in small-scale test-sites organized by BRAIN-IoT partners will be employed for
medium-TRL outcomes.
o Small evaluation exercises will also be organized in collaboration with on-going Large-Scale Pilot
(LSP) projects – to gain insight about the future applicability of generated solutions in largescale settings.
While to maximize impact, a wide number of well-established products and standards will be integrated in the
BRAIN-IoT concept. Due to the innovative nature of the project, no high-TRL solutions are foreseen within the
core RTD (Research and Technological Development) focus of the project.
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Overall, two complete technical iteration phases are foreseen (15 months each), anticipated by an initial 3months period used to ramp-up design and development activities. These technical iteration phases will be
followed by a final 3-months phase which will only be focused on validation, reporting and impact-related
activities.
2.2

IoT Domain Knowledge Model

BRAIN-IoT project requires technologies that enable cooperation between different stakeholders. To facilitate
discussions between partners and analysing BRAIN-IoT scenarios and use cases, a common understanding of
the domain in question is needed. As part of the development of IoT-based systems, a domain model has been
proposed by Haller et al [1] to define the main concepts and their relationships. This model has been developed
within the IoT-A project1, and it aims to come to a common understanding. This allows avoiding fuzzy
terminologies and helping in the analysis and the design of IoT systems. The IoT domain model defines five
main concepts.
A. User: it represents who interacts with a real-world object. The interaction between User and Physical
Entity (PE) is carried out directly and physically through software interfaces and electronic devices
(observing or touching real-world object, moving it, or even changing it). Users can either be humans
(e.g., a warehouse worker moving some pallets), or Active Digital Artefact (ADA), program embedded
in manufacturing robot.
B. Augmented Entity (AE): it is the combination (composition) of PE together with its digital
representation (Virtual Entity) and it can be considered as “things”. VE (Virtual Entity) is a kind of digital
artefact that represents PE. There are two types of VE: Passive Digital Artefact (A digital representation
of PE stored in a database or similar form) or Active Digital Artefact (any type of active code or software
program usually be some sort of software agent or embedded application).
C. Device: it is a computing hardware to monitor or interact with PE (bridging digital and physical world).
Devices can be physically attached to PE’s (e.g., a tag), or may also be in the environment of PEs (e.g.,
presence sensor). Sensors allow PEs monitoring, whereas actuators can act on PEs. Tags uniquely
identify PEs and can be read by sensors.
D. Resource: Resources are software components that implement certain functionalities as for example:
provide information about PE’s, allow the execution of actuation tasks or analyse data provided by
multiple sensors. They give access to information about, or actuation capabilities on PE. Resources may
be hosted on a device or they could be hosted anywhere in the network.
E.

Service: it exposes the Resources through a common interface and makes them (as well as related
devices) available for users and other Services. It may also invoke other services and combine the
results.

The diagram of Figure 2 extracted from [1] specifies the several IoT concepts and their relationships. The IoT
domain model will be used to classify the different entities and users involved in BRAIN-IoT use cases and to
highlight the role of each one.

1

http://www.iot-a.eu
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Figure 2 – Domain Model for IoT

2.3

Use Case Key Concepts

The use case technique allows to specify the functional context of the system, by describing the different ways
in which the actors will use the future system. It outlines the system behaviour from a user’s point of view. In
this section, we clarify some related concepts in order to facilitate the specification of BRAIN-IoT use cases.
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A. Vision Scenarios
Scenarios are a free narrative form that tells the existing practices as well as future visions of a product or
system being developed [2]. They describe different domains addressed without going into the detail. They
also explain how things would work if the future system will be developed.
B. Stakeholders
A stakeholder is someone with a vested interest in the use case. There are stakeholders who have no special
use cases for themselves. They may never interact directly with the system at all, but still have a right to care
how the system behaves. For example, the owners of the system or company, and regulatory bodies can be
considered as stakeholders [3].
C. Use case
A use case is a description of the possible sequences of interactions between the system under discussion and
its external actors, which enable to achieve a particular goal. This description can help in the development of
functions and requirements, and to prepare all the possible scenarios for field testing.
The use cases are used to define the behaviour of the system without specifying its internal structure. They
also force the users to define what they want from the system.
A use case typically describes some functions that the system should be able to perform [3] by specifying what
the user needs to do, what he is trying to accomplish, and how the system responds when he is using the
software [4].
D. Use Case Description
A textual description of the use cases is essential, as it allows to communicate easily and precisely with the
users. Various templates have been proposed for the textual description of use cases. In this work, we use the
following template adapted from [3], [4] and [5].
Use Case ID

Unique to each use case.

Use Case Name

The format of the name is: <action> +<object>

Version

Use case can be refined several times. Here we give the iteration number

Authors

The authors of the description.

Actors

The types of users who interact with the system to accomplish the tasks
of the function. An actor might be a person, a company or organization,
a computer program or a computer system, hardware or software or
both. A more correct word would be "role". A "role" would mean the
role that a particular person is playing when he uses the system.

Preconditions

States or conditions that must be met before the start of the use case

Triggers

Actions made by the user to start the use case.

Brief Description

Description of the benefit of the use case in some sentences.

Main course

The most common path of actions triggered by the actors or
interactions between the actors and the system to complete the use
case.
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Post-conditions

States or conditions that must be met after end of use case.

BRAIN-IoT support to
the use case

Explanation of how BRAIN-IoT can help or used to implement the use
case.

Main relevant BRAIN-IoT
key features

BRAIN-IoT products that can be used in the implementation of the use
case.

Relevant technical
objectives

Technical objectives related to the use case. The benefit of using the
BRAIN-IoT platform.
Table 2 – Template for Use Case Description

It is recommended to complete the textual description with one or more dynamic UML diagrams, which will
bring a higher level of formalization. In this work, we use UML Sequence Diagram and UML State Machine
Diagram that allow to specify well the textual description in addition to their simplicity.
E. Use Case Diagram
Use case diagrams provide the simplified and graphical representation of what the system must actually do.
They help to specify a higher-level view of the system that shows interactions between external actors and the
system to achieve particular goals.
As shown in Figure 3, use case diagrams consist of actors (represented by silhouettes) and use cases
(represented by ellipses). The association between the use cases and the actors represents the interactions
between actors and functionalities of the system.

Figure 3 – Use Case Diagram Concepts

F. Misuse Case
A misuse case is the inverse of a use case, i.e. a function that the system should not allow. It is a completed
sequence of actions which results in loss for the organization or some specific stakeholder, i.e. behaviours that
must therefore be prohibited [6]. Misuse case is initiated by a mis-actor the inverse of an actor, i.e. an actor
that one does not want the system to support.
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3

Service Robotics

In this section, we present the service robotics case study and its stakeholders, users and entities then we
describe the most relevant use cases to be developed, deployed and demonstrated by BRAIN-IoT.
3.1

Vision Scenarios

Figure 4 presents a general overview of service robotics system. In this system, a fleet of robots is installed in
a warehouse to support the movement of different loads. The flow of these loads does not require any operator
to command the fleet. Robots are expected to empty continuously an “unload area” where different loads are
put together.
At some point, the system needs to identify the different items, and then asks a specific robot to pick it and
place it in a specific storage area following some predefined rules. It is also foreseen that in order to perform
such activity, the system will need to actuate IoT devices, as example an automated door in the middle of
robot’s path to “storage areas”.

Figure 4 – Overview of Service Robotics System
The flow is as follows:
▪ The system is modelled by specifying what are the different ids assigned to QR codes, where are the
“unload areas” and the “storage areas”.
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▪

A system is in charge of monitoring commands from/to robots and door.

▪

The carts with different items inside (identified with unique QR codes) are put in the “unload area”.

▪

A robot sees an id (and/or a cart). It scans the QR id and send it the system. The system knows: if this
is a cart, what items it carries and where it should be put (i.e. storage area A).

▪

The system sends a command to the robot to pick up the cart and move it to a certain position.

▪

The robot encounters an id in the middle (the door blocking its path), and scans the id. The system
recognizes the door id and sends command to open the door.

▪

Robot passes the door and reaches the “storage area” A where items are dropped. Then it goes back
to the docking station area where robots can see carts ids.

▪

The system continuously responds to id acknowledgement by giving missions or other commands.

In the following Table, we show the main objectives of service robotics case study aligned with BRAIN-IoT
technical objectives presented in Annex A3.
UCO-ID

UCO Description

Project TO

UCO-1

Reduce the development time of robot applications

UTO1

UCO-2

Integration of interoperable robot applications and platforms supporting smart
cooperative behaviour

UTO2

UCO-3

Ensuring data authentication and end-to-end encryption for robot infrastructure
devices

UTO3

UCO-4

Provide tools for monitor and dynamically reconfigure robotic system

UTO4

Table 3 – Objectives of Service Robotics

3.2

List of Stakeholders

We have identified four stakeholders for service robotics system:
▪
▪
▪

▪

Group 1 – Robotics Manufacturers: They use BRAIN-IoT solutions available in the BRAIN-IoT Services
Repository rather than developing specific pieces of code for numerous robotic challenges.
Group 2 – Robotic Developers: They develop new pieces of code contributing to the BRAIN-IoT
Services Repository or modifying/improving existing ones for their current projects.
Group 3 – Business and marketing managers, logistic related companies: They check the convenience
of using robots in their companies. These are the main customers of the service robotics BRAIN-IoT
solution.
Group 4 – Manufacturers of related technologies: Being customers, providers or both. Technologies
including industrial communications and intelligent devices will take advantage from the platform that
can hold pieces of code for immediate interaction.
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3.3

List of Users and Entities

The following figures present respectively users (Humans and digital artefacts), devices (actuators and sensors)
and physical entities from the service robotics classified according to the domain model presented in Section
2.2. Each physical entity from Figure 7 has a digital representation (Virtual Entity).

Figure 5 – Service Robotics users

Figure 6 – Service Robotics devices

Figure 7 – Physical entities from Service Robotics

3.4

Use Cases Description

In this section, we describe the following service robotics use cases using the template of Table 2:
•

Pickup Mission

•

Multi-Robot Pickup Mission

•

System Monitoring

•

Detection of anomalies in battery sensors

•

System Resiliency
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3.4.1

Pickup Mission

Use Case ID

ROB-1

Use Case Name

Pickup Mission

Version

3.0 (from Uc-3.01 in D2.4)

Author(s)

ROBOTNIK, LINKS

Actors

Robot Mobile Platform, Items, Carts, Sensors on-board, Human Operator,
Distributed AAA Server

Preconditions

•
•
•
•

Trigger

A pickup call is issued

Brief
Description

When a pickup call is triggered, the pre-registered robot in the system goes to the
carrying zone and depending on the behaviour, it looks for the cart tag. Then it
picks up the load and moves it to the destination.

Main Course

A robot is available (no other operation pending)
The load to carry is under the max load
The robot has sufficient battery
Infrastructure and actuators can be discovered

• A pickup request is triggered
• The robot will receive the pickup request. The robot mobile platform
communicates its availability and by using the on-board sensors it is possible to
pick the different carts and items.
• The robot places itself in front of the cart, recognizes its ID and executes the
pickup procedure

Post-conditions •

Load moved from the initial position to destination

The platform will provide tools to configure the factory layout, to model the mission
and to deploy the modelled mission into the robot, where the defined sequence of
BRAIN-IoT
actions will be executed. These actions internally trigger low level commands,
support to the
leveraging the platform edge node, which provides the interfaces with the robot.
use case

System configuration, System modelling,, Repository, Execution environment with
Main
relevant
distributed computing resource nodes, Dynamic/static BRAIN-IoT services
BRAIN-IoT key
deployment in fabric, Edge node providing communication interfaces towards
features
robot.
Relevant
objectives

•
•
•

Ease the development of service robotic application.
Deployment on a host in Cloud, Edge, or a robot.
Manage the interaction with the robot.

Table 4 – Description of use case “Pickup Mission”

Deliverable nr.
Deliverable Title
Version
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3.4.2

Multi-Robot Pickup Mission
Use Case ID

ROB-2

Use Case Name

Multi-Robot Pickup Mission

Version

2.0 (from UC-3.02 in D2.4)

Author(s)

ROBOTNIK

Actors

Robot Mobile Platform, Items, Carts, Sensors on-board, Human Operator

Preconditions

• A robot fleet is available (no other operation pending)
• The load to carry is under the max load
• At least another robot is available
• The robots have sufficient battery
• Infrastructure and actuators can be discovered
The robots are deployed in an environment where there are smart devices
with which it must communicate, e.g., automated doors, to accomplish
the task.

Trigger

A global pickup call is issued

Brief Description

When the system triggers a global pickup call, the robot fleet in the
docking area go to the unload zone and check for tags describing the
items to move. Each robot in the fleet will be autonomous with its own
behaviour. To move all the carts from unload area to the storage area,
the robots will negotiate with the factory backend component to query
the information of next pickup point in the unload area and destination
point in the storage area. Furthermore, the robots are expected to be
deployed in an environment where they need to interact with smart
devices, e.g., a door, to accomplish the task, this needs to be done
automatically, without the intervention of an operator.
•
•
•

Main Course
•
•
•

Post-conditions

Deliverable nr.
Deliverable Title
Version

The robot fleet is connected to the system and have already enrolled
to the Distributed AAA Server.
The BRAIN-IoT service representing autonomous robot behaviour is
deployed in every robot in the fleet.
The robot fleet interact with the factory backend system to acquire
the shared information including the carts location and its storage
location.
Each robot starts to execute the pickup mission.
The on-board sensors of the robot detect the smart devices with
which they must communicate.
The robot is able to automatically configure itself to control the smart
devices when needed.

The robot can move in the environment interacting with all the present
smart devices.
Every cart is moved from the unload area to storage area.
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The platform will provide tools to initialize the coordinates of the unload
area, storage area and docking area and store the information in a
backend component. This component will be queried at runtime by the
robots to acquire the latest coordinates of cart picking points and storage
points. After a pickup mission is executed by a robot, it will change the
picking point status to “without a cart present”. Meanwhile, additional
cart can be put in a free point in unload area, the operator is able to
change the status of that point to “with a cart present”. Furthermore, it
BRAIN-IoT support to the
provides the capability to model the pickup mission, then the application
use case
artefacts generated from models are released and stored in an artefacts
repository and then deployed into each robot in the fleet to execute the
contained actions sequences. These actions then trigger low level
commands through an edge component which provides the connectives
towards CPS In addition, the platform allows the robots to auto-configure
itself with the needed capabilities during runtime to interact with the
environment through dynamic deployment, e.g., if a door needs to be
controlled on the way towards the destination.
System configuration, System modelling, Repository, Execution
environment with distributed computing resource nodes, Dynamic/static
Main relevant BRAIN-IoT
BRAIN-IoT services deployment, Edge nodes providing communication
key features
interfaces towards CPS and IoT devices, Integration with an external
device.
•
•
Relevant
objectives

technical
•
•

Ease the development of service robotic application.
Scalable distributed deployment in a cluster composed of
heterogeneous hardware types.
Provide Interoperability between robots and IoT devices
Dynamic deployment to interact with the environment without
requiring manual setup.

Table 5 – Description of use case “Multi-Robot Pickup Mission”

Deliverable nr.
Deliverable Title
Version
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3.4.3

System Monitoring

Use Case ID

ROB-3

Use Case Name

System Monitoring

Version

1.0

Author(s)

ROBOTNIK. LINKS, CEA, KENTYOU

Actors

Robot Mobile Platform, Items, Carts, Sensors on-board, Human Operator, Actuator

Preconditions

•

Trigger

A global pickup call issued

Brief Description

The system will be configured and deployed to the robot fleet, when the robots are
executing the missions, its state transition can be visualized graphically in the real
time, whenever there is an error happening in the robot, it will be reported in the
monitoring interface.
-

Main Course

Post-conditions

All the conditions in ROB-2

All the procedures in ROB-2
Robot state transition information is sent to the monitoring tool

The robot is able to interact with the IoT devices located in in the environment to
accomplish the expected tasks.
All carts in the Unload area are moved to Storage area
The robot state changes are observed correctly in the monitoring interface.
Errors are reported in case of robot failures happened.

The platform will provide tools to configure the factory layout in the backend
component shared among the robots to acquire and update the latest coordinates.
It also provides the capability to model the pickup mission, then the modelled
mission is deployed into the robot fleet executing the contained sequence of
BRAIN-IoT support to actions. These actions then trigger low level commands through the platform edge
the use case
component, which provides the connectives towards CPS. In addition, the platform
provides a mechanism allowing the robot fleet to interact with heterogeneous IoT
devices, e.g., a door, through automatic deployment of the needed behaviour,
without manual setup. Furthermore, the system provides the model@runtime
features to supervise the robots states during the operation phase.
System configuration, System modelling, Repository, Execution environment with
Main relevant BRAIN- distributed computing resource nodes, Dynamic/static BRAIN-IoT services
IoT key features
deployment, Edge nodes providing communication interfaces towards CPS and IoT
devices, Integration with an external device, model@runtime monitoring.
•
•
Relevant
objectives

technical

•
•
•

Ease the development of service robotic application.
Scalable distributed deployment in a cluster composed by heterogeneous
hardware types.
Interoperability between robots and door.
Dynamic deployment to interact with the environment without requiring
manual setup.
Real time robot states synchronization with its visual supervision.

Table 6 – Description of use case “System Monitoring”

Deliverable nr.
Deliverable Title
Version
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3.4.4

Detection of anomalies in battery sensors

Use Case ID

ROB-4

Use Case Name

Detection of anomalies in battery sensors

Version

1.0

Author(s)

ROBOTNIK, LINKS, IM

Actors

Robot Mobile Platform, Sensors on-board, Human Operator, Human Operator

Preconditions

The system must allow access to data from the battery sensors of each robot in
order to detect anomalies.

Trigger

Anomalies are detected in the robot sensors related to battery.

Brief Description

The information from the different sensors will be correlated and their evolution
over time will be studied in order to detect when a sensor is failing or is
miscalibrated.
•
•
•

Main Course

•
Post-conditions

The robot is operating normally
An external or internal issue causes the battery monitoring to be non-optimal.
Depending on the robots used, there are different sensors from the actors to
handle:
-Turtlebot: pose, [current speed of wheels], voltage, current state of elevator -RB1 and others: pose, [current speed of wheels], voltage, current state of
elevator.
One of the monitored sensors triggers an alert.

Issuance of alerts on the sensor that presents some anomalies

The platform installs BRAIN-IoT services in the robots that could detect battery
BRAIN-IoT support to
anomalies. Moreover, an alarm or signal will be issued to the system in case of
the use case
the failure. Meanwhile it also can be reflected into the monitoring interface. .
System modelling, Repository, Execution environment with distributed computing
Main relevant BRAINresource nodes, Dynamic/static BRAIN-IoT services deployment, Edge nodes
IoT key features
providing communication interfaces towards CPS, Model@runtime monitoring,
BRAIN-IoT Anomalies Detection Service.

Relevant technical
objectives

•
•
•

Apply a reusable anomalies detection service to robot battery sensors.
Scalable distributed deployment in a cluster composed of heterogeneous
hardware types.
Real time robot states monitoring.

Table 7 – Description of use case “Detection of anomalies in battery sensors”

Deliverable nr.
Deliverable Title
Version
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3.4.5

System Resiliency

Use Case ID

ROB-5

Use Case Name

System Resiliency

Version

1.0

Author

ROBOTNIK, PAREMUS, IM, LINKS

Actors

Robot Mobile Platform, Sensors on-board, Human Operator, Human Operator

Preconditions

All the procedures in Use Case ROB-2, ROB-4, ROB-5
•
•
•
•

Trigger

Brief Description

Anomalies are detected in the robot sensors related to battery.
Physical attack, e,g. the robot is damaged
A critical BRAIN-IoT service is down
A BRAIN-IoT service requiring the specific and high computing recourses
hosted in the robot is down

When the robot fleet is running, any failure in the above triggers happen will be
managed by the system to redeploy the needed software component in another
available and optimal computing resource.
The robot fleet is operating normally.
Some unexpected failures happened during the execution runtime.
Case 1: Robot goes down due to several reasons
a. Battery runs out
b. Physical attack to the robot
Case 2: A critical BRAIN-IoT service without requiring high computing recourses is
down in case of a single point failure.
Case 3: A BRAINI-IoT service requiring specific computing recourses (e.g. storage,
CPU) is down, such as a Machine Learning Algorithm processing a big quantity of
data.

Main Course

Post-conditions

The system coped with the different failure cases and recovered to the normal
execution state.
For Case 1, the BRAIN-IoT services running in the failure robot are re-deployed to
another available robot in the fleet.
For Case 2, the single failure is recovered by migrating this service to another
available computing resource in the system hosting in Cloud, Edge, or a robot.
For Case 3, the resource demanding BRAIN-IoT service is automatically redeployed
to the optimal hosts which provides the optional computing capability.

The platform is designed to be resilient for unexpected failure recovery, in this way,
BRAIN-IoT support to
the system can be self-healing due to robot down, single point failure and some
the use case
attacks.
System modelling, Repository, Execution environment with distributed computing
resource
nodes, Dynamic/static BRAIN-IoT services deployment, Edge nodes
Main relevant BRAINIoT key features
providing communication interfaces towards CPS, model@runtime monitoring,
BRAIN-IoT Anomalies Detection Service, System Resiliency .
Deliverable nr.
Deliverable Title
Version
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Relevant technical
objectives

•
•

Failure recovering through dynamic redeployment feature.
Redeployment optimization with respect to computing capability constraints.

Table 8 – Description of use case “System Resiliency”
3.5

Use Cases Modelling

The following Figure presents the UML use case diagram for service robotics system. It shows use cases
described above connected to their actors.

Figure 8 : Use Case Diagram for Service Robotics
In this section, we also use UML State Machine Diagram to specify the behaviour of the robot based on the
descriptions presented above. State machine diagram is used to describe the changes of robot state, in
response to interactions with other objects / components or with actors. As shown in Figure 9, the diagram is
represented by finite state automata, in the form of state graphs, connected by directed arcs, which describe
the transitions. The transitions and their guards are explained below:
Guards:
• CartAvailable : Check the availability of carts at unload Area,
• Door: check if the object in front is a door,
• Cart: Check if the object in front is a cart,
• Exception: check if obstacle is in front.
Deliverable nr.
Deliverable Title
Version
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Transitions:
• Goto(): push a robot to a specific position,
• orderOpen(): robot send signal to door to open it,
• pickCart(): push robot to lift the cart towards the storage area.

Figure 9 : Robot Behaviour

Deliverable nr.
Deliverable Title
Version
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3.6

Smart Behaviours

In the previous iteration, the use case now presented as ROB-2 (Multi-Robot Pickup Mission) was solved by
modelling, deploying, testing and verifying BRAIN-IoT Services for a central orchestrator, the robots and a door
as an external element. The new definition of this use case is more ambitious in terms of the handled variables,
and its resilience. The multi-agent system style for the overall system is already described in previous section.
Here some specific features that need the development of additional Brain-IoT Services are detailed.
In use case ROB-2, data gathered from designated sensors needs to be evaluated in near real-time, in order
to check for potential anomalies related with a variety of known causes, and unknown problems as well.
In use case ROB-4 (Detection of anomalies in battery sensors), ROS system in the robots will provide data
about battery usage given by the battery voltage, that will allow to correlate battery information with the
behaviour of the robot over time. The “Robot Agent System” will interact with a version of the “s0nar Brain-IoT
Service” that will use this data to train and make use of its ML systems to generate alerts of potential anomalies
with metrics for these anomalies. These alerts will be handled by the Robot Agent System including problems
with battery lifecycle.
The anomalies detection component will be trained with different robots in the same real scenario. The
performance of this component with no prior data, trained during execution of one robot in the real scenario
will also be tested.
The “Robot Agent System” will handle different policies that, activated by the anomalies raised, will change
current work plan for the robot addressing corrective actions such as:
• Cancel current route if necessary, notifying the other robots.
• Raising an operator level alert of battery malfunction.
• Worst-case scenario, stopping the robot and raising an operator level alert.
For use case ROB-2, an additional Robot Fleet Planner component is required also in order to handle variables
outside the scope of Robot Agent System:
• Number of robots.
• Priorities of items.
• Number of carts.
3.7

Security Perspective

This section will focus on the analysis of the scenarios and use cases regarding security and safety perspectives
in order to define possible misuses in service robotics system.
The objective of this initial analysis is to identify possible abnormal behaviour of systems that could prevent
from the good proceedings of the above described scenarios by leading to safety issues (e.g. physical integrity),
direct or indirect financial lost (e.g. destruction of “goods”, damage to the image and reputation, etc.) or privacy
issues (e.g. leakage of personal or private data, unauthorized use of personal data, etc.).
This analysis has been used as a base to the further work undertaken in Work Package 5 to perform the security
assessment and threat modelling and build appropriate countermeasures to enhance the security of scenarios
and use cases. However this analysis was only a small part of WP5 as this section aims at making sure the
BRAIN-IoT scenarios runs smoothly, whereas the WP5 produces a global risk assessment on the whole
infrastructure of the two end-users.

Deliverable nr.
Deliverable Title
Version
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As described in Section 3.1, this scenario is built around 3 main challenges: “move a load”, enable autonomous
decision making within processes and dynamicity in the shop-floor through “ad-hoc” actions. Independently
from the context, to overcome those challenges, this scenario defined 3 main possible interactions: Robotthing interaction, Robot-environment interaction, Robot-robot interaction. Based on those interactions, we can
identify 3 categories of essential means, which are critical to maintain the normal behaviour of the whole system
and scenario:
• The robot
• The “things” (door opener, conveyer belt, etc.)
• The environment (alarm systems, obstacles, etc.)
Corruption of any of those essential means or their interfaces could lead to unwanted events or behaviours.
Therefore, as far as all means are interconnected in some ways, the system as a whole will be corrupted.
Table below gives some possible abnormal behaviours of system components, that can be observed and can
impact the run of the scenarios, and the attacks which can have caused them. This step ensured partners to
have an idea of what type of security solutions should be applied and where in order to make sure scenarios
runs smoothly. However the whole risk assessment and requirements elicitations for both use-case
infrastructures are detailed in deliverable D5.5.
Abnormal behaviour

Impact

Threats example
•

Door does not open
when the robot is coming

Introduce delay in the •
robot
delivery
process
•
•

Robot are not well
coordinated to reach the
common
objective
/
process

Introduce delay or •
error in the robot
delivery process
•
•

Robot is not following the
right path

Introduce delay or
error in the robot •
delivery process, or
damage the load
•

Availability: door opener actuator is not listening to
the robot request because of radio jamming
Integrity: robot request to door opener sensor have
been modified “on the fly” by a malicious person or
equipment
Authenticity: malicious person or equipment sends a
“close door” request in the name of the robot
Availability: robot is not listening to other robots
request because of radio jamming
Integrity: robot “request for support” have been
modified “on the fly” by a malicious person or
equipment
Authenticity: malicious person or equipment sends a
“request for support” in the name of the other robot
Availability: robot sensors are unable to detect events
/ obstacles because of physical destruction
Integrity: robot sensors are not detecting properly
obstacles because of physical “camouflage”
Authenticity: robot sensors values are modified by
malicious program

Table 9 - Identified abnormal and potential threats for Service Robotics use case
3.7.1

Mitigation

The deliverable D5.1 “Initial Threat modelling and Security assessment” presented a security assessment
methodology of Figure 10 and provided a first implementation of this methodology on the project use case
infrastructures, namely the Water Critical infrastructure and the Service Robotics. More precisely, this deliverable
is focused on identifying the critical assets of use cases infrastructures and the potential threats and
vulnerabilities that might compromise them.
Deliverable nr.
Deliverable Title
Version
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Assets
identification

D2.1 & D2.2
Threats and
vulnerabilities
identification &
modelling

Security
requirements

Threats
database

Scoring & Mitigation

Security
objectives

Figure 10 : Risk analysis methodology
In the second iteration, the deliverable D5.4 “Updated Threat modelling and Security assessment“ depicted the
two next steps of the methodology implementation on the use-cases infrastructure. The D5.4 gathered indeed
the list of security objectives that cover identified threats and the security requirements that implement these
security objectives based on the following threats categories:
• Physical damage
• Natural events
• Loss of essential services
• Disturbance due to radiation
• Compromise of information
• Technical failures
• Unauthorized actions
• Compromise of functions
Finally in deliverable D5.5, partners decided first to update the results obtained during the second iteration of
the methodology and then to check the full covering of each security requirement identified through the
methodology. By doing this, partners highlighted the remaining vulnerabilities in the whole end-user
infrastructures.
However as deliverable D2.6 is focused on the defined BRAIN-IoT scenarios, Table 10 presents the security
solutions developed in BRAIN-IoT to cover the potential attacks identified in Table 9. In this case the focus is
indeed on BRAIN-IoT scenarios and not as D5.5 in the whole end-user infrastructure.
Abnormal
behaviour

Threats example

Availability: door opener actuator is not
listening to the robot request because of radio
Door does not jamming
open when the
robot is coming Integrity: robot request to door opener sensor
have been modified “on-the-fly” by a malicious
person or equipment
Deliverable nr.
Deliverable Title
Version

Security measures brought by BRAINIoT

In the BRAIN-IoT Fabric: Secure Remote
Transport: no risk of Man-in-the-middle
snooping/alteration of
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requests/responses. TLS with mutual
authentication used to ensure the identity
of the local and remote sources.
In the BRAIN-IoT Fabric: Secure Remote
Transport: no risk of Man-in-the-middle
Authenticity: malicious person or equipment
snooping/alteration of
sends a “close door” request in the name of the
requests/responses. TLS with mutual
robot
authentication used to ensure the identity
of the local and remote sources
Availability: robot is not listening to other
robots request because of radio jamming
In the BRAIN-IoT Fabric: Secure Remote
Transport: no risk of Man-in-the-middle
Integrity: robot “request for support” have been
of
Robot are not modified “on the fly” by a malicious person or snooping/alteration
requests/responses.
TLS
with
mutual
well coordinated equipment
authentication used to ensure the identity
to reach the
common
of the local and remote sources
objective
/
In the BRAIN-IoT Fabric: Secure Remote
process
Transport: no risk of Man-in-the-middle
Authenticity: malicious person or equipment
snooping/alteration
of
sends a “request for support” in the name of the
requests/responses. TLS with mutual
other robot
authentication used to ensure the identity
of the local and remote sources
Availability: robot sensors are unable to detect
events / obstacles because of physical
destruction
Integrity: robot sensors are not detecting
properly obstacles because of physical
“camouflage”

Robot is
following
right path

In the BRAIN-IoT Fabric: Secure Remote
Transport: no risk of Man-in-the-middle
not
snooping/alteration
of
the
requests/responses. TLS with mutual
authentication used to ensure the identity
Authenticity: robot sensors values are modified of the local and remote sources.
by malicious program
Moreover we can imagine that after the
BRAIN-IoT Project the sOnar component
can be improve to cover this use-case, as
it covers already the detection of
anomalies in battery sensor.

Table 10 – Security measures brought by BRAIN-IoT to avoid abnormal behaviour in the Service
Robotics use case

Deliverable nr.
Deliverable Title
Version
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3.8

Innovations

In Table 11, we explain how the innovative project functionality improves the service robotics.
ROB scenario
Before

After

-Robotic system is designed and envisioned as per the -Modelling the problem allow us to reuse knowledge.
engineer knowledge
-Configuration is made easy as the interactions are
-Robotic system requires a lot of configuration or modelled. Seamless integration with devices speed up
even new SW development due to interactions the process. OSGI bundles extendedly used in IoT
between robots or with other devices of third parties. domain are now available. WoT descriptions
standardize future interactions between devices.
-Fine tuning must be done after checking each device
performance.
-Decentralized paradigm is made easy with Fabric.
Dynamic deployment is very useful for robotic
- Multi robot system relies on a server-based system application. Different instances of the same program
(centralized) due to limitations on the device-device make scaling up possible.
communication. Multi-master approach is used but
this confronts the easiness for scaling up due to -Security is strengthened while relying on well-proven
problems with multiple instances of one ROS SW security solutions but also on innovative ones like data
node.
analysis AI.
-Security is very basic.

-Data Analysis AI can be put in place with multiple
objectives, including preventive maintenance. Tools
-Monitoring tools are per robot mainly. Data analysis like sensiNact can be used for monitoring all the
is done on demand, usually after a failure and interactions at once, not only of the robotic system,
manually.
but of every device.
Table 11 – Innovations brought by BRAIN-IoT for Service Robotics

Table 12 indicates the measure proofing the benefits that the functionality brought to each use cases mapped
with the project technical objectives described in Annex A3.
UC-ID
ROB-1

UC-Title
Pickup Mission

ROB-2

Multi-Robot
Pickup Mission

ROB-3

System
Monitoring

Deliverable nr.
Deliverable Title
Version

Benefits of BRAIN-IoT solutions

UTO

Partners

-Facilitating the specification of robots system behaviour
and modelling the interconnections between devices.
- Enabling simulation and validation of robot system
before executing it in the real environment.
-Enabling automatic generation of code from the model
and its deployment in execution platform.
-Strengthen security of communications
-Simplify administration tasks related to fleet security.

UTO1,
UTO3

UGA,
PAREMUS

- Observing the robot states in real time during the
operation phase.
UTO 4.2 CEA
- Reporting errors in case of robot failures happened.
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ROB-4

ROB-5

-Improve system resilience and reliability.
-Make data analysis and anomaly detection in real time
-Detect anomalies in the battery of the robots, anticipating
Detection
of
to a wide range of problems.
anomalies
in
UTO2.2, IM
-Allow the resignation of the robot missions to enable
battery sensors
successful delivery.
-It is able to adapt to different battery capacities and
consumptions
System
Resiliency

-Innovative use of and extensions to basic OSGI RSA stack
to permit autonomous redeployment and rebuilding of
UTO2.1 PAREMUS
software that was running on failed compute resources to
other hardware within the fabric.

Table 12 – Benefits of BRAIN-IoT Solutions for Service Robotics UC.

Deliverable nr.
Deliverable Title
Version
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4

Critical Water Management Infrastructure

The services of water supply are associated to a series of infrastructures that are considered, in accordance
with European norms, as critical, and therefore, they are bound to a series of conditions for their development,
especially in the technological aspect. EMALCSA covers the whole water cycle and its core business is the
production and supply of drinking water and waste water treatment, ensuring compliance with legal,
contractual, regulatory environment, moral and ethical.
4.1

Vision Scenarios

The objective of the massive implementation of IoT-based systems is basic for the water management sector,
where most of the processes are associated to disperse infrastructures in large and varied geographical sites,
with numerous interactions with other elements and services related to the Human activities. The sharing of
information in a safe and efficient manner is a challenge for the future in order to optimize the actions in urban
surroundings to simplify and improve the citizen’s life. The development of models and their implementation
in multi-access platforms (internal usage, clients, responsible entities, etc.), constitutes a knowledge and
technological challenge for the sector. The water systems are currently being exploited from various platforms
with potential for wireless communication. However, they would require development for the correlation of
data, its analysis and the creation of indicators and processes that allow for a better usage of the infrastructure’s
maximum potential. Part of the systems that helps to develop the business processes are implemented in a
platform that was self-developed called SICA, the general purpose that covers a great deal of the necessities.
As shown in Figure 11, for the Critical Water Management Infrastructure, the evaluation scenario consists to
collect and exploit massive data from geographically distributed and heterogeneous devices and platforms
(for water quality/level monitoring and treatment) in order to enhance and optimize the usage of existing
infrastructure. This quantity of data can be used also to provide information that give value to the staff involved
in the management of the water processes and to improve the processes themselves. Nowadays the sensors
and the system can collect big quantities of data, but it is necessary to add intelligence or tools to these systems
in order to perform a treatment over these data in such a way that they can provide new exploitable information
to the business layer.
Planned scenarios aim to leverage prediction models (based on the collected data), in order to increase the
security of water supplies, to optimize the underlying costs, to enhance the services for end-users and to
connect the infrastructure to other urban services. Exploiting collected data will help to create more accurate
indicators for decision making, and for real-time, smart and adaptive control procedure and more generally
more efficient and automated business processes. For evaluating scenarios and developments carried on
during the project, a mock-up called MEDUSA was built in the CTICC facilities. The CTICC is the Centre for
Technological Innovation in Construction and Civil Engineering (CITEEC in Spanish) placed into University of
Coruña. MEDUSA was built under the management of EMALCSA with the collaboration of the Coruña University
regarding the hydraulic design, ABN Company that has supplied the piping systems in heat-welded
polypropylene with proprietary technology of national manufacture, and Tecdesoft that has deployed the
electronic infrastructure.
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Figure 11 – Overview of Critical Water Management Infrastructure
In Annex A2, we provide a detailed description of the MEDUSA infrastructure, indicating all the elements of the
infrastructure organized as following:
• A2.1 Physical infrastructure.
• A2.2 Actuator and sensor infrastructure.
• A2.3 Electronic infrastructure.
• A2.4 Network infrastructure.
• A2.5 Safety protections.
Table 13 summarizes the main objectives of Critical Water Management Infrastructure aligned with BRAIN-IoT
technical objectives presented in Annex A3.
UCO Description

Project
TO

UCO-1

Provide decision-making capabilities based on data analysis and ML models to decide
about the amount of output water flow and which spill gates should be opened

UTO1

UCO-2

Enable integration between different platforms and guarantee the communication
between them for exchanging data and information

UTO 2

UCO-3

Ensure the security of communication between the water infrastructure platforms and
devices

UTO 3

UCO-4

Detect abnormal situations in water infrastructure devices and provide alternative
control system for ensuring resilience and reliability

UTO 4

UCO-ID

Table 13 – Objectives of Water Management Infrastructure
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4.2

List of Stakeholders

We distinguish four groups of stakeholders in the Critical Water Management Infrastructure scenario:
Group 1 – Companies and institutions that manage urban water supply and sanitation systems. Basically
private companies, municipalities or communities that manage services in concession or direct regime
and have infrastructures similar to those described in the case of use and may be interested in reproducing
the model in whole or in part. In BRAIN-IoT context, for instance:

▪

o

EMALCSA.

o

EDAR BENS SA.

Group 2 – Technical developers of platforms and systems. Management platforms like SICA need to be
developed; modules and functionalities need to be programmed and should support different languages.
Once the system has been deployed, it needs to be maintained. In BRAIN-IoT context, for instance:

▪

o

Tecdesoft.

Group 3 – Manufacturers and integrators of monitoring systems for water systems, where the current
dispersion of technologies is a challenge when the facilities need to be optimized and managed. In BRAINIoT context, for instance:

▪

o

Wavecom.

o

BRAIN-IoT consortium.

Group 4 – Communities of users for which the technology of the project can suppose an important
advantage. For them, to improve the quantity and quality of information is necessary; and also to improve
the time of response of incidents in public services for the citizens. In BRAIN-IoT context, for instance:

▪

o

Chair of Water – University of Coruña.

The second group is more focused in software developers, whereas the third Group is more focused in people
that have to integrate different systems. The Chair of Water – University of Coruña manages the framework
that seeks to advance in the knowledge of urban water system management strategies, taking a step forward
in the consolidation of a model of scientific-technical collaboration.
4.3

List of Users and Entities

In this section, we present UML diagrams that classify users (Figure 14), devices (Figure 13) and physical entities
(Figure 12) from the Critical Water Management Infrastructure based on the IoT domain model presented in
Section 2.2.
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Figure 12 - Physical entities from MEDUSA

Figure 13 - MEDUSA devices

Figure 14 - MEDUSA users
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4.4

Use Cases Description

In the Critical Infrastructure of Water Management System, three use cases have been defined in order to
evaluate the main features, concepts and developments of the BRAIN-IoT project. These use cases were
originally defined in the deliverable D2.4 and in this deliverable D2.6, the targeted use cases will be updated
following the progress of the project activities.
In this section, the description sheets of Critical Water Management Infrastructure use cases are given
according to the template of Table 2 followed by detailed explanations of each use case.

4.4.1

Resilience to devices failures

Use Case ID

CWMI-01

Use Case Name

Resilience to devices failures.

Version

01.01

Author

Diego Fernández

Actors

•
•

MCS (MEDUSA Control System).
SICA-MEDUSA Platform.

•

The sensors and actuators are installed in MEDUSA infrastructure and working
normally.
Logic of MEDUSA running in Node-RED (programming tool for wiring together
hardware devices, APIs and online services) and managing the actuators.

Preconditions

•

Trigger

SICA-MEDUSA receives wrong data from some device.

Brief Description

The water infrastructure has different measure devices and sensors placed in different
locations that get and transmit data to the water system for its management. The system
needs to be resilient to failures of the devices. In this use case, BRAIN-IoT system takes
the decisions needed to guarantee the security and safety of the facilities using the DRS
(Detection and Responsive System) deployed by the platform.
•
•

Main course

•
•
•

Post-conditions

Brain-IoT support
to the use case

One or more electric valves are opened or closed.
•
•
•
•
•
•
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BRAIN-IoT system obtains from SICA-MEDUSA the values of flow meters and water
levels (sensors), and also electric valves and pumps (actuators)
BRAIN-IoT system predicts the water consumption in control points and the level
of the header deposit.
BRAIN-IoT system looks and detects a device failure or a wrong measurement.
BRAIN-IoT system infers the outputs for controlling actuators.
BRAIN-IoT system sends commands to MCS to act over the correspondent
actuators for ensuring the consumption.

DRS provides a prevision of water consumption in control points.
DRS provides detection of wrong measurements or device failures.
DRS provides a prevision about how the electric valves shall be opened and closed.
Edge Node allows to manage the communication with SICA-MEDUSA and valves.
Modelling Tools allow to model and simulate the system components and their
interactions.
BRAIN-IoT Fabric runs smart behaviors.
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Main
relevant
BRAIN-IoT
key
features

•
•
•
•

Edge Node.
Detection and Responsive System (DRS).
BRAIN-IoT Fabric.
Modelling Tools.

Relevant technical
objectives

•
•

Deploy DRS related to the resilience.
Raise commands in function of the DRS outputs.

Table 14 – Description of use case “Resilience to devices failures”
The objective of this use case is to validate the resilience of the system in case of hydraulic failures. In this use
case the hydraulic system works in a normal situation of consumption with a defined consumption curves in
the entrance of the water meters sections. These curves represent the real consumption in the corresponding
four places of Coruña city:
▪
▪
▪
▪

High Eirís: output of the “High” deposit (Sector E).
Eirís: output of the “Bottom” deposit (Sector D).
Pocomaco and Mesoiro: output of the “Header” deposit to the unique pipe for commercial
consumption (Sector C).
Penamoa: output of the “Header” (Sector C).

In the next figure, it is indicated the four places in the mock-up infrastructure.

Figure 15: Points in MEDUSA where the consumptions must be simulated.
The curves are achieved with the opening and closure of the electric valves of every section of water meter,
simulating the real consumption of the costumers. The resilient of the system is validated in terms of guarantee
that the consumption can be ensured in those points. One scenario is to simulate the failure of an electric valve
in a pipe and to ensure that BRAIN-IoT platform can recirculate the water for another pipe, controlling the
electric valves that allows that, and according to the DRS that have been trained for these real failures. Another
possible scenario is to simulate the failure of a flow meter and to ensure that BRAIN-IoT platform can recirculate
the water to other sections with the same idea of ensuring the consumption curves. DRS (Detection and
Responsive System) use Machine Learning techniques for the detection of failures. The responsive part is based
on defined rules, acting as expert system.
In this use case, we consider two types of failures:
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A) Case of electric valve failure
In the next figure, the pipes in blue indicate the normal circulation of the water in the hydraulic circuit. The
water flow in the red circle indicates the water consumption targeted that shall be maintained.

Figure 16: Normal water distribution between regulatory and header deposits.

If there is a failure in the electric valve C.FV002 marked with an “X” in Figure 17, the electric valve C.FV006 must
be opened for ensuring the distribution to the section corresponding to the commercial consumption. The way
to test it is to launch manually a command to the electric valve C.FV002 for closing it. The BRAIN-IoT system
shall detect that there is an issue in the electric valve, detecting a wrong functionality of the electric valve or
detecting that there is an abnormal consumption in the flow meter point mainly because less water flows.

Figure 17: Cut of water distribution due to failure of the electric valve C.FV002.

As shown in Figure 18, the BRAIN-IoT system, ruled by the smart behaviour, shall trigger the commands in
order to open the electric valve C.FV006 and guarantee the water supply to that pipe. The system shall also
check if some more elements need to be controlled in order to guarantee the right consumption curve, for
instance the pumps and electric valves.
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Figure 18: Alternative water distribution in case of failure of C.FV002.

B) Case of flow meter failure
In this second case of testing, a failure over the measure of a water meter or flow meter will be triggered. The
flow meter targeted is the “E.FT001” in Figure 19 that represents the output of the high deposit, and this failure
can mean that there is a problem in the output of the deposit. A way of triggering this failure is to bring a
magnet closer to the flow meter in order to force a wrong measurement of the device. In case that the magnet
could cause a damage in the device, the valve E.FV001 is used for simulating the wrong measurement in the
flow meter, sending a manual command for closing some percent of the valve. If the pipe is not filled enough,
the flow meter obtains a wrong value because an electromagnetic device needs a minimum level of water
inside the pipe for measure the correspondent value. In this case the consumption that shall be guaranteed is
indicated in red circle in the next figure over the flow meter E.FT001.

Figure 19: Consumption to be guaranteed.

In the next figure, the pipes in blue indicate the normal circulation of the water along the hydraulic circuit in
main sectors related to this scenario. For the others pipes also the water shall flow, but the blue colour is for
highlight the main flow of the use case.
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Figure 20: Normal water distribution between regulatory and high deposits.

As shown in Figure 21, for ensuring the distribution to the section corresponding to the domestic consumption,
the electric valve E.FV010 must be opened, the D.FV001 must be closed and the pump D.B001 must be stopped.
The way to test it is to launch manually a command to the electric valve E.FV001 for closing it during a small
time, or moving a magnet closer to the flow meter if it is feasible. The BRAIN-IoT system shall detect that there
is an issue in the measurement, detecting an abnormal consumption in the flow meter point.
The BRAIN-IoT system shall also check if some more elements shall be controlled in order to guarantee the
right consumption curve, for instance the pumps and electric valves.

Figure 21 : Alternative water distribution in case of wrong measure of E.FT001.
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4.4.2

End-to-end security of devices data

Use Case ID

CWMI-02

Use Case Name

End-to-end security of devices data

Version

02.01

Author

Diego Fernández

Involved Actors

Preconditions

•
•
•

SICA-MEDUSA Platform.
IoT Network (including LoRa Gateway & LoRa Server).
Hydrao water meters.

•

The Hydrao water meters are installed in MEDUSA infrastructure, configured and
ready to measure a value and send it to the LoRa gateway.
The LoRa gateway is configured and able to communicate with the LoRa devices.
A LoRa Server is deployed and interconnected with the LoRa gateway.

•
•

Trigger

LoRa gateway receives data from the water meters.

Brief Description

Water infrastructure has a lot of measure devices and sensors placed in different
locations that get and transmit date to SICA for its management. The data transmission
needs to be secured and protected of vulnerabilities and attacks. In this use case,
BRAIN-IoT system provides data integrity and confidentiality, in order to ensure that
the measured data is protected during the transmission.
•
•

Main course
•
•
Post-conditions
Brain-IoT support
to the use case

Main
Brain-IoT
features

relevant
key

Hydrao water meters encrypt and authenticate the data to be sent.
Hydrao water meters send the data over the IoT Network to the BRAIN-IoT
system.
BRAIN-IoT system checks the authentication of the data and decrypts them.
BRAIN-IoT system sends the data to SICA-MEDUSA.

Data is stored in SICA-MEDUSA data base without modification or eavesdropping
during the transmissions.

•

BRAIN-IoT system provides libraries of security for data encryption and
authentication.
BRAIN-IoT system ensures the security during all the communication flow.

•
•
•
•
•

Security Module for Hydrao devices.
Secured Gateway Service
Distributed AAA Server
Edge Node.
BRAIN-IoT Fabric.

•

Relevant technical Ensure the data encryption and authentication between IoT devices and SICA-MEDUSA
objectives
platform.
Table 15 – Description of use case “End-to-end security of devices data”
The objective of this use case is to show the security solutions developed in the BRAIN-IoT project in order to
overcome the existing limitations in terms of security for devices based on Low Power Wide Area Networks
(LPWAN) as LoRaWAN, and to highlight their relevance in critical infrastructure as Water Management
Infrastructure. Through the two cases: with a secured and an unsecured device; partners aim at proving the
benefits of the solutions in order to ensure end-to-end encryption, authenticity and authentication of data and
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at presenting the disastrous consequences of a cyber-attack on devices using LPWAN. The IoT devices for
water measures are provided by STM-GNB and belong to Hydrao (Figure 22). This type of device contents a
turbine to measure the water flow.

Figure 22: Hydrao water meter
As shown in Figure 23, these water meters are deployed in MEDUSA infrastructure, replacing some existing
devices in their original places.

Figure 23: MEDUSA infrastructure with Hydrao devices and LoRa components.
The water meters are constrained devices, limited battery and CPU, using Low Power Wide Area Networks as
LoRaWAN. The Security Module is deployed on the devices in order to encrypt measures before sending them
on the network (see Figure 24).
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Figure 24: BRAIN-IoT security solutions

4.4.3

Smart management of spillgates

Use Case ID

CWMI-03

Use Case Name

Smart management of spillgates.

Version

03.01

Author

Diego Fernández

Actors

•
•

MCS (MEDUSA Control System)
SICA-MEDUSA Platform.

•

The sensors and actuators are installed in MEDUSA infrastructure and working
normally.
Logic of MEDUSA running in Node-RED and managing the actuators.

Preconditions
•
Trigger

SICA-MEDUSA receives data from the dam devices.

Brief Description

The Cecebre dam provides water to the metropolitan area of Coruña. When the level of
water reaches a specific level, the spillgates shall be opened. This opening is manually
triggered in the real scenario. In this use case, BRAIN-IoT system predicts when the
spillgates shall be opened in function of the prevision of the water contribution to the
dam.
•

•
•
•

Main course

Post-conditions
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BRAIN-IoT system obtains from SICA-MEDUSA the values of sensors used to
measure the Water Height (WH), the Rain Precipitation (RP), and the opening level
of the electric valves that simulates the Spillgates.
BRAIN-IoT system predicts the water output flow (WF).
BRAIN-IoT system infers the output of opening a valve that represents a spillgate.
BRAIN-IoT system sends commands to MCS to open the corresponding electric
valve.

One or both electric valves are opened after the output of the Prediction and
Optimization System (POS) of BRAIN-IoT system.
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•

POS provides a prevision about when the gates shall be opened and trigger an
alarm to the responsible person.
Edge Node allows to manage the communication with SICA-MEDUSA and valves.
Modelling Tool allows to model and simulate the system components and their
interactions.
BRAIN-IoT Fabric runs smart behaviours.

Main
relevant
BRAIN-IoT
key
features

•
•
•
•

Edge Node
Prediction and Optimization System (POS)
BRAIN-IoT Fabric
Modelling Tools

Relevant
technical
objectives

•
•

To deploy POS related to the spillgates control.
To raise an alert or command in function of the prevision of the POS.

•
Brain-IoT support
to the use case

•
•

Table 16 – Description of use case “Smart management of spillgates”

The objective of this use case is to provide predictions regarding the water level and the periods of water
contributions to the dam. MEDUSA simulates the real behaviour of the Cecebre dam. In this real scenario, there
are periods of time when the level of the dam increases a lot due to the water contributions from rivers and
rains. For instance, there may be periods on November or March when these situations can happen. The
contribution of the water is simulated with a pump submerged in the MEDUSA water channel. This pump
pumps water to the dam following a schedule based on real curves of water levels and rain precipitation, and
this functionality belongs to the internal algorithms of MEDUSA functions. As shown in Figure 25, the real
spillgates are simulated with two electric valves installed in the output of the dam.

Figure 25: Electric valves that simulates the spillgates.
The objective of BRAIN-IoT is to control both electric valves in order to ensure that the water does not reach a
maximum level in the dam as shown Figure 26.
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Figure 26: MEDUSA infrastructure with the spillgates.
The POS will learn during a couple of weeks the cycles of operation in order to be able to predict when the
electric valves shall be opened or closed. After that, the smart behaviour is able to do predictions and to send
the corresponding commands to Node-RED through sensiNact.

4.5

Use Cases Modelling

In this section, we will complete the textual description of EMALCSA use cases presented in the previous
Sections with UML diagrams that can help to understand the needs.
First, we represent the different needs of the system using the use case diagram of Figure 27. The diagram
shows actors connected by associations to their use cases.
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Figure 27: Use case diagram of water management scenario.

Then, we use sequence diagrams to specify the behaviour of each use case. Theses diagrams represent the
interactions between the system considered as black box and its actors. In Figure 28, we describe the behaviour
of the use case “Smart management of spillgates” presented in section 4.4.3.

Figure 28: Sequence diagram describing the use case “Smart management of spillgates”
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4.6

Smart Behaviours

In previous iterations, specific BRAIN-IoT Services were developed and deployed for the use case now labelled
as CWMI-03 (Smart management of spillgates). Aligning with the reorganization, new scope and goals for the
mover advanced features of the current and final definition of the Water Infrastructure Management Scenarios
were added, and it is better to first review the differences with the previous context and how much the approach
has been changed.

4.6.1 Previous approach and context
In previous iterations, the real-world infrastructure of EMALCSA, and a cloned version of its real data
management and alert system, SICA, were the interface with all the sensors and actuators, plus the underlying
logic in some of these devices (like how to control the opening of the spillgates in the Cecebre dam).
For CWMI-03, were BRAIN-IoT analysis and exploratory development went deeper than with other use cases,
specific components were developed to provide prediction capabilities in order to help to optimize the decision
about how much water output should be allowed in a daily basis (simplifying).
To briefly recap, the main elements were:
• Machine Learning models were trained using real world data from the Cecebre dam. The goal for these
models was only to provide a prediction, a suggestion, about an optimal amount of water output in
the Cecebre dam.
• Using this information and additional layer of classic if-then-else rules in the style of expert system was
built using expert knowledge about quality of water in Cecebre, gathered from EMALCSA experts.
• This was packaged as a BRAIN-IoT Service in the BRAIN-IoT Fabric Runtime.
• In the same Runtime, an instance of what back then was the sensiNact Bridge was also deployed,
providing our components with access to communication with EMALCSA SICA system.
• SICA system provided access to real world like input data from the sensors.
• SICA system provided also a user interface with the EMALCSA operators, where predictions,
suggestions and alarms could be shown.
• The output of the system that was built was meant to not handle directly any actuator, but to provide
the operators with useful suggestions and alarms. In the real-world infrastructure context this was
aligned with what EMALCSA wanted. For easily understandable reasons, it was never considered a
viable goal to directly handle the dam spill gates.
• It was not a part of the BRAIN-IoT components development, how to handle the fine detail of the
opening of the spill gates, because this was already an existing feature.
A couple of additional remarks. The functionality provided by sensiNact Bridge + sensiNact Gateway included
two communications protocols where one is specific (the Bridge with SICA) and another one is “generic” and
fully reusable in this project (interface with Brain-IoT Fabric). The functionality provided by the Prediction BrainIoT Service was developed specifically for this use case, and could not be easily reused outside of this context,
even if the ML methods used (Recurrent Neural Networks, ARIMA models) are valid for any similar scenario.

4.6.2 New approach and context
Now there is a big obvious difference in the new definition of the scenario, which has not so obvious
consequences. Instead of the real-world scenario, the developed components will interface with sensors and
actuators installed in the new mock-up called MEDUSA.
MEDUSA is not a real-world infrastructure, yet it is built to simulate with high precision all the main elements
of EMALCSA infrastructure, plus: this time BRAIN-IoT components have full access and complete understanding
about all the elements involved. It must be admitted that some of the ramifications and connections of the
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water domestic distribution, for instances, have a very high complexity that was outside of the scope of this
project.
For use case CWMI-01 and maybe CWMI-02, Brain-IoT Services are needed to handle:
• Detection of anomalies in the behaviour of actuators, and information provided by sensors. These
anomalies:
◦ Some of them will be detected with rules that check for values out of boundaries.
◦ Others will require more advance methods to detect values that seem to be valid (values within
bounds), yet they represent an abnormal behaviour.
• During the abnormal period, forecasts of expected consumption are made for four control points. The
control points represent the water consumed for four different consumption networks, with different
types of consumption: domestic, commercial, industrial and mixed. The values required by these
consumption networks are predicted, taking into account monthly, daily and hourly consumption
patterns. Consumption forecasts help to maintain the necessary distribution of water to the different
consumption areas during the anomaly period being able to issue actions and alerts to the system.
• Rules to apply actions or raise alarms to MEDUSA Control System. This takes into account the
anomalies detected and the forecasts of expected consumption and the values from Medusa Control
System.
In principle, due to time constraints, the development of PID control systems, or even optimizations for those
systems, is outside of our scope and considered part of MEDUSA system itself. The detection of anomalies will
be accomplished with the s0nar and s0nar Bridge Brain-IoT Service (adaptor between s0nar and Brain-IoT
Fabric) under development in this third year of the project. Testing and verification with the real use cases will
complete and enhance said component. For the response/action rules, it will be implemented in the Actuators
Behaviour Model Brain-IoT Service.
As shown in Figure 29, this Brain-IoT Service together with the response/action rules is designated as Detection
and Response System (DAS).

Figure 29: Detection and Response System
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Clarification. Regarding the use of actuators, there are several complementary software control systems in
action, in different layers:
• PID control systems are lower level, ensuring that for one expected action or output, the actuator
provides it accordingly over a period of time.
• MEDUSA overall control system, which will handle the basic knowledge of the relationships between
all elements in the infrastructure, sensors and actuators, rules and transition states for the system.
• Expert rules added to handle specific features, like in this instance, the reaction to strong or subtle
anomalies in valves or water meters in the network.
In CWMI-03, a previous iteration was developed for real world infrastructure, with a cloned version of SICA
system, and training ML models with real world data from the Cecebre dam. Nothing of these previous
components will be reused, and the data to train the new ML models would be gathered from MEDUSA only.
What remains valid, however, is the knowledge and the same basic approach and design.
Due to the lack of necessary elements in the current mock-up infrastructure for this use case, is not possible
to carry out further iterations for this use case, being the final state the one already presented during the M18
project review.
4.7

Security Perspective

The security dimension is fundamental to this use case. Ensuring the security and safety of Water infrastructure
management is of primary importance because of their vital nature to the population. Moreover, the Spanish
legislation, under which EMALCSA operates, promulgated in 2011 a law for the Protection of Critical
Infrastructures2. This provides on one hand, the necessary measures to regulate the protection of critical
infrastructures against deliberate attacks of all kinds (physical or cyber) and, on the other hand, the definition
of an organizational protection system of these infrastructures.
As an entity operating in this field, EMALCSA has the obligation to conform to the Cybersecurity National
Strategy3, on the IT and OT layers. Therefore, it is concerned by the threats and vulnerabilities that may impact
any of them. For instance, the drinkable plants are subject to specific security and safety constraints that impose
a separation policy of the IT and the OT layers.
Moreover the alteration of the data that the systems transmit remotely from the meters installed in citizens'
homes is subject to confidentiality by personal data protection regulations (such as GDPR3). The possibility that
a system allowed the "theft" of this data would have significant legal consequences for the operator and would
impact customer confidence and damage the company’s business image.
Another issue is the possible "alteration" through hacking of the values that are transmitted. In this case the
problem is fundamentally administrative, since a modification of the values supposes an alteration of the
invoicing, both in excess, altering the values towards amounts greater than the true ones, and by default, with
the extreme example of converting all the consumptions in null. In addition, in less exaggerated alterations,
where there would be a possible fraud in the application of rates and tariffs, it could also have an important
influence on business planning since production controls and also income would be artificially altered.

https://www.boe.es/diario_boe/txt.php?id=BOE-A-2011-7630
https://www.boe.es/diario_boe/txt.php?id=BOE-A-2019-6347
3
https://gdpr-info.eu/
2
3
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Table 17 below gives some possible abnormal behaviour of system components that can be observed and can
impact the run of the scenarios, and the attacks which can have caused them. This step ensured partners to
have a first idea of what type of security solutions should be applied and where in order to make sure scenarios
runs smoothly. However the whole risk assessment and requirements elicitations for both use-case
infrastructures are detailed in deliverable D5.5.
Abnormal
behaviour

Impact

Threats example

Catchment pumps
are not working
correctly

▪ Introduce absence or delay in
water treatment and water
distribution.
▪ Risk of surcharging ETAP
capacity.
▪ High electricity consumption due
to the need to discard water.

Availability: pumps are not responding to
commands because of signal interferences.
Integrity: requests to pumps have been modified
“on the fly” by a malicious person or equipment.
Authenticity: a malicious person or equipment
activates pumping that goes beyond ETAP
capacity.

Water quality
sensors are
sending
bogues/inconsistent
information

Availability: sensors are not available because of
signal interferences, preventing operator/smart
behaviour from taking decision.
Integrity: sensors data have been modified “on the
▪ Alter
decision-making,
e.g.
fly” by a malicious person or equipment, e.g.
activating pumps when needed.
replaying the sensor data "level of water is fine"
when it is not the case.
Authenticity: malicious person or equipment sends
a wrong information/data instead of the sensor.

Dam spill gates are
not
working
correctly

Availability: Dam spill gates actuators are not
responding because of signal interferences.
Integrity: commands to spill gates actuators have
▪ Delay or stop water distribution
been altered “on the fly” by a malicious person or
equipment.
▪ Damage the Dam
Authenticity: a malicious person or equipment
activates spill gates to close while they are
required to be open.

Table 17 - Identified abnormal and potential threats in Critical Water Management Infrastructure
4.7.1

Mitigation

Table 18 presents the innovated security solutions developed in BRAIN-IoT to cover the potential attacks
identified in Table 17. In this case, the focus is indeed on BRAIN-IoT scenarios and not as D5.5 in the whole
end-user infrastructure.
Abnormal
behaviour

Threats example

Security measures brought by BRAINIoT

Availability: pumps are not responding to
commands
because
of
signal
Catchment pumps interferences.
are not working
Integrity: requests to pumps have been
correctly
ACE Server provides data authentication and
modified “on the fly” by a malicious
end-to-end encryption for devices.
person or equipment.
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Especially the Security module and the
Secured Gateway Service give the ability to
ensure end-to-end authentication and
integrity to guarantee the authenticity of
data.
Authenticity: a malicious person or ACE Servers provides authentication for
equipment activates pumping that goes both devices and users in one unique
beyond ETAP capacity.
solution.
Availability: sensors are not available
because
of
signal
interferences,
preventing operator/smart behaviour
from taking decision.
Water
quality
sensors
are
sending
bogues/inconsistent
information

Integrity: sensors data have been
modified “on the fly” by a malicious
person or equipment, e.g. replaying the
sensor data "level of water is fine" when it
is not the case.

ACE Server provides data authentication and
end-to-end encryption for devices.
Especially the Security module and the
Secured Gateway Service give the ability to
ensure end-to-end authentication and
integrity to guarantee the authenticity of
data.

Authenticity:
malicious
person
or ACE Servers provides authentication for
equipment
sends
a
wrong both devices and users in one unique
information/data instead of the sensor.
solution.
Availability: Dam spill gates actuators are
not responding because of signal
interferences
ACE Server provides data authentication and
end-to-end encryption for devices.
Integrity: commands to spill gates
Especially the Security module and the
Dam doors are not actuators have been altered “on the fly” by
Secured Gateway Service give the ability to
working correctly
a malicious person or equipment
ensure end-to-end authentication and
integrity to guarantee the authenticity of
data.
Authenticity: a malicious person or ACE Servers provides authentication for
equipment activates spill gates doors to both devices and users in one unique
close while they are required to be open solution.
Table 18 - Security measures brought by BRAIN-IoT to avoid abnormal behaviour in the Critical Water
Management Infrastructure.
4.8

Innovations

In Table 19, we highlight the BRAIN-IoT innovations for improving EMALCSA water management system.
EMALCSA scenario
Before
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1 – Devices and technologies that are cutting edge
cannot be tested in the water distribution system of
A Coruña.
2 – New software tools or paradigms (other ways of
processing and control of the water distribution
system devices) cannot be tested in the water
distribution system of A Coruña.
3 – Smart behaviors could not be implemented and
tested because the water distribution system of A
Coruña is a critical infrastructure (with security and
legal special protections). The anomalies detection
relies on human intervention.
4 – The data security of the communications
between devices and servers depends on the
company providing the devices and cannot be used
in the water distribution system of A Coruña without
proper vetting.
5 – Only secured devices can be used, where
EMALCSA controls the data the devices send. No
technologies, such as Sigfox or LoRa, where the data
is sent to the company cloud, can be used in the
water distribution system of A Coruña.

1 – Devices and technologies that are cutting edge
can be tested extensively in the mockup and then
deployed to the real infrastructure.
2 – New software tools or paradigms can be tested
extensively in the mockup, and once proven
adequate, they can be deployed to the real
infrastructure.
3 – Smart behaviors can be implemented and tested
extensively in the mockup, the replica of the real
water distribution system, and once tested, deployed
to the real infrastructure. The anomalies detection
can be automated.
4 – The new end-to-end data security (encryption) of
the communications between devices and servers is
no longer dependent on the company providing the
devices. Hence, EMALCSA has more control over the
data the devices send.
5 – Using end-to-end security (encryption), EMALCSA
can use any device, even when the data is sent to the
company cloud.

Table 19 – Innovations brought by BRAIN-IoT for EMALCSA scenario
Table 20 shows the measure proofing the benefits that the functionality brought to each use cases mapped
with the project technical presented in Annex A3.
UC-ID

CWMI-01

UC-Title

Benefits of BRAIN-IoT solutions

UTO

Partners

Resilience to
devices failures

-Improve system resilience and reliability
Makes data analysis, anomaly detection and predictions in
real time
-Use an alternative control system for the cases of failure
-Integrate data from different types of sensors.
-Detect anomalies in the different sensors
-It makes predictions to know which consumption values
are necessary to maintain in case of failure.
-It is able to adapt to consumption patterns

UTO2.2

IM

End-to-end
CWMI-02 security of
devices data
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limitation)
and
by
IoT
sensors/actuators (computation power limitation).
-Enable end-to-end protection in cross-technology
networks by being independent of the network protocol
UTO2
used.
-Enable strong authentication (with two factor) for IoT
sensors/actuators.
-Optimize key management by using key derivation
functions.
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-Predict the amount of outgoing water for the dam
Smart
-Integrate data from different types of sensors
CWMI-03 management of
-Improve expert decision making on the dam
spillgates
-It is able to adapt to temporary changes

UTO2.2

IM

Table 20 – Benefits of BRAIN-IoT Solutions for EMALCSA UC.

Deliverable nr.
Deliverable Title
Version

D2.6
Final Visions, Scenarios, Use Cases and Innovations
1.0 29 March 2021

Page 51 of 85

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

5

Related European IoT Large Scale Pilots

In this section, we present the MONICA, CPSwarm, ACTIVAGE, and IoF2020 LSP projects and we highlight their
collaboration with BRAIN-IoT.
5.1

Runtime Infrastructure in ACTIVAGE project

ACTIVAGE is a European Multi Centric Large-Scale Pilot on Smart Living Environments. The main objective is
to build the first European IoT ecosystem across 9 Deployment Sites (DS) in seven European countries, reusing
and scaling up underlying open and proprietary IoT platforms, technologies and standards, and integrating
new interfaces needed to provide interoperability across these heterogeneous platforms. That will enable the
deployment and operation at large scale of Active & Healthy Ageing IoT based solutions and services,
supporting and extending the independent living of older adults in their living environments, and responding
to real needs of caregivers, service providers and public authorities.

Figure 30 - ACTIVAGE project with various use cases from 9 deployment sites across Europe

CEA is the leading partner of the French deployment site, which is located in the Isère department. The focus
of Isère Deployment site is to propose and test modular personalized IoT packs to enhance safety, comfort and
social link to enable elderly to stay autonomous at home as long as they wish. The concept is to follow persons
evolving needs along the ageing stage and support carers’ intervention to detect early signs of fragility, prevent
loss of autonomy, and avoid unnecessary hospitalization. In particular, the deployment site is interested in use
cases such as daily activity monitoring, emergency trigger, exercise promotion, prevention of social isolation,
safety, comfort and security at home, etc. About 70 homes and 10 clinic rooms are being equipped with about
1200 devices, including motion sensors, bed sensors, opening contacts sensors, connected plugs, controlled
lights, water meters, CO sensors, etc. sensiNact is the main data aggregator used in the deployment site.
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Figure 31 - sensiNact aggregating data from about 1200 devices deployed in 70 homes and 10 clinic rooms

1st period status:
The deployment of the sensiNact platform in the first period of the project was based on a two-level hierarchical
architecture. Each home was equipped with a sensiNact gateway, which collects data from several tens of
devices per home/clinic room. The gateway then sends data to a central sensiNact gateway. Nevertheless, this
centralised approach shows some limitations in terms of scaling up when the number of devices generating
data and the number of queries increase. The distributed service fabric of BRAIN-IoT can help overcome this
issue.
2nd period progress:
The objective in the second period has been to test the distributed and federated sensiNact platform via BrainIoT Fabric across Isère deployment site (at least testing it in a subset of the infrastructure). We have indeed
performed tests by interconnecting ACTIVAGE gateways with BRAIN-IoT service fabric. We can therefore use
local processing resources and intelligence removing the need of centralizing data for processing. The smart
behaviours can dynamically be loaded to the remote gateways whenever necessary. We have tested the
deployment in a development environment. The ultimate goal was to do the deployment in the production
environment, which requires additional testing since the gateways are using real time from real people (around
50 homes, each one using one gateway interconnecting about 15 devices). In order not to interrupt the running
of the pilots, this feature is not installed in the production environment. However, the results in the testing
environment (simulated homes) have been very promising. Therefore, the distributed fabric will be one of the
durable features that will be integrated into the sensiNact platform.
In the following Table, we summarize the collaboration between ACTIVAGE and BRAIN-IoT projects.
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ACTIVAGE
Use Case
Description

Elderly care at home with a home gateway interconnecting about
15 IoT devices per home

BRAIN-IoT
Ambition

Demonstrating the Brain-IoT’s distributed approach with a reallife use case.

ACTIVAGE
Interest

Collecting real time data from more than 1000 devices was
challenging for ACTIVAGE. A distributed approach was of interest
for the scalability

Responsible
Partner

CEA/Kentyou

Table 21 – Collaboration between BRAIN-IoT and ACTIVAGE projects.

5.2

Smart Behaviours in IoF2020 project

The Internet of Food & Farm 2020 (IoF2020) project explores the potential of IoT technologies for the European
food and farming industry. It has the goal of making precision farming a reality and to take a vital step towards
a more sustainable food value chain. By using IoT technologies, higher yields, better-quality production,
reduced pesticide and fertilizer usage, and optimised overall efficiency can be achieved. IoT technologies can
also enable better traceability of food, leading to increased food safety.
The IoF2020 project includes different use cases (19 since September 2019 then expanded to 33 through the
Open Call) organised around five trials (arable, dairy, fruits, meat and vegetables) develop, test and
demonstrate IoT technologies in operational farm environments all over Europe, with the final results expected
to be presented by the end of 2020.
The 70+ member’s consortium includes partners from agriculture and ICT sectors and uses open source
technologies. IoF2020 is part of Horizon2020 Industrial Leadership and is supported by the European
Commission with a budget of 30 million €.

Figure 32 - IoF2020 project with nineteen use cases from 5 main farming domains
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Big Wine Optimisation use case: ST Microelectronics and CEA are key partners of a trial deployment in a wine
production domain (Dubourdieu4), in Bordeaux, France. STM is leading the trial and CEA’s sensiNact platform
is being used as the core software platform interconnecting about hundred and fifty heterogeneous sensors
and actuators from different manufacturers using different protocols. The goal is to improve the vine yield and
wine production by defining and implementing an IoT system able to gather data coming from different
vineyards and cellars, to perform data analysis, risk management and decision making. sensiNact collects data,
homogenizes and then redistributes them to various tools to assist to the decision-making process of the wine
producer.

Figure 33 - sensiNact deployment in the Dubourdieu wine yard

1st period collaborations:
The current deployment is very much focused on data collection and data analysis. On the other hand, the
farming sector has many applications related to automatic industrial processes where dependable smart
behaviours are of interest. In the big wine optimisation use case, it is planned to automate actions such as
actuating spraying machines, triggering automatic harvesters, introducing additives to cellar tanks, controlling
appliances for energy save, notification of events, as well as several logistic and delivery related automated
tasks.
At this stage, the objective is to identify such use cases that need Smart Behaviours and analyse the feasibility
of use cases realisation within the project lifetime. Since sensiNact is being used as the core IoT platform in
both projects, the idea is to reuse the definition of Smart Behaviours with the use of the Papyrus modelling
tool integrated with the sensiNact Studio. Automatic behaviours would lead to more efficient and automated
management of risks in the vineyard and increase the operational efficiency by self-adapting to various
conditions and events captured by the system. This feature is currently not available in the IoF2020 project and
it can bring an additional value to use case.

4

https://www.denisdubourdieu.fr/
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2nd period collaborations: During the second period, mainly two outcomes from Brain-IoT have been used for
the IoF2020 project:
Brain-IoT smart behaviour: smart behaviour in terms of a secure communication between the devices and
sensiNact is being applied in the case of IoF2020. The implementation is providing secured communication
from ST devices to sensiNact by using the Airbus developed security mechanism. When the data is sent to the
Brain-IoT fabric it activates the smart behaviour including the installation of sensiNact and correct libraries to
decrypt the messages. In the coming days the current implementation will be extended to the Hydrao water
meters, which are used in both Brain-IoT water management use case and the IoF2020 big wine optimization
use case. It will therefore provide the security mechanism developed in Brain-IoT to the use case in IoF2020
project.
Brain-IoT modelling tools: modelling rule-based ECA application based on the Papyrus framework has been
developed in the second period. The tool has been integrated to the sensiNact Studio used in the IoF2020
project to visualize and manage the deployed devices and their data. Currently the use cases of such rule based
applications being defined. Some examples are: create alerts when the temperature in the cellars is exceeding
a certain threshold or trigger an alarm when there is a certain number of insects detected in the insect trap,
etc. Once the final use cases defined, those example applications will be built by using the Brain-IoT modelling
tool, which includes the integration of Papyrus and sensiNact Studio.
In the following table, we summarize the cooperation between IoF2020 and BRAIN-IoT projects.
IoF2020
Use Case

Monitoring wine yard with wireless IoT devices, predictive analysis for the

Description

wine producer

BRAIN-IoT

Demonstrating the Brain-IoT security and smart behaviour mechanism in a

Ambition

real life use case

IoF2020

Currently no viable mechanism for creating automated rules to execute

Interest

actions when specific conditions occur.

Responsible

CEA/Kentyou

Partner

Table 22 – Collaboration between BRAIN-IoT and IoF2020 projects.
5.3

Edge Nodes for ROS-based platforms in CPSwarm project

Project overview: Cyber-Physical Systems (CPS) find applications in several large-scale, safety-critical domains,
e.g. smart industry, smart cities, etc. While the increased CPS adoption has resulted in the maturation of
solutions for CPS development, a single consistent science of system integration for CPS has not yet been
consolidated. For this reason, CPS development remains a complex and error-prone task, often requiring a
collection of different tools. Furthermore, interactions amongst CPSs might lead to new behaviours and
emerging properties, often with unpredictable results. CPSwarm considers these interactions as an advantage,
explicitly managing them since early design stages.
The project addresses this challenge by proposing a new science of system integration and tools to support
engineering of CPS swarms. The developed tools ease development and integration of complex herds of
heterogeneous CPSs that collaborate based on local policies and that exhibit a collective behaviour capable of
solving complex, industrial-driven, real-world problems.
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CPSwarm defines a complete toolchain, i.e. the CPSwarm Workbench that enables the designer to:
1. Set-up collaborative autonomous CPSs;
2. Test the swarm performance with respect to the design goal;
3. Massively deploy solutions towards “reconfigurable” CPS devices.
Model-centric design and predictive engineering are the pillars of the project, enabling definition, composition,
verification and simulation of collaborative, autonomous CPSs, while accounting for various dynamics,
constraints and for safety, performance and cost efficiency issues.
One of the tools of the CPSwarm Workbench is the Simulation and Optimization Environment which allows to
optimize and validate swarm algorithms using a distributed and heterogeneous set of Simulation Tools before
testing them in real-world use cases. Three different domains have been considered: swarms of Unmanned
Aerial Vehicles (UAV)s and Ground Robots for safety and security applications, such as Search & Rescue;
autonomous driving for freight vehicles; and service robotics for logistics.
Collaboration with BRAIN-IoT: The cooperation between BRAIN-IoT project and CPSwarm Project consisted
into the extension and integration of the Simulation and Optimization Environment sub-system, developed as
part of the CPSwarm Workbench, into the BRAIN-IoT Platform. This collaboration brought benefits to both
Projects in terms of the followings:
• BRAIN-IoT extended its set of compatible third-party Services with a framework that can enhance the
supported capabilities of verification and validation of model-based designed IoT/CPS applications,
enabling simulation and co-simulation of robotic platforms at different levels of precision. Such
integration demonstrates the flexible interoperability between new and existing IoT services belonging
to different application domains, as well as aims to complement the activities for modelling and (co)simulation of physical IoT devices (by leveraging the BRAIN-IoT Physical Layer Modelling Language),
extending them to robotics platforms. Such activities go in the direction of the realization of a sort of
Digital Twin for the IoT and CPS hardware platforms, with the goal of verify and validate the designed
behavioural logics before to run them in a “production environment”, minimizing possible safety
issues.
• CPSwarm took advantage from this collaboration with a refactoring of the Simulation and Optimization
Environment, which has allowed to adopt a standard approach supporting a component-based and
service-oriented software architecture, based on OSGi. The adoption of the BRAIN-IoT ROS Edge Node
within the Simulation and Optimization Environment allowed to expose the simulation and simulated
robots’ functionalities as microservices which can be dynamically bound to behavioural logics and
other services in a mixed real and simulated environment. Furthermore, a seamless integration with
existing IoT systems and a modification or reconfiguration of the behavioural logics at runtime have
made possible by federating with the BRAIN-IoT platform.
The following Table summarizes the improvements and benefits which the BRAIN-IoT solution brought to the
Swarm Workbench.
Before

After

CPswarm Simulation Managers, composing the CPSwarm Simulation Managers developed as OSGi
Simulation and Optimization Environment, developed bundles, with an improvement in terms of modularity
as plain java software components.
and adoption of standard architectural approaches.
Communication among simulation managers and
Communication among Simulation Managers and ROS based on BRAIN-IoT ROS Edge Node, allowing
ROS based on direct calls of ROS commands.
exposition of simulators and simulated robots
functionalities as microservices, enabling a seamless
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interoperability with IoT systems and platforms.
Moreover, application logics can be opportunistically
bounded to simulation services and other services to
set-up a mixed real and simulated environment.
CPSwarm Simulation Managers available for Stage,
CPSwarm Simulation Managers available for Stage
Gazebo and V-REP simulators through ROS Edge
and Gazebo simulators.
Nodes.
Application logic of the simulations dynamically
deployable via BRAIN-IoT Fabric either on the Cloud
Application logic of the simulations statically or on Edge devices, co-located to the simulators or
deployed as ROS nodes within the simulators folders. not. Moreover, application logics to be simulated can
be started, stopped, updated and changed at runtime,
during the simulation phase.
Table 23 – The benefits which the BRAIN-IoT solution brought to the CPSwarm

Use case: Simulation environments are mandatory to tightly work with real systems in order to verify developed
application logics and Smart Behaviours before running them in a production environment. This is a good
practice in order to minimize possible safety issues, especially in robotic and critical infrastructures
environments. BRAIN-IoT allows to seamlessly integrate and federate real and simulated platforms. For this
reason, the Edge Nodes developed for interoperating with ROS-based platforms are going to be furtherly
tested to integrate the Simulation and Optimization Environment developed in CPSwarm project. More
specifically, the following use case has been defined.
Use Case ID

ROB- CPSwarm1

Use Case Name

Test of IoT application using simulated platforms

Version

1.0

Author

Davide Conzon

Involved Actors

Application modeler, Application validator, CPSwarm Simulation and Optimization
Environment, BRAIN-IoT Modelling Framework

Preconditions

The Application Modeler, leveraging the Modelling Framework of the BRAIN-IoT
Platform, models and generate the code implementing the desired application logic for
the orchestration of robotic platforms.
The application logic, before the deployment in a real environment, is verified and
validated using simulated platforms.

Trigger

To verify and validate the application logic, the CPSwarm Simulation and Optimization
Environment is connected to the BRAIN-IoT platform through the deployment of the
ROS Edge Node.

Brief Description

The Application Modeler has modelled and developed an application logic for a service
robotics scenario in a logistic environment. This application involves the use of several
robots that need to interact between each other’s to re-organize the order of items in
different locations.
Before to deploy the application logic in the production environment, using real robots,
the Application Validator wants to verify and validate it through a realistic simulation.
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Using the BRAIN-IoT Fabric, the Application Validator deploy a system for executing the
application logic, deployed as a set of interconnected nodes, in a complete simulated
environment, faithfully reproducing the real environment as well as the real robotic
platforms.
Afterwards, the Application tester progressively deploy at runtime the nodes from the
simulated environment to the real platform to check step-by-step the behaviour of the
system and fixing the relevant configuration parameters, until the simulated platforms
are completely replaced by the real ones.
This is made possible because the simulated platforms are an exact replica of the real
platforms and the implementations of the behaviour logics used in the simulated
environment are exactly the same as the ones for the real platforms.
Post-conditions

The different behaviours composing the application logic have been deployed on real
robotic platforms.

BRAIN-IoT
BRAIN-IoT provides the framework for integrating the CPSwarm Simulation and
support to the use Optimization Environment and deploying the software modules composing the
case
application logic to be verified and validated.
The capability for verification and validation of IoT/CPS applications in a digital twin of
Main
relevant
the real environment.
BRAIN-IoT
key
The capability to dynamically deploy and redeploy software modules in real/simulated
features
and cloud/edge environments.
Relevant technical Testing and validation on external simulation tools.
objectives
Table 24 – Description of use case “Test of IoT application using simulated platforms”

In the next Table, we summarize the collaboration between CPSwarm and BRAIN-IoT projects.
CPSwarm
Use Case
Description
BRAIN-IoT
Ambition

Integration of the CPSwarm Simulation and Optimization Environment, through
ROS Edge Node and its use to test an application logic modelled with BRAIN-IoT
tools.
Extended the set of compatible third-party Services with a framework that
enhance the supported verification and validation capabilities of model-based
designed IoT/CPS applications.
CPSwarm took advantage from this collaboration with a refactoring of the

CPSwarm
Interest

Simulation and Optimization Environment, adopting a standard approach
supporting a component-based and service-oriented software architecture, based
on OSGi.

Responsible

LINKS

Partner

Table 25 – Collaboration between BRAIN-IoT and CPSwarm projects.

5.4

Security and Privacy Risks Assessment Tool in MONICA project

Project Overview: MONICA project aims to provide a very large-scale demonstration of multiple existing and
novel IoT technologies for Smarter Living. Pilot sites in six major cities in Europe will demonstrate how the use
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of IoT technologies can help solving security in public events and public spaces, covering music events, festivals,
sport events, city happenings, but also aiming to replicate solutions for any kind of crowdy space. More
specifically, MONICA demonstrated large-scale IoT ecosystem based on open standards integrated into an
interoperable, cloud-based platform capable of offering a multitude of simultaneous applications. MONICA
enables the integration of large amounts of heterogeneous, interoperable IoT enabled devices ranging from
wearables, fixed or mobile, airborne sensors and actuators to drones, cameras and sound systems.
Collaboration with BRAIN-IoT: MONICA project is a good provider of use cases where privacy risks are very
high and privacy control strategies must be properly handled in order to improve the user acceptance of IoT
services deployed by smart cities for enhancing the quality and the safety of the living experience within an
urban context. Guarantee the protection of personal information according to the European regulations is
fundamental. More specifically, BRAIN-IoT and MONICA focused their collaboration on the IoT services meant
for security and safety within public areas.
The following Table summarizes the improvements and benefits which the BRAIN-IoT solution brought to the
MONICA solution.
Before

After

The MONICA solution is integrated in Brain-IoT and it
The MONICA solution does not include a privacy
leverages the Brain-IoT Privacy Control System to
policy enforcement system to be compliant with the
protect the privacy of it users in use with high privacy
right to rectification specified by the GDPR regulation.
risks.
Table 26 – The benefits which the BRAIN-IoT solution brought to the MONICA project

Use case: the organization of public events with large crowd gatherings would get advantages adopting good
and technologically advanced solutions for monitoring the crowd and preventing from incidents and
emergencies. Monitoring of attendees could also be beneficial for analysing their behaviours, tastes and
preferences to offer them a personalized experience, discounts, news of interest. These dedicated offerings
require the usage of personal data that the citizens/customers could not love to share. MONICA project
provides a cloud-based IoT platform supporting a series of applications that can be used to monitor, record
and analyse the environment and consequently predict or identify situations which need attention but, at the
same time, this same information could be beneficial to build up ad-hoc services for providing people a better
user-experience.
During an event like an international fair, a multitude of participants flows into the spaces dedicated to the
showcases. The security personnel would like to monitor the situation using a web-based interface, which
provides an operational picture of the environment in real-time, visualizing the position of the attendees at
any time. Furthermore, other IoT services are deployed to collect and elaborate the same positioning data (e.g.,
detecting which of the stands a participant decide to stop by) in order infer the specific interests of the people
and make, in real-time, dedicated offerings, discounts prizes, games, to make their experience of the fair more
enjoyable.
In such a scenario, some of the participants would be happy to share their data for a better experience but
some other would not like to give their own personal data around and disclose them to shops and external
services which are not related to the security of the event.
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Use Case ID

MONICA-1.01

Use Case Name

Enforcement of personal data access control policies.

Version

1.0

Author

Davide Conzon

Involved Actors

Safety Control Room Staff, Event audience,

During an international fair, the organization provides the audience with wearable
devices to monitor their position within the exposition area.
The organizers deployed a BRAIN-IoT platform integrating the MONICA services for
crowd monitoring for ensuring safety, and position identification for collecting
information about personal interests.

Preconditions

The BRAIN-IoT Edge Nodes for the wearable devices are deployed to collect positioning
data.
To be compliant with EU General Data Protection Regulation (GDPR), the organizers of
the fair set up a system for informing the audience about how their info will be collected
while attending the event. At the time of the ticket purchasing (on the web), the fair
participant access to a Privacy Dashboard to set the policies related to how the personal
data sourced by the wearable device assigned to her/him must be used.

Trigger

During the fair, the safety control room staff monitors a screen where a map of the
exposition area is shown along with the position of the audience. The staff uses such
information to identify critical situation such a multitude of people occupying a zone
where the safety can be guaranteed only when the number of people is below a certain
threshold. Also, in case of lost children, the position of the kids can be identified
whenever the parents claim for it.

Brief Description

The expositors signed an agreement with the fair organizers to get information about
the attendees concerning their preferences and specific interests with the purpose of
making dedicated offerings, discounts prizes, games in real-time, to make their
experience of the fair more enjoyable.
According to the privacy policies defined by the audience at the time of ticketing, the
Privacy Control System guarantees the enforcement of such policies during the
permanence of the people at the fair. However, during the fair the participants can
decide to change their mind and allow/disallow the treatment of their personal
information. To do so, they can access the Policy Dashboard at any time and change the
data protection policies.

Post-conditions

Whenever the attendees will deny their consent for sharing the data with expositors, the
relevant service will stop collecting their data.

BRAIN-IoT
The BRAIN-IoT Platform provides a Privacy Control System which enables the
support to the use enforcement of the privacy policies defined by the fair attendees.
case
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Main
relevant To establish a privacy awareness and control system for SoA-based IoT systems, to be
BRAIN-IoT
key compliant with the right to rectification specified by the GDPR regulation.
features
Relevant technical Privacy awareness and control.
objectives
Table 27 – Description of use case “Enforcement of personal data access control policies.”

In the next Table, we summarize the collaboration between MONICA and BRAIN-IoT projects.
MONICA
Integration of the Privacy Control System developed in Brain-IoT with the

Use Case
Description
BRAIN-IoT
Ambition

solutions developed by MONICA, to test such IoT solutions in use cases where
the privacy risks are high.
Extended the set of compatible solutions with a platform that allows to test the
Privacy Control System in a use case with high privacy risks, which are not
available in the two Brain-IoT scenarios.

MONICA

Increase the set of tools available for security and privacy protection,

Interest

integrating the Privacy Control System provided by Brain-IoT.

Responsible

LINKS

Partner

Table 28 – Collaboration between BRAIN-IoT and MONICA projects.
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6

Conclusion

In this deliverable, we presented the BRAIN-IoT scenarios, namely Critical Water Management Infrastructure
and Service Robotics. We have relied on an iterative and agile methodology to guide the development phases
of scenarios. We have also referred to a domain knowledge model and common template to facilitate the
description and analysis of scenarios.
In our study, we have provided the vision scenarios for the two different domains targeted to give a futuristic
picture for these domains and help thinking on how things would work. Scenarios are defined into use cases
and described using common formats. UML diagrams are used for visual modelling and completing the textual
description. We have also focused on the description of smart behaviours, security aspects and innovations
brought by BRAIN-IoT solutions for both water management and service robotics scenarios.
In the last part of the deliverable, we discussed MONICA, CPSwarm, ACTIVAGE, and IoF2020 LSP projects by
explaining the exchanged features and the incentives from collaboration with BRAIN-IoT.
The specification and analysis of use cases have led to significant results that will be used as inputs for
subsequent project activities. We are establishing common ground on which the remaining tasks of WP2, and
later the other technical WPs, will build their basis for demonstration.
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Acronyms
Acronym

Explanation

IoT

Internet of Things

WoT

Web of Things

WP

Work Package

TRL

Technology Readiness Level

RTD

Research and Technological Development

REST

Representational State Transfer

API

Application Program Interface

QR

Quick Response

CPS

Cyber-Physical System

CITEEC

Center for Technological Innovation in Construction and Civil Engineering

BIP

Behaviour Interaction Priority

ITU-T

International Telecommunication Union -Telecommunication

SICA

Integral System of Water Cycle

OSGi

Open Services Gateway initiative

GDPR

General Data Protection Regulations

PoCs

Proof-of-Concepts

LSP

Large-Scale Pilot

ROS

Robot Operating System

PE

Physical Entity

ADA

Active Digital Artefact

AE

Augmented Entity

VE

Virtual Entity

UML

Unified Modeling Language

UAV

Unmanned Aerial Vehicle

SGS

Secured Gateway Service

CTICC

Centre for Technological Innovation in Construction and Civil Engineering
(CITEEC in Spanish)
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DWTS

Drinking Water Treatment Station (ETAP in Spanish)

WWTP

Waste Water Treatment Plant (EDAR in Spanish)

DRS

Detection and Responsive System

POS

Prediction and Optimization System

SOC

Security Operation Center

VPN

virtual private networks

IPsec

Internet Protocol Security
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Appendix
[A1] Response to reviewers' comments for D2.4
C1. The document should show greater ambition, and highlight innovation. The innovations section is really
poor, and discusses high-level aspects without any relationship with the objectives described in the DOA.
R1)
•
•

We improved innovations sections (sections 3.8 and 4.8).
We explained relationship between innovations and technical objectives.

C2. The goal of the deliverable is to detail scenarios and use cases described in D2.1. What is the relation of
the success measures defined for the project to the use cases? How the requirements derive from the KPIs?
How are the goals of connection of numerous platforms fulfilled?
R2)
•

Use case requirements and KPIs will be discussed in D2.7

C3. ACTIVAGE: use cases should be defined.
What about security concerns regarding the Large Scale Pilots? What are the “common” threats for all
platforms”?
What about new use cases to be built on top of BRAIN IoT? What are their common features?
"Before and after" BRAIN IoT for the LSP need to be defined (preferably as a table).
What functionalities will be proposed on top, which one will be exchanged, etc.?
Please include partners responsible for these developments and indicate why the LSP may be interested
(what are the incentives from collaboration with BRAIN IoT).
R3)
•

We explained the functionalities exchanged and the motivations for the collaboration with BRAINIoT.

C4. Why requirements are not defined in the format that enables testing if these requirements were met?
Even when following the Use Case-based model, some more detail enabling for detailing the use cases in the
form of tests may be applied e.g. non-functional properties should be included, alternative paths (in case
some threats materialize) can be discussed.
R4)
•

We added ‘Main course’ in use case template and UML models to better detail and describe
EMALCSA and ROB use cases requirements.
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[A2] Infrastructure of MEDUSA (mock-up)
The physical infrastructure of MEDUSA simulates the urban hydrological cycle and it is based on the supply
system in A Coruña. The needs of the project required the built of an infrastructure that would make sure the
testing of the developments in the context of BRAIN-IoT project. Due to security and safety constraints
regarding the real infrastructure of EMALCSA as critical infrastructure, the testing of the Machine Learning
algorithms and the decentralized solutions of the BRAIN-IoT platform was not feasible. The infrastructures of
a water supply system are generally dispersed along the city infrastructure, hindering the understanding for
the uninitiated how elements separated by kilometres work. The design of this infrastructure helps to manage
a bounded water infrastructure that provides a good view an approach to the real infrastructure of EMALCSA.
The goal of this infrastructure is to simulate in one hour a real cycle of 24 hours regarding the water levels in
deposits, pumping, water distribution and consumptions.
A2.1 Physical infrastructure
The physical infrastructure simulates the urban hydrological cycle and it is based on the supply system of A
Coruña. The installation in Figure 34 includes different physical sections that are explained as follow.

Figure 34: Infrastructure of MEDUSA
In the infrastructure there is a regulation element that simulates a reservoir (taking Cecebre, in A Coruña, as a
reference). The hydrographic basin is simulated and it is planned to install an artificial rain system. The basin is
divided in two zones, to simulate different runoff conditions (for example, areas with and without vegetation,
which allows estimating the effect of green infrastructure). The water runoff and the flow through two simulated
channels are collected in a reservoir, with a dam built in concrete. The spill gates are simulated with two electric
valves in the bottom of the dam as shown in Figure 35.
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Figure 35: Dam section
There is a section of river prior to catchment simulating the Mero river. The drainage of the dam is conveyed
to the DWTS (Drinking Water Treatment Station, ETAP in Spanish) through a section of channel. As shown in Figure
36, the circulation of water from the basin to the river and the intake of the DWTS constitutes a closed circulation
system controlled by one pump different than the catchment pumps.

Figure 36: River section
The DWTS (simulating A Telva) in Figure 37, is a non-functional element. Their presence is simulated by two
pumps, a flow meter with an electric valve, and a recirculation pipe with an electric valve and water meter.
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Figure 37: DWTS section
From the ETAP there is a water pumping to a headed deposit of the system (simulating the tank located in
Penamoa). This tank supplies to the rest of distribution system. As shown in Figure 38, there is a second deposit,
a regulation deposit, connected to the first one that provides water to other consumptions. Lastly, water is
pumped to a pressure tower, elevated deposit, homologous to those found in most of the supply systems.

Figure 38: Deposits section
As shown in Figure 39, the distribution starts from the deposit system and it is the core of the installation. It
includes outputs for urban areas where water meters simulate the users (small diameter pipes) and a direct
output for simulating industrial and town consumption (big diameter). Recirculation connections have been
built to simulate the reuse of water, simulating rainwater and grey water. The opening or closing of proportional
valves in all circuits generate variations in the demand, which allows to simulate any scenario is required,
including the ability to accelerate daily demand cycles to trigger experiments.

Deliverable nr.
Deliverable Title
Version

D2.6
Final Visions, Scenarios, Use Cases and Innovations
1.0 29 March 2021

Page 72 of 85

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Figure 39: Distribution section
MEDUSA has five electric distribution panels where the PLCs and modems are installed. In the next picture, the
panels are indicated as “Control System”.

Figure 40: Layout of the MEDUSA infrastructure
In this infrastructure there is a logical division that implies a physical division of control in 5 sectors, indicated
with the letters A, B, C, D, and E. The Identification Numbers for every device are related with the sections where
the devices are installed. The BRAIN-IoT platform interacts with MEDUSA system through the internet and the
Edge Node where sensiNact will be installed.
A2.2 Actuator and sensor infrastructure
The actuators deployed in the infrastructure are of two types:
▪ Electric valves.
▪ Pumps.
The sensors deployed in MEDUSA are from different types and models:
▪ Water flow meters.
▪ Water counters.
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▪
▪
▪
▪
▪

Level sensors.
Pressure sensors.
Ph sensors.
Cl sensors.
Turbidity sensors.

Figure 41: Infrastructure of MEDUSA with BRAIN-IoT
The electric valves, pumps and some sensors are connected to the distribution panel through cables, and the
data is transmitted to the Station Server placed in the facility through the 3G router of each panel. Each router
has a 3G card for connecting it with a mobile provider and send the data to the server placed in the facility of
CTICC. In the next table is shown the complete list of assets.

A-1050
A-1051
A-1052
A-1053
A-1054
A-1055
A-1056
A-1057
A-1058
A-1059
A-1060
A-1061
A-1062

SENSORS OF WATER LEVEL
Submersible probe with vented cable. Probe of hydrostatic level 0,6 BAR 10m per cable IFM
Ultrasonic sensor with reaching of 1.300 mm
Electronic sensor of dipstick level
SENSORS OF PRESSURE
MEASURING TRANSDUCER SITRANS P, FOR PRESSURE AND ABSOLUTE PRESSURE SERIES Z
Pressure sensor with screen (range 0 to 6 bar) PT-006-SEG14-A-ZVG/US/ /W
Flush pressure sensor and analogic screen (range -0,005 to 1 bar)
SENSORS OF WATER FLOW
Flow meter SIEMENS SITRANS F M MAG 5000
NUBIS MWN65-NKOP 18337996
Bidirectional electromagnetic flow meter AcquaMAG
Electromagnetic flow meter JANZ - CONTHIDRA S.L.
PUMPS
Submersible centrifuge electric pump Pedrollo MC 30/50 Series
Submersible centrifuge electric pump Pedrollo BCm 15/50
Submersible centrifuge electric pump Pedrollo TOP4
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A-1063
A-1064
A-1065
A-1107
A-1066
A-1067
A-1068
A-1069
A-1070
A-1071
A-1072
A-1073
A-1074
A-1075
A-1076
A-1077
A-1078
A-1079
A-1080
A-1081
A-1082
A-1108
A-1102
A-1103
A-1104

Monobloc electric pump with radial centrifugal impeller Pedrollo HF 5C. Rel. F.
Water pump Speroni SCR 25/80 – 180 NF.0215
ELECTRIC VALVES
Actuator with Positioner J4C – S55 Input Control Signal: 4-20mA 24-240 DC or AC (50/60Hz)
Actuator with Positioner J4C – S20 Input Control Signal: 4-20mA 24-240 DC or AC (50/60Hz)
Servo control Diamant PILOT. Electric regulatory valve 24V-50/60Hz. UP04420/19
Servo control Diamant PILOT. Electric regulatory valve. 4-20mA 24V-50/60Hz. - DP04420F/19
Servo control Diamant PILOT. Electric regulatory valve. 4-20mA 24V-50/60Hz. - CDP04420F/19
SENSORS OF WATER QUALITY
PH Sensor (identification pending)
Chlorine Sensor (identification pending)
Turbidity Sensor (identification pending)
WATER METERS
Volumetric water meter, rotatory piston - ALTAIR V4 CONCENTRONIC - DIEHL
Electronic water meter - HYDRUS
TAGUS PLUS
MWM
Water meter to the river (pending to review)
MyWater Conthidra S.L., Grupo JANZ
Apator PoWogaz, JS Domestic Cold Water JS2,5-04 with radio module
Ultrimis W UL2,5
Apator PoWogaz, JS Domestic Cold Water JS2,5-04
CONTAZARA C Class
Dry dial and magnetic transmission water meter TAGUS PLUS
Water flow to recirculation from the consumption water meters (pending to review)
DEVICES PLANNED TO BE INSTALLED
Water meter DN 16 with pressure and temperature sensors. Hydrao Meter
Water meter DN 20 with pressure and temperature sensors. Hydrao Meter
Weather Station Davis with sensors of pluviometry, temperature and Humidity
Table 29: Devices deployed in the mock-up.

One of the objectives of the mock-up is to simulate real consumptions in some representative points in the
infrastructure. These points are related to real consumption curves regarding some places and points in the
water infrastructure of EMALCSA along the Coruña city. These points are:
▪
▪
▪

For the simulation of the high deposit output (called “ELEVATED”): The output pipe of SD 300 litres/second
from the high deposit of Eirís to domestic consumption.
For the simulation of the regulation deposit output (called “REGULATION”): The output pipe of SD 700
litres/second from regulation deposit of Eirís to domestic consumption.
For the simulation of header deposit output (called “HEADER”):
The big pipe to commercial consumption of locations of Pocomaco and Mesoiro.
The output pipe of SD 500 litres/second from header deposit of Penamoa to domestic consumption.
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Figure 42: Target of consumption in MEDUSA Infrastructure.
These curves are performed controlling the electric valves in the consumption sectors, opening and closing
them according to a defined schedule following the real consumptions.

Figure 43: Target of consumption in MEDUSA Infrastructure.
The logic that controls this behaviour and works as control system is configured in the Node-RED installed in
a java device of the network, for instance into a Raspberry Pi. This control system is called MEDUSA Control
System (MCS). This Node-Red is different than the one installed in the same virtual machine of SICA-MEDUSA
with the function of some communication tasks (explained in detail in the “Network Infrastructure” section).

NODE RED

Figure 44: Node-RED in a Raspberry Pi.
BRAIN-IoT platform will monitor the status of the actuators and the values of the sensor measurements for
doing that the smart behaviours learn the curves and the status of these devices in normal conditions of
working. Previous to let that smart behaviours belonged to BRAIN-IoT control the actuators in case of failures,
the smart behaviours shall learn also the status and values of the devices in case of failures. For doing this, first
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of all, a manual actuation is triggered over some specific device for changing come particular curve and acting
to some another actuator trying to keep the consumption curve. The smart behaviour will learn the interaction
between some actuators and sensors that guarantee consumption curves. This is more developed in the use
case “Resilient System”.
A2.3 Electronic infrastructure
As shown in the next Figure, in the infrastructure there are four distribution panels where the CPU of the PLCs
are installed along with modems, power supplies, current protections, switches and electric connections. Every
panel controls different devices of the infrastructure that are placed close to them.

Figure 45: Communication between SICA-MEDUSA and a PLC.
The distribution panels don’t follow the exact logic distributions of the sectors due to constraints of electric
distance distribution. So the control of the distribution panels follows the distribution of the next Figure.

Figure 46: Electric distribution of the MEDUSA infrastructure.
The distribution panels were built in the facilities of Tecdesoft and deployed in CTICC together with the PLCs
and power supplies.
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Figure 47: Distribution Panel of ETAP (DWTS) / EDAR (WWTP) section

Figure 48: Distribution Panel of section E

Figure 49: Distribution Panel of section D

Figure 50: Distribution Panel of section C
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Figure 51: Distribution Panel of section deposits control section
The transmission of the data of some sensors and actuators to the PLC is done with electric signals of 24Vdc.
After that, the communication and exchange of data between the PLCs, I/O remotes and the Routers, is
performed through the protocol PROFINET (industry technical standard for data communication over Industrial
Ethernet). Some other sensors transmit the data using wireless communication as LORA, SIGFOX or
NarrowBand. The PLCs can be configured in “manual” or in “automatic”.
ELECTRONIC INFRASTRUCTURE
CPU 1215 – C SIEMENS
ET-200SP SIEMENS (decentralized periphery Simatic ET 200)
Power supply SITOP PSE200U SIEMENS
Router 3G
Profinet cables

A-1083
A-1084
A-1085
A-1086
A-1087

Table 30: Electronic devices.
The PLCs will have a code with basic behaviours regarding the fill of the deposits and test mode. The pumps
and some electric valves will run depending on the level of the deposits. More advanced logics regarding the
MEDUSA behaviour will be codded withe Node-RED, that will be installed in a device like Raspberry-Pi or
similar. These advanced logics will control the different actuators, as pumps and electric valves, for simulating
the consumptions curves in the correspondent points.
A2.4 Network infrastructure
The network infrastructure contents the different devices, protocols and services for ensuring the
communication between the distributed sensors, actuators and the water platform. The network infrastructure
is deployed into CTICC facility located in the Coruña University, where the MEDUSA has been built. The
infrastructure follows the same topology that the real deployed in the City of Coruña. The SICA-MEDUSA
platform is installed in the facility in a server (DELL). In this server also there are installed a Zabbix proxy, and
Open VPN Server and a program of Node RED for receiving data from the API of SICA-MEDUSA. This NodeRED is different than the one installed in the MCS (MEDUSA Control System) as it was indicated in the section
of “Actuator and sensor infrastructure”.
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Firewall 30E

IPsec Security
Virtual machine
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VIRTUAL MACHINE
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SICA-MEDUSA
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VIRTUAL MACHINE
DCP
OPEN VPN
SERVER
NODE RED
SERVER (DELL)

Figure 52: Software in Server
Details about the software components inside the server deployed in the CITEEC:
▪ The SICA-MEDUSA software is installed in a virtual machine stored in the DELL Server. The SICA-MEDUDA
software consists on an instance of the SICA platform configured ad-hoc for the mock-up and for their
devices and functionalities. As it is an instance of the real platform used in EMALCSA (SICA), SICA-MEDUSA
has the same services and libraries than the production version and it works in the same way.
▪ Zabbix is a software used for monitoring the network traffic and protocols. The Zabbix proxy sends the
network traffic information of the MEDUSA network to a Zabbix server located in the SOC (Security
Operation Center) of Tecdesoft. This server manages the traffic analysis, the alarms and generates reports.
The communication between the Zabbix proxy and the Zabbix server is performed through an IPsec VPN.
▪ OpenVPN Server is the set of installation and configuration tools for deploying a VPN remote access
solution based on the OpenVPN open source software project.
▪ Node-RED is a programming tool for wiring together hardware devices, APIs and online services. NodeRED is written in JavaScript running on the NodeJS platform, and it is able to interact with Siemens S7
PLCs. In this architecture, Node-RED reads the measured values from the PLC and send the data to the
SICA-MEDUSA data base through the SICA-MEDUSA API. As both Node-RED and SICA-MEDUSA are
installed in the same virtual machine, the network communication can be performed through the local
host, without using the VPN network.
The Fortinet Firewall is in charge to manage the three VPNs for network communications between MEDUSA
network and outside:
▪ VPN IPsec: For the communication between the Zabbix Server and the Zabbix proxy.
▪ SSL VPN: Used for an outside user that wants to connect to the virtual machines deployed in the DELL
Server through internet.
▪ Open VPN: For the communication between the PLCs and the SICA-MEDUSA through internet.
The use of VPNs provides:
▪ Authentication and cyphering IP packages.
▪ Cypher key establishment.
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Figure 53: Complete network deployment in MEDUSA infrastructure.

The Zabbix Server is installed in the SOC (Security Operation Center) into the Tecdesoft facilities.
TECDESOFT OFFICE
(Security Operation Center)

SERVER

Firewall 30E
ZABBIX
SERVER

ESXi Virtualization
SERVER
VPN IPSEC

Figure 54: SOC in Tecdesoft.
The server also contents an ESXi Virtualization server of VMware Inc. It is the hypervisor that manages the
virtual machines deployed in Tecdesoft, for instance the virtual machine of SICA Clone used in the first iteration
of the integration, deployed for doing integration tests between the water management platform SICA and
some products of the Brain-IoT platform as the edge node of sensiNact.
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The Coruña University provides the connection to Internet through their own network infrastructure, providing
a public IP and the necessary ports.

INTERNET

University ADSL

Figure 55: University of Coruña.
The control logic of actuators is deployed in a Raspberry-Pi or similar determining the MEDUSA Control System
(MCS). For this purpose is used also in this element the Node-RED with the “node-red-contrib-s7” is installed.

NODE RED

Figure 56: Node-RED with “node-red-contrib-s7”.
This tool controls the functionality of the actuators deployed in MEDUSA infrastructure, for instance, to control
the pumps and to control the electric valves. The actuators are not governed by the PLCs programs, it is the
Node-RED code who sends the commands to the actuators through the node “node-red-contrib-s7”. The
Node-RED is used to receive the control commands generated by BRAIN-IoT platform and generates the
correspondent code through the S7 node for interacting with the actuators.
The PC used for controlling the Monitor Touch and both projectors has installed a WinCC runtime for watching
the SCADA. The needed S7 driver goes implicit in the WinCC installation.

PC

Socket
Monitor Touch 24"

WINCC (Not SCADA, not OPC
server, it s a SW for touch panel
that has a S7 driver )

Figure 57: PC for Monitoring Touch.
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The list of assets in the network infrastructure is indicated in the next table.

A-1088
A-1089
A-1090
A-1091
A-1092
A-1093
A-1094
A-1095
A-1096
A-1097
A-1098
A-1099
A-1100
A-1101
A-1102

NETWORK INFRASTRUCTURE AND COMMUNICATIONS
Zabbix Server
Fortinet Firewall
DELL Server
Zabbix Proxy (In Virtual Machine 1)
Open VPN Server (In Virtual Machine 2)
SICA-MEDUSA (In Virtual Machine 3)
Node-RED (In Virtual Machine 3)
Node-RED in Raspberry-pi or similar
Monitor Touch 24 inches
Raspberry-Pi or similar (for the Node-RED)
PC
WINCC in the PC
Projector
LoRa gateway
LoRa server
Table 31: Network Devices deployed in the mock-up.

A2.5 Safety protections
The complete logic of the infrastructure functionality will be programmed in a device like a Raspberry-Pi using
the programming tool Node-RED and called MEDUSA Control System (MCS). This programming will be
performed during the phase of integration after the completion of the Deliverable “D6.5 Phase 2 Integration
and Evaluation Framework”. But the electronic system already has a safety protection regarding some
functionality over the MCS. There is a basic logic programmed in the PLCs regarding the filling and emptying
of the deposits. Usually, when the maximum water threshold in a deposit is reached, the correspondent pump
that fills the deposit is switched off. This avoids that in case of failure of the MCS logic, the deposit can overflow.
The detection of the threshold is performed through the water level sensor inside the deposit that provides an
analogic output between 4 and 20 mA.

Figure 58: Ware level sensor installed with its communication box.
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Another protection is regarding some pumps, since the submerged pumps has a protection system to avoid
that these actuators pump without the minimum water level. Independently of the MCS logic, if the water level
decreases below the minimum of water level the submerged pumps will stop for avoiding that they burn. This
function is achieved through a buoy connected to every pump that floats over the water surface shown in the
next Figure.

Figure 59: Pumps with the buoys
The final protection is the emergency stop button shown in the next Figure. As in the industrial infrastructures,
MEDUSA has an emergency button that stops all the processes if the button is pushed. The button shall be
pushed by an operator in case of some problem, for example a water leak, a fire, a flooding for some pipe
break, some device burnt, etc. After the emergency stop, the system has to be rearmed manually.

Figure 60: Emergency stop button.
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[A3] BRAIN-IoT Technical Objectives
UTO

Description

UTO1. Facilitates
the specification
and design of
complex IoT
systems:

UTO2. Enabling
self-adaptive
deployment and
management of
distributed IoT
systems:

UTO1.1 : Modeling Language for IoT and CPS service composition enabling the
creation of mashups of existing and new IoT services communicating with different
protocols.
UTO1.2 : Toolchain leveraging the defined modelling language to specify the
interactions between IoT services, as well as the behavior logic orchestrating such
services.
UTO2.1 : Execution environment which automates the process of deploying and
managing distributed IoT applications, as well as the system reaction according to
environmental and user events.
UTO2.2 : AI and non-AI based services to detect or predict failures and critical
events, enabling system self-healing and resiliency capabilities through the
automation software re-deployment or action execution at runtime.
UTO3.1 : Lightweight security layer ensuring end-to-end data encryption and
integrity for constrained IoT devices and mobile CPS.

UTO3. Enforcing
Security and
Privacy:

UTO3.2 : Framework for authentication, authorization and accounting to provide trust
in dynamic, distributed IoT scenarios.
UTO3.3 : Framework enabling privacy awareness and privacy control for IoT
platforms.

UTO4. Complex
IoT systems
validation and
safety
enforcement:

UTO4.1 : Digital twins of IoT/CPS resources and statistical models of IoT scenarios to
validate the system in a safe (co-)simulated environment.
UTO4.2 : Models@Runtime monitoring functionality for supervisioning modeled
critical systems at runtime.
Table 32: BRAIN-IoT Technical Objectives.
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