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Executive Summary
This document presents the hardware and software architecture that support the integration and evaluation
of all separated results of the technical work packages that, once integrated, provide the behaviours defined
in the use cases.
This document focuses on two different but related parts. The first part focuses on the integration of all the
components developed in the Brain-IoT project from a practical approach, describing in detail the software
and hardware infrastructure that allows integrating all the components that, once integrated, implement the
use cases defined and implemented in the project.
The second part focuses on describing the validation methodology used to validate the integration and proper
implementation of the use cases. The validation methodology is described in more detail in the D6.6: Phase 2
evaluation report. D6.6 also presents the results of the tests created for evaluating the integration of all the
components that implement the defined use cases.
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1

Introduction

The present document is a deliverable of the BRAIN-IoT project, funded by the European Commission, under
its Horizon 2020 Research and innovation program (H2020), reporting the integration activities' information
and the evaluation framework activities carried out by "WP6 – Test, Demonstration and Evaluation".
WP6 is responsible for integrating the components provided by the different applications, systems at the test
sites, and other work packages. It also deploys the different outcomes in the two proposed test times and
coordinates the user maintenance aspects and the collaboration and joint demonstration with other LSP
projects. WP6 and WP2 work in strict cooperation to generate the lessons learned to be fed back in an iterative
development process.
The integration framework is the software and hardware infrastructure that supports the integration and
deployment of all the components developed during the Brain-IoT project. The integration framework
architecture was designed and delivered in D6.3: Phase 1 Integration and Evaluation Framework.
This document (D6.5) describes the modifications and improvements made to the initial integration framework
as finally implemented.
This document focuses on two different but related parts. The first part focuses on describing the integration
of all the components developed in the Brain-IoT project from a practical approach, describing the software
and hardware infrastructure that allows integrating all the components that, once integrated, implement the
use cases defined and implemented in the project.
The second part focuses on describing the validation methodology used to validate the integration and proper
implementation of the use cases. The validation methodology is described in more detail in the D6.6: Phase 2
evaluation report. D6.6 also presents the results of the tests created for evaluating the integration of all the
components that implement the defined use cases.
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2
2.1

Architecture review and integration components
Introduction

This chapter presents the integration framework, the software and hardware infrastructure that supports the
integration and deployment of all the components developed during the Brain-IoT project, and how the
components, implemented by different partners, interact to provide the functionalities contemplated in the
different use cases.
2.2

Integration structure

The following figure shows the functional assets structure of the Brain-IoT system. We can distinguish the eight
different primary layers

of the architecture: Application Layer, Security Layer, Communication and

Management Layer, Autonomic Layer, Interoperability Layer, BRAIN-IoT Services Development Toolkit,
Connectivity Layer, and Physical Layer.

Figure 1: BRAIN-IoT Functional Architecture Assets

Using the BRAIN-IoT user interface, a user of the BRAIN-IoT Services Development Toolkit (the system
developer) available in the BRAIN-IoT modelling & Validation framework can generate the appropriate code
that can be deployed in the runtime infrastructure. In addition, the real-time IoT devices status and its values
can be supervised and monitored from the BRAIN-IoT Services Development Toolkit.
Through the BRAIN-IoT Fabric UI, the IoT platform owner can select the appropriate IoT applications
represented as BRAIN-IoT services from BRAIN-IoT Services Repository and deploy them in different BRAINIoT nodes running in the execution infrastructure leveraging the Behaviour Management Service and Behaviour
Install Service provided by BRAIN-IoT Fabric.
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The Fabric contains the BRAIN-IoT Edge Nodes which enables the interoperability of heterogeneous IoT
devices, these Edge Nodes will communicate with real or simulated devices, managing them to execute the
desired behaviors in a coordinated and integrated way.
Figure 1 shows all the assets have been developed in the last release of BRAIN-IoT platform. In particular, the
platform has been further developed with the intelligent automatic machine learning approaches for general
use case anomalies detection and prediction, this feature has been addressed by s0nar. In addition, in the
interoperability layer, we have developed another type of Edge Node to provide the interoperability of ROSbased platform, named as WoT-enabled Edge Node. And the BRAIN-IoT Services Development Toolkit has
been further developed to support also the physical layer modelling which is considered as a digital-twin
enabler providing the simulated IoT device models, in addition, by integrating with sensiNact Studio, the
platform managed to support the monitoring and configuration features. More importantly, Security layer has
been fully developed comparing with last version, in particular, the privacy control has been enforced with the
Privacy Control Service which provides a policy-based control system, and ACE Server provides a full end-toend security approach in the IoT system, the detailed implementation can be found in D5.6. Furthermore, the
BRAIN-IoT Attack Defence Strategies Exploration Tool provides the guidelines from the application level of the
appreciated security strategies. The integrated BRAIN-IoT platform and its information flow can be found in
D2.7, Section 3.3 - BRAIN-IoT Development View.
In the next sections, we will show how these functional assets will be used in the service robotic and critical
water infrastructure scenarios.
Errore. L'origine riferimento non è stata trovata. shows the global architecture of the Brain-IoT project
network and physical infrastructure that allows to implement and deploy the defined use cases demonstrators.
The image is also available as a vectorial image in an annex (Annex 1) for an easier visualization.
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Figure 2: General Brain-IoT integration framework: Network and Physical Infrastructure

The mid part of Errore. L'origine riferimento non è stata trovata. shows the IT infrastructure that contains
all the servers, computing nodes, networking devices, and visualization equipment. The top part shows the
infrastructure related to the Service Robotics scenario and the bottom part shows the infrastructure created for
the Water Management scenario. The top left part shows the communication infrastructure between all the
different parts.
2.3

Integration Management

As outlined in D1.1, the BRAIN-IoT project created a SCRUM process variant as a Quality Management and
Control mechanism to have better visibility and control of the ongoing developments, mainly focusing on the
integration points between the different components.
An integration point is any development iteration where at least two different BRAIN-IoT partners must
collaborate to merge components, design common interfaces, adapt and/or extend existing components,
develop new subcomponents, and such.
The partners registered all the integration points using the same platform for gathering and refining the
requirements: a Gitlab hosted by LINKS. This way, a uniform homogeneous tool is used to manage
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requirements, tasks, and integration points, and the partners are also able to use Kanban boards to quickly
visualize the current state at each sprint, with "swimlanes" for:
•

Registered integration points.

•

Ongoing integration points.

•

Integration points selected as high priority to be selected soon.

•

Closed integration points.

Initially, the partners established two weeks as the basic unit (sprint) for this SCRUM process. However, as the
development progressed, a shorter sprint was established as required by the partners.
At the end of each sprint (every week), the partners involved in each use case had a virtual meeting (using the
Zoom meeting tool), where the following steps were performed:
1.

Review the current state of each "selected" integration point. Unlike standard SCRUM, we do not
expect these tasks to be concluded within one sprint. However, a broad estimation of each integration
point's size and time was given, and its validity is checked.

2.

Discuss corrective measures if a significant deviation is noted.

3.

Select the next available integration points if the current work in progress allows it.

Figure 3: Snapshot of Kanban board for Integration Points

Different ways to organize and manage the integration points were considered. Finally, an analysis suggested
that:
•

Nearly all integration points can be reduced to collaboration between no more than two partners.
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•

In most cases, one partner is acting as server/provider (of a software component and/or specific
knowledge) and the other one is acting as client/consumer. This was used to clarify and facilitate
communication issues.

•

As expected, some partners were involved in many integration points. This helped to avoid blocking
issues and bottlenecks.

In order to solve these problems, the partners took into account the prioritization and dependencies between
integration points.

Figure 4: Snapshot of a PERT-like representation of Integration Points

In the last phase of the use case implementation, the consortium has combined the approaches defined above
with a RoadMap table for each scenario demonstration implementation, in which, based on the integration
points, we refined the integration points in more detailed tasks, and defined a set of milestones to achieve the
final demonstration. This methodology has greatly helped the consortium to be aware of the current
development process and the target date to deliver the integration work. As a reminder, this roadmap is use
case based, the consortium agreed to have demonstrators for different defined use cases. Errore. L'origine
riferimento non è stata trovata. gives an overview of how the roadmap is organized and collaborated to
supervise the demonstration development process.
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Figure 5: Snapshot of a PERT-like representation of Integration Points

3
3.1

Detailed Description of Scenarios and Test-Site Evaluation
Introduction

Deliverable D6.3 described the Service Robotics and Water Management scenarios from the perspective of
Lab-Scale Proof of Concept, explaining elements needed for the integration of the different components that
implemented the use cases.
This section continues with the descriptions performed in deliverable D6.3. The Lab-Scale Proofs of Concept
are now real scenarios. The current section explains, in more detail and from a practical perspective, how the
different components integrate for every use case of both scenarios.
This explanation is aligned with the description of the use cases performed in deliverable D2.6. That description
also included directions on how the integration should be performed.
Service Robotics Scenario
The Service Robotics will provide the scenario for the use cases that involve typical logistics applications. Each
robot is able to carry a cart loaded with 50 kg and move it to a different location in an autonomous way. To
perform this autonomous navigation robots are provided with a laser that contribute with the needed
information about the environment. The communication with the mobile platforms is done through WiFi, this
way the robot actions are controlled, and its state is monitored.

Figure 6: Robot with load.

This section introduces the implementation of a Service Robotics PoC, corresponding to the first use case
performed in Lab conditions.
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For this lab-scale tests, the use case owner Robotnik provided a Simulation tool that can reproduce the robotic
system as a whole. In order to clarify whether the Brain-IoT components will be working in the same way as
with a real robotic system (ideal case), we will have this first approach using Gazebo simulator.
Gazebo is offering the ability to accurately and efficiently simulate populations of robots in complex indoor
and outdoor environments with a robust physics engine, high-quality graphics, and convenient programmatic
and graphical interfaces.

Figure 7: Gazebo Environment Simulation

Figure 8: Rviz working Map Area

The robot expected behavior was presented in D2.1 and D2.2. In short, the use case scenario aims at moving
loads by several robots (RB1-Base) from one point to another according to the user choices. However, In the
second phase after M18, we have changed the use case implementation architecture from a centralize system
to a distributed system. On one side, the service robotic system would benefit more from the BRAIN-IoT
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execution platform to increase its robustness and prevent the single point service failure, On the other side,
the robot itself will act as individual agent and have its own autonomous behaviour regardless of the status of
other robots in the same fleet.
The new updates of the Service Robotics Use Cases will be done by considering not only the M18 development
of the use cases but also new atomic ones that include different features of the platform:
•

New machine learning technologies from s0nar are applied to detect with Robot anomalies battery
data and trigger another free robot to join the fleet.

•

The autonomous robot behaviour will be modelled and be deployed to each robot in the fleet. In
addition, the robot runtime status can be supervised and the warehouse coordinates can be configured
and updated with the realtime data.

•

The Edge Node used to interact with physical robot will be empowered by W3C WoT(Web of Thing)
for describing the ros functionalities named as “WoT-enabled ROS Edge Node” instead of REST API. It
bridges the native ROS world directly to the BRAIN-IoT Event-based communication environment, thus
the interoperability has been significantly increased with other heterogeneous IoT devices/platforms
connected to the BRAIN-IoT platform.

Based on the M18 use cases, it will be demonstrated the modelled scenario with a certain number of robots,
their features, the automatic door, the carts with their id’s and the place poses. Each cart id will be associated
with a place pose that will be predefined within the model.
Once this information is fully modelled, the generated software artefact is called “BRAIN-IoT Robot Service”
including the robot behaviour and its communications with other software components within the swarm.

Figure 9: Warehouse framework.

Again, the mains elements constituting the Use case scenario are the following:
▪

Three areas are basically defined: Unload Area, Docking Area and Storage Area.

▪

A automated door which can be controlled remotely via the REST API to enter the Storage Area,

▪

Robotnik’s carts carrying items around from a Picking to a Storage Area.
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▪

A NUC connected to the network for providing the computing resources to the s0nar, a data analysis,
anomalies detection and prediction software component.

▪

A Raspberry Pi equipped on each robot to form the distributed edge infrastructure in which the BRAINIoT services transformed from the Cloud environment can be executed, as a ROS Edge Node connector
between Robot Behaviour Fabric. The main BRAIN-IoT Products are involved and validated in Service
Robotic Scenario are:

▪

BRAIN-IoT Modelling Language

▪

BRAIN-IoT Modelling Tool

▪

BRAIN-IoT Fabric

▪

sensiNact Edge Node

▪

WoT-enabled Edge Node

▪

sensiNact studio

3.1.1

Integration in BRAIN-IoT framework

The decided scenario for the test is a typical warehouse scenario where different areas are divided by an
automatic door. This warehouse is an inside location with a flat ground with slopes under 7%.
This warehouse is filled with different obstacles that include static and dynamic obstacles. Static obstacles are
those that won’t change their position during the execution of the robot movements, like walls or unmovable
shelves. Dynamic obstacles are all those that might move during the robot’s work like: other robots, carts or
humans.
The System Network Architecture has been modified with respect to D6.3, as can be seen in Errore. L'origine
riferimento non è stata trovata., ROBOTNIK provided a set of computing resources including Raspberry Pis,
intel NUC and several robots to establish the BRAIN-IoT execution infrastructure. These computing devices
with BRAIN-IoT Fabric deployed are called BRIAN-IoT nodes, so that the appreciate BRAIN-IoT Services can be
deployed accordingly. In the physical robot, it mainly run the Robot Behavior along with a WoT-enabled ROS
Egde Node. In the Raspberry Pi, it hosts a Warehouse Backend System to manage the warehouse map
coordinates. And the NUC is responsible for provide the computing resource for online data analysis tool s0nar,
and the tools from BRAIN-IoT Modelling & Validation Framework to supervise the runtime robot status and
the warehouse map configuration.
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Figure 10: System Network Architecture.

WoT-enabled ROS Edge Node has been integrated with BRAIN-IoT EventBus, the main communication channel
in BRAIN-IoT Fabric. It can receive the events form BRAIN-IoT Robot Behaviour services and send the
commands to robot. The structure of ROS Edge node is shown in Errore. L'origine riferimento non è stata
trovata..
It provides a set of events to be received and sent from/to BRAIN-IoT EventBus, and in order to test its
functionality. In particular, the integration with the BRAIN-IoT Fabric through the northbound interfaces, and
the integration with the Robot through the southbound interfaces.

Initially, there is a internal JSON file to

manage the warehouse coordinates. In the end, this feature has been replaced by an indiv sensiNact Edge
Node combined with sensiNact studio to configure and update the realtime coordinates.
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Figure 11: WoT-enabled ROS Edge Node

The system to be evaluated for this particular scenario will be as presented:
The relevance of the BRAIN-IoT platform for this kind of use cases is to validate use of a coordinator system
outside of the robot itself. In service robotics usually the orchestrator role is performed by an external computer
that manages those kinds of decisions. This way it is possible to decentralize and generalize the control by
using IoT.
1

The Robot Behaviour generated from the BRAIN-IoT Modelling & Validation Framework will be
deployed on the appropriate BRAIN-IoT Fabric Node. Figure 5 portrays the software stacks in each
individual robot of the validation framework in this scenario, in particular: Robot Behaviour: The
designer models the system behaviour including the interactions with other items involved in the
system such as Door, Warehouse Backend System. Then the individual component behaviour such as
the robot behaviour will be refined as the BIP model which represents the BRAIN-IoT software level
models. From there, the model can be verification and the software artefacts of the Robot Behaviour
can be generated through the BIP to Java Code Generator. Finally, it will be uploaded and stored in
the BRAIN-IoT Repository, the Robot Behavior flowchart [1] and sequence diagram [2] containing its
interaction with other items.

2

WoT-enabled ROS Edge. As mentioned previously, it provides the adaptation for ROS-based cyberphysical devices to the BRAIN-IoT Fabric, mainly interfacing with the event communication channel
BRIAN-IoT EventBus.

3

BRAIN-IoT Fabric. BRAIN-IoT distributed runtime infrastructure which implements the remote OSGi
services, it provides a secured and event-based communication channel and a dynamic deployment
mechanism to trigger the demand BRAIN-IoT service loading at runtime.
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4

ROS Environment. A native Robot Operating System running in the physical robot.

The software components described above is the full software stack either to be deployed through BRAIN-IoT
Fabric at the system starting stage or be deployed at the system running phase caused by other environmental
or runtime anomaly events. These features are demonstrated in different use cases described in the next
subsections.

Figure 12: Warehouse Software Global Architecture in Robotic Service.

3.1.2

Service Robotics Basic use cases scenarios

Five use cases were defined to evaluate the service robotics case:
•

Use case ROB-1 Pickup Mission

•

Use case ROB-2 Multi-Robot Pickup Mission

•

Use case ROB-3 System Monitoring

•

Use case ROB-4 Detection of anomalies in battery sensors

•

Use case ROB-5 System Resiliency

The validation will consist on the satisfactory fulfilment of the use-cases in the test scenario presented in the
next section. Original user case scenario has been presented on D6.3, however, taking into account the actual
constrains it was decided to priorize the previous user cases.
3.1.2.1

ROB-1 - Pickup Mission

When a pickup call is triggered, the pre-registered robot in the system goes to the carrying zone and
depending on the behaviour, it looks for the cart tag. Then it picks up the load and moves it to the destination.
The workflow is:
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•

A pickup request is triggered.

•

The robot will receive the pickup request. The robot mobile platform communicates its availability and
by using the on-board sensors it is possible to pick the different carts and items.

•

The robot places itself in front of the cart, recognizes its ID and executes the pickup procedure.

As has been tested, the robots correctly carry out the mission of picking up the car and taking it to the delivery
area. From Robot Behavior the workflow of the scenario that the robot must follow once deployed is defined,
through each ROS Edge Node the robots are interacted with to carry out the corresponding task.
The Errore. L'origine riferimento non è stata trovata. shows how the robot goes to the cart collection
point.

Figure 13: Pickup Mission.

3.1.2.2

ROB-2 - Multi-Robot Pickup Mission

When the system triggers a global pickup call, the robot fleet in the docking area go to the unload zone and
check for tags describing the items to move. Each robot in the fleet will be autonomous with its own behaviour.
To move all the carts from unload area to the storage area, the robots will negotiate with the factory backend
component to query the information of next pickup point in the unload area and destination point in the
storage area. Furthermore, the robots are expected to be deployed in an environment where they need to
interact with smart devices, e.g., a door, to accomplish the task, this needs to be done automatically, without
the intervention of an operator. The workflow is:
•

BRAIN-IoT Fabric is deployed to each Robot, so that they form a fleet and able to communicate with
other software warehouse deployed in the same Fabric through remote EventBus.

•

The BRAIN-IoT service representing autonomous robot behaviour is deployed in every robot in the
fleet.
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•

The robot fleet interact with the warehouse backend system to acquire the shared information
including the carts location and its storage location.

•

Each robot starts to execute the pickup mission.

•

The on-board sensors of the robot detect the smart devices with which they must communicate.

•

The robot is able to automatically configure itself to control the smart devices when needed.

As can be seen in Errore. L'origine riferimento non è stata trovata., it is observed how the collaborative use
case in which two robots are launched to fulfill the mission of collecting the corresponding cars has been
tested.

Figure 14: Multi-Robot Pickup Mission.

3.1.3

System Monitoring

In this use case, it demostrates the system monitoring & configuration feature provided by the BRAIN-IoT
Modelling & Validation Framework, in particular, the BRAIN-IoT Modelling Tool and sensiNact studio, and
WoT-enabled ROS Edge Node. To implement this use case, it needs to be run the BRAIN-IoT Robot Behaviour.
The software architecture is shown in Errore. L'origine riferimento non è stata trovata., the integration
among these components mainly provides these two functionalities:
1

Monitor robot mission states transitions using state machine in papyrus, such as from GoTo -> Pickup ->
GoTo -> Placecart.

2

Initialize, update and observe the warehouse map configuration at runtime, including the picking points
table and storage points table.
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Figure 15: System Monitoring Software Architecture.

For function 1 - mission states transition monitoring, the involved elements are Robot Behavior, WoT-enabled
ROS Edge Node, and BRAIN-IoT Modelling Tool.
•

Robot Behaviour and the WoT-enabled ROS Edge remain the same as described in section. As a note,
WoT-enabled ROS Edge Node provides the interface to the BRAIN-IoT Modelling Tool to send the
UDP messages for animating the robot state.

•

BRAIN-IoT Modelling Tool provides the IoT application defined feature and the robot behaviour is
modelled with state machine at the design phase. At the runtime, the robot realtime status can be
synchronized with the state machine. And the workflow is:

1.

ROS Edge Node receives the command events from Robot Behaviour.

2.

ROS Edge Node sends the command to the robot, meanwhile, it converts the command to the UDP
message and send to BRAIN-IoT Modelling Tool.

3.

When BRAIN-IoT Modelling Tool receives the UDP message, it will dynamically animate the the state
change.

Once there is something going wrong in the process, the error state can be visualized in the Modelling Tool.
Errore. L'origine riferimento non è stata trovata. shows the states animation during the test phase.
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Figure 16: BRAIN-IoT Modelling Tool - Model@Runtime

For function 2 - Initialize, update, monitor the warehouse map configuration and robot realtime location, the
involved elements are Robot Behavior, WoT-enabledROS Edge Node, Warehouse Backend System , sensiNact
Edge Node and sensiNact Studio.
•

Robot Behavior and WoT-enabled ROS Edge Node are remained the same as described previously.

•

Warehouse Backend System is the software component developed for demonstrate the system
configuration feature, in which, it hosts a database storing the coordinates of different areas. These
values can be configured at the system initialization phase and be updated at the execution time.

•

SensiNact Edge Node provides the integration interfaces to both of sensiNact Studio and BRAIN-IoT
EventBus.

•

sensiNact Studio provides a GUI for the end-user to configure, update, and observe the warehouse
map configuration, as well as the robot realtime location.

And the workflow is:
1.

Before Robot Behavior is deployed, the warehouse manager will initialize three tables from sensiNact
studio of picking points, storage points, cart_StoragePoints, they are the shared resources among
robots.

2.

These values will be delivered and stored to warehouse backend system through sensiNact Edge Node
and BRAIN-IoT EventBus. .

3.

the system with Robot Behaviors can be deployed manually through BRIAN-IoT Fabric deployment UI
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4.

Whenever a robot changes the attribute value in the table, this update should also be reflected in the
sensiNact Studio. Hence, the warehouse backend system will send an update event to sensiNact Edge
Node, then be delivered to sensiNact studio.

sensiNact studio displays the changes. Errore. L'origine riferimento non è stata trovata. shows the tables
have been defined in the sensiNact studio for the warehouse coordinates configuration and supervision.

Figure 17: Warehouse Coordinates Configuration in sensiNact Studio

3.1.4

ROB-4 – Detection of anomalies in battery sensors

This use case mainly demonstrate the s0nar within the BRAIN-IoT execution platform, it provides the general
data analysis, anomalies detection and prediction. Here, we aim to use the robot battery level to evaluate the
performance of s0nar, meanwhile the anomalies detected gives the triggers the needed artifacts loading to
another free robot and join in the fleet to prevent the system overall failure.
The information from the different sensors is correlated and their evolution over time has been studied in order
to detect when a sensor is failing or is miscalibrated. The workflow is:
•

The robot is operating normally.

•

An external or internal issue causes the battery monitoring to be non-optimal.

•

One of the monitored sensors triggers an alert.

•

Depending on the robots used, there are different sensors from the actors to handle:
-

Turtlebot: pose, [current speed of wheels], voltage, current state of elevator --RB1 and others: pose,
[current speed of wheels], voltage, current state of elevator.
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Agreed Variables that has been used, gathered from the robots: pose, [current speed of wheels], voltage,
current state of elevator. However the only data strictly needed, is, conceptually:
Data about battery state (voltage), always with timestamps, and associated with the information needed (and
available) to correlate battery state with robot actions at that moment (that is why we also agreed about: pose,
current speed, current state of elevator).
So, both to train and to "executed" an already trained Brain-IoT s0nar Service that uses Machine Learning with
battery usage data, the only needed endpoint is something like:
•

retrieve_datapoints_for(init_timestamp, end_timestamp): set_of_datapoints

Where set_of_datapoints contains N "rows" of values for the mencioned variables, plus timestamp for each
row.
To solve this UC it was needed a dataset involving the bigger number of robots possible of the same type. Also
robots needed to do different tasks involving goto actions, pick actions, place actions, charging actions and
also no action (no moving).
-

Robot navigating through the scenario (goto action) without any cart.

-

Robot navigation through the scenario (goto action) taking one cart (after pick action).

-

Robot without moving and without any cart.

-

Robot without moving and with a car (after picking action).

-

Combination of goto actions, pick actions, place actions and charging actions.

-

The robot should be maintaining in the scenarios for a period of time sufficient to discharge the
battery.

These five scenarios were labeled. In total 5 logs have been made for each scenario during the validation phase.
And the process for trigger the new robot join the fleet will be presented together with other cases in the next
use case ROB-5 System Resiliency.
3.1.5

ROB-5 System Resiliency

When the robot fleet is running, any failure in the above triggers happen will be managed by the system to
redeploy the needed software component in another available and optimal computing resource.
The robot fleet is operating normally. Some unexpected failures happened during the execution runtime.
Case 1: Robot goes down due to several reasons
a. Battery runs out
b. Physical attack to the robot
In this Case, the BRAIN-IoT system will manage to involve another free robot in the fleet automatically.
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Case 2: A critical BRAIN-IoT service without requiring high computing recourses is down in case of a single
point failure.
In this Case, the BRAIN-IoT system will manage to recover the service by restarting it in a different BRAIN-IoT
node. The procedure is as following:
All the robots are prepared to be a member of the fleet, that means each of them has the BRAIN-IoT Fabric
deployed. Then Robot 1,2 are activated and form the swarm, and robot 3,4 5 stay unplugged. A system
description is ready to be used by BRAIN-IoT Fabric to deploy the Robot Behavior and WoT-enabled ROS Edge
Node to each active robot. In addition, we can control the robot number in the fleet to be managed with autoscale by BRAIN-IoT Fabric. In this specific use case, we set the number is 3.
Step_1: at beginning, BRAIN-IoT will deploy the Robot Behavior and ROS Edge Node to Robot 1 and 2. Step_2,
3: As soon as the Robot 3 will be plugged, BRAIN-IoT fabric will automatically involve it as a member of the
fleet and deploy the Robot Behavior and ROS Edge Node to it. This shows that the system is scalable, this also
complained with what has been defined in ROB-2: Multi-robot pickup mission.
Step_4: Active the robot 4, as the robot number in fleet is satisfied with what system is specified at the initial
phase, robot 4 will be a active free robot in the docking area.
Step_5: One failure is simulated by unplugging Robot 1, so now only two robots are active in the fleet.
Step_6: At this moment, BRAIN-IoT Fabric detects Robot_4 as a free resource and automatic deploy the Robot
Behavior and ROS Edge Node to guarantee the system maintain the and by and join the fleet. This is aligned
with the failure Case 1 described above.
Step_7: Simulate another failure on warehouse backend system which is running in the Raspberry 1 as stated
in the Case 2.
Step_8: when the robots need communicate with the warehouse backend system which is a BRAIN-IoT service
with BRAIN-IoT events, then BRAIN-IoT Fabric at this point notices that there is not a appreciate service to
handle this event. So it will search for the BRAIN-IoT Services repository and find the correct BRAIN-IoT service
and redeploy it to another available computing device (Raspberry Pi 2). Then Robot 5 will be plugged and
prepared for the next steps.
Step_9.1, 9.2: A Voltage Anomaly in Robot 2 is detected by s0nar, the event is published on eventbus.
Step_10 : The BMS(Bundle Management Service) of BRAIN-IoT running in the NUK will receive and handle this
Anomaly event.
Step_11, 12: The BMS on NUC then will instruct the BIS(Bundle Installer Service) of the BRAIN-IoT Fabric
running in Robot 5 to proceed with the loading the Robot Behavior and ROS Edge Node from the BRAIN-IoT
repository.
This procedure will be recorded as a video for a better visualization and validation.
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3.2

Critical Infrastructure Management Scenarios

The Critical Water Infrastructure provides the scenarios for the monitoring and control use cases in charge of
managing the water distribution system of A Coruña metropolitan area.

https://www.udc.es/citeec/hidraulica-en.htmlSince this is a critical infrastructure, the Brain-IoT project
could not operate directly on this system so a mockup (physical model and digital twin that replicates the real
infrastructure with real devices and real measurement processes), called MEDUSA, has been developed. The
mockup was built in the Centre for Technological Innovation in Construction and Civil Engineering CTICC
(CITEEC in Spanish) facilities placed into the University of Coruña. MEDUSA was built under the management
of EMALCSA with the collaboration of the Coruña University regarding the hydraulic design, the ABN Company
that has supplied the piping systems in heat-welded polypropylene with proprietary technology of national
manufacture, and Tecdesoft that has deployed the electronic infrastructure.
Errore. L'origine riferimento non è stata trovata., without the top right part concerning the Service Robotics
infrastructure, constitutes the architecture of the mockup (Critical Water Management Infrastructure). In Annex
2, we provide a detailed description of the mockup infrastructure, indicating all its elements organized as
following: physical infrastructure, actuator and sensor infrastructure, electronic infrastructure, network
infrastructure, and safety protections.
The mockup infrastructure includes different technologies grouped in two layers: the information technology
(IT) layer and the Operational Technology (OT) layer.
The IT layer is constituted of servers, databases, network infrastructure, firewalls and the assets required for the
management of this layer.
The OT layer is made of devices located in the production side like water meters or pressure meters; smart
devices measuring chemical-physical characteristics of water; rain gauges, water pumps, control platforms,
gateways, OPC stations, PLCs, and the components related to the communication between those different
devices. Due to security constraints and in order to ensure the robustness of the OT processes, the IT and OT
layers are logically separated through firewalls and have access to internet through the demilitarized zone
(DMZ). The deliverable D2.6 identified the devices needed in each use case.
3.2.1

Integration Framework

A reduced infrastructure of the water distribution mockup (MEDUSA), and the role,of each component, is
shown in . All the use cases related to the water management are implemented using this infrastructure (a
subsection of what is shown in Errore. L'origine riferimento non è stata trovata. and Annex 1).
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Figure 18: Schema of Network infrastructure of MEDUSA

The physical layer of the mockup has multiple element (sensors and actuators) such as water flow, level, and
pressure meters, valves and pumps. The majority of this devices are connected to Programmable Logic
Controllers (PLCs). The PLCs are connected, via a 3G connection, to the IT elements of the mockup. This
connection is secured by using a VPN, and all the connections are further processed and secured by using a
firewall.
Some of the devices, created by HYDRAO, are connected via a LORA gateway. This connection is secured by
end to end encryption, as explained in the End-to-end security of devices data use case.
The IT infrastructure, concerning the water management use cases, has three main computing elements:
•

A control server: this server is responsible for connecting to the PLCs to gather the information of the
sensors and sending the commands to the actuators. Every time a sensor is read (the frequency is
configurable), the control server sends the data to the storage server. This server is implemented using
the Node-RED framework.

•

A storage server: this server is responsible for storing all the information gathered from the mockup
physical devices, and providing a web interface for visualizing it that user can access through internet.
This connection is processed and secured by the firewall.

•

Processing nodes: all the processing nodes (several Raspberry Pi and NUC) BRAIN-IoT execution
platform where the BRAIN-IoT technical team installs the BRAIN-IoT Fabric setting up the distributed
edge runtime environment, deploys the use case applications represented as BRAIN-IoT Services, and
BRAIN-IoT Edge Nodes which provides the access point to external IoT devices/platforms. In addition,
there are also nodes with more computing resources to support the s0nar for machine learning
approaches.
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The integration of all the components related to the water management use cases is done by providing two
Application Programming Interfaces (API):
•

One control API provided by the control server (Node-RED API). This interface allows the different
components involved in the water management use cases to control the actuators (valves and pipes).

•

One sensing API: provided by the SICA framework (storage server). This interface allows the different
components involved in the water management use cases to access the devices readings and state.

These two APIs will be further described in the following sections regarding the data information the BRAINIoT can get from the mockup platform and the control commands BRAIN-IoT can issue to actuate the IoT
devices. For validating the final BRAIN-IoT platform, in the Critical Infrastructure Scenario, we mainly exploited
two use cases: End-to-end security of devices and Resilience to devices failures. The former is responsible for
collecting data from the secured IoT devices, thus validate the components developed within BRAIN-IoT to
guarantee end-to-end data security. The later use case demonstrates the BRAIN-IoT Modelling & Validation
Framework for the control system, s0nar for the anomalies detection. BRAIN-IoT Edge Node(s) will be
demonstrated in both use cases. The detailed integration and validation will be further explained in the
following sections. The software artefacts shown in Figure 19 are deployed in the processing nodes hosted in
the physical infrastructure.

Figure 19: Overall Software Architecture for the Critical Infrastructure Management Scenario

3.2.1.1

Control API

The control API is based on HTTP protocol. All requests to the API are done via an HTTP GET request. The API
is not available outside the Emalcsa’s Medusa infrastructure. To access the API, the API client has to be
connected to the Medusa network through a VPN.
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The API does not use additional security besides the one provided by the VPN (no HTTP security is needed in
the client’s request). The API endpoint IP address and TCP port are: 192.168.40.10:1881
To control the mockup via the “control API”, we need to follow this workflow:
1. Send a request. This will do the following:
1.1. Register in the system that the variable indicated is to be controlled externally via the “control
API”.
1.2. Set the value for the given variable.
2. Send the rest of the requests. We repeat this step as long as we want to control the mockup. The
system waits for new values to be sent until step 3 is reached.
3. Indicate that the external control is to be finished. If the value IA_Control_finished is sent to the
“control API”, the system resumes its normal behaviour. This step is mandatory if we want to set the
system in the normal state (that allows to simulate water consumptions and control the mockup via
the Supervisory Control and Data Acquisition (SCADA) interface, etc).
The requests have the following format:
http://ip:port/test?variable_1=value_1&variable_2=value_2&...& variable_n=value_n
For instance, if we want to set the values for the "Apertura_AFV001" and "Apertura_AFV002" variables (i.e. to
set the aperture of two valves at the same time), we would use the following request:
http://192.168.40.10:1881/test?Apertura_AFV001=10&Apertura_AFV002=30
This will set the aperture of the AFV001 valve to 10% and the aperture of the AFV002 valve to 30% (the available
variables are listed in the next section).
The values will be set as soon as they are received, but the changes in the system state can take a while to be
noticeable. We tested that, for usual changes (less than 50% of the aperture of a valve, for instance), one minute
between changes is enough to see the change effect in the system.
The water distribution system mockup has multiple devices, but not all of them are relevant for the main uses
cases. This section enumerates all the available variables, and the following sections explain the main devices
for each use case.
The devices that can be controlled via the “mockup control API” are the following:
•

Valves: these variables control the aperture of the corresponding valve. It accepts a value between 0
an 100.
◦ Water tanks input:
▪ Apertura_BFV001: general valve, from the river to tank 1.
▪ Apertura_CFV001: valve that connect tank 1 to consumption and tank 2. This valve is
controlled automatically via a PLC.
▪ Apertura_DFV001: valve that connect tank 2 to tank 3. This valve is controlled automatically
via a PLC.
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◦ Water tanks output:
▪ Apertura_CFV002: water consumption for big clients (Pocomaco and Mesoiro industrial park,
from tank 1 and/or 2).
▪ Apertura_CFV003: water consumption in A Coruña from the Penamoa water tank (1).
▪ Apertura_DFV002: water consumption in A Coruña from the Eiris water tank (2).
▪ Apertura_EFV001: water consumption in A Coruña from the Eiris elevado tank (3).
◦ Water tanks outputs interconnections:
▪ Apertura_CFV006: tank 1↔2 outputs interconnection.
▪ Apertura_DFV008: this valve allows to simulate a water spillage.
▪ Apertura_EFV010: tank 2↔3 outputs interconnection.
•

Tank and river water levels: we can indicate the desired water level range (min-max) for the 3 tanks
and minimum water level allow in the river for the system to work. If we set a tank water level range,
the system will automatically control the pumps and valves that allow to fill the tanks in order to keep
the water level at the desired value.
▪ Nivel_Min_Cabecera_B1: water level in tank 1 that activates the river pump 1.
▪ Nivel_Max_Cabecera_B1: water level in tank 1 that deactivates the river pump 1.
▪ Nivel_Min_Cabecera_B2: water level in tank 1 that activates the river pump 2.
▪ Nivel_Max_Cabecera_B2: water level in tank 1 that deactivates the river pump 2.
▪ Nivel_Min_Cola: water level in tank 2 that enables the water to flow from tank 1.
▪ Nivel_Max_Cola: water level in tank 2 that disables the water to flow from tank 1.
▪ Nivel_Min_Elevado: water level in tank 3 that activates the water pump from tank 2.
▪ Nivel_Max_Elevado: water level in tank 3 that deactivates the water pump from tank 2.

•

Water meter reset: the system allows to reset the water meter total water count (the total volume of
water that passed through the meter since the last reset). It is not necessary, but it can be used if, for
instance, we want to count the total volume of water consumed in a given period. The main water
meters that can be used in the “resilience to devices failures” use case are the following:
◦ Reset_Cont_Litr_BFT001: main water meter (river to tank 1).
◦ Reset_Cont_Litr_CFT002: water consumption for big clients (Pocomaco and Mesoiro industrial
park, from tank 1 and/or 2).
◦ Reset_Cont_Litr_CFT003: water consumption in A Coruña from the Penamoa water tank (1).
◦ Reset_Cont_Litr_DFT001: water consumption in A Coruña from the Eiris water tank (2).
◦ Reset_Cont_Litr_EFT001: water consumption in A Coruña from the Eiris elevado tank

3.2.1.2

Sensing API

https://medusa.tecdesoft.es/api/information/1_10/last?fieldshttps://medusa.tecdesoft.es/api/infor
mation/1_10/last?fieldshttps://medusa.tecdesoft.es/api/information/1_10/last?fieldshttps://medusa.
tecdesoft.es/api/information/1_10/last?fieldshttps://medusa.tecdesoft.es/api/information/1_10/last
?fieldshttps://medusa.tecdesoft.es/api/information/1_10/last?fieldshttps://medusa.tecdesoft.es/As
previously explained, the devices readings and state are accessible via the sensing API, provided by the SICA
framework API. (i.e. their values can be read via the SICA API). To obtain the last values for a given device, all
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the components get the data via a GET request to:
https://medusa.tecdesoft.es/API/information/{device}/last?fields
This API needs authentication. All the components use a user and password created for them that can also be
used to login in the web UI (https://medusa.tecdesoft.es/). They can also allow to visualize the mock up devices
sensors values and their states, and to create dashboards.
The response of the sensing API is a JSON object with the following structure:
{
"Date": date of the last reading. For example: "2021-02-21T10:56:53.408+00:00".
"Values": array with the values for all available fields for the given device. For example: [5,0.0]
}

To indicate the device from which we want to get the data, we need to specify it in the path parameter indicated
as {device}, where device has the format: stationId_informationGroupId.
The system (SICA), is designed to work with "Information groups". There is one information group for each
device. The system allows to work with several stations (for instance a production plant divided in several
zones). In the water distribution mockup we only have one station (with id 1). For the devices used in the
“Resilience to devices failures” and “End-to-end security of devices data” use cases, the corresponding
information group and the available fields are the following:
•

Valves: all information groups related to valves have 2 fields: its state and the opening percentage.
Their available values and types are the following:
◦ States: int variable, with the following available values:
▪ 1: close
▪ 2: closing
▪ 3: open
▪ 4: opening
▪ 5: error
◦ Opening percentage: real variable representing the opening percentage of the valve.
◦ This applies to the following devices: the field used in the petition are the following:
▪ Water tanks input:
•

BFV001: general valve, from the river to tank 1.
◦ {device}: 1_10

•

CFV001: valve that connect tank 1 to consumption and tank 2. This valve is controlled
automatically via a PLC.
◦ {device}: 1_20

•

DFV001: valve that connect tank 2 to tank 3. This valve is controlled automatically via a
PLC.
◦ {device}: 1_37

▪ Water tanks output:
•

CFV002: water consumption for big clients (Pocomaco and Mesoiro industrial park, from
tank 1 and/or 2).
◦ {device}: 1_22
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•

CFV003: water consumption in A Coruña from the Penamoa water tank (1).
◦ {device}: 1_24

•

DFV002: water consumption in A Coruña from the Eiris water tank (2).
◦ {device}: 1_38

•

EFV001: water consumption in A Coruña from the Eiris elevado tank (3).
◦ {device}: 1_54

▪ Water tanks outputs interconnections:
•

CFV006: tank 1↔2 outputs interconnection.
◦ {device}: 1_28

•

DFV008: this valve allows to simulate a water spillage.
◦ {device}: 1_57

•

EFV010: tank 2↔3 outputs interconnection.
◦ {device}: 1_84

•

Tank and river water levels: all information groups related to water levels have 1 field: the water level
in percentage [0, 100].
◦ This applies to the following variables:
▪ BLT001: river water level.
•

{device}: 1_83

▪ CLT001: tank 1 water level.
•

{device}: 1_167

▪ DLT001: tank 2 water level.
•

{device}: 1_33

▪ ELT001: tank 3 water level.
•
•

{device}: 1_70

Non Hydrao water meters: all information groups related to water meters have 2 fields: the water
flow in L/s and the total liters (since the last reset) in m3.
◦ This applies to the following devices:
▪ CFT002: water meter in the first output from tank 1. It goes directly to the river, and it simulates
the “big clients” (industry) water consumption.
•

{device}: 1_23

▪ CFT003: water meter in the second output from tank 1. This device returns a third field, always
null (it was intended to be a calculated field, since this is a pulse based water meter, and it
doesn’t send the L/s directly).
•

{device}: 1_25

▪ DFT001: water meter in the output from tank 2.
•

{device}: 1_40

▪ EFT001: water meter in the output from tank 3.
•
•

{device}: 1_71

Hydrao water meters: all information groups related to the Hydrao water meters have 4 fields:
◦ Liters: liters that went through the meter since the last reading.
▪ Type: real.
◦ Total liters: total liters that went through the meter (since last restart).
▪ Type: real.
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◦ Battery level: full, good or low (100, 50, 10). It is only sent by the device when the value changes.
▪ Type: int.
◦ State: indicates whether there is an error while decoding the sensor’s readings (0→secured,
1→unsecured, 2→ corrupted).
▪ Type: int.
◦ This applies to the following devices:
▪ 3332323500250020 (secured device):
•

{device}: 1_179

▪ 3332323500270045 (secured device):
•

{device}: 1_180

▪ 3332323500230023 (secured device):
•

{device}: 1_181

▪ 3332323500240022 (unsecured device):
•

{device}: 1_183

▪ 33323235004A0029 (unsecured device):
•

{device}: 1_189

▪ AA01BB02CC03DD04 (simulated device):
•
3.2.2

{device}: 1_185

End-to-end security of devices data.

3.2.2.1 End-to-end security validation of IoT systems based on digital twins of end-devices
This subsection aims at presenting the approach based on modelling and simulation, which has been
developed and used in the BRAIN-IoT Project to facilitate the integration, verification and then the functional
validation of the security into IoT sensors/actuators. This approach allows reducing the cost impact of adding
security layer to physical device. Indeed, devices and protocols heterogeneity makes it complex to test
integration of security layer on each type of configuration. Therefore, using digital twins of devices allows quick
integration, tests and validation of the security layers.
ST developed in the BRAIN-IoT Project two models, named Black Box (BB) and White Box (WB), which feature
the functional and extra-functional properties of the IoT sensors/actuators (behaviour, security, energy
efficiency, reach…).
The Black Box model is an abstract representation of the IoT sensor/actuator and is a simple service-oriented
model that represents it functionality, regardless of the internal architecture that implements its behaviour. For
its part, the white box model represents the internal architecture of the device.
Both BB and WB models developed for the BRAIN-IoT Project are able to reproduce the behaviour of a secured
(including Airbus Security Module) or an unsecured IoT sensor/actuator.
The first step has been to design an architecture similar to the real one. The only difference with the architecture
presented in Errore. L'origine riferimento non è stata trovata. is the transmission chain between the device
and the BRAIN-IoT Fabric. For the simulated IoT sensor/actuator, we didn’t use an intermediate IoT network
to ease the debug. The architecture is illustrated in Figure 20.
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Figure 20: IoT System Architecture

In this architecture, the Security Module, in charge of authenticated and encrypted the data, is deployed in the
simulated IoT sensor/actuator. Authenticated and encrypted data are sent through an HTTP request to the
BRAIN-IoT Fabric. A specific connector (named sensiNact Edge Node) present in the Fabric receives the data.
Then it sends the data to the Secured Gateway Service through the Event Bus. Thanks to the Distributed AAA
Server, the SGS is able to check the authentication and the integrity of a message and to decrypt it. In the
architecture proposed, the data are secured from the simulated IoT sensor/actuator to the BRAIN-IoT Fabric.
Following our top-down methodology starting with the higher abstraction level, we first used the BB model to
verify that the end-device is correctly transmitting the data to sensiNact, regardless of the internal
implementation details of the device. The BB model provides the functional reference results to be compared
against for the subsequent refinement steps of the design flow.
In the second step, the BB model is replaced by the WB model, to develop and validate the embedded software
running on the microcontroller: performing data collection from the sensors, local computation and
preparation and encryption of the payload to be transmitted by the connectivity IP.
This proposed model-based approach allowed BRAIN-IoT Partners to implement, verify and validate the
developed end-to-end data security solution in few weeks thanks to the facilities of debug and observability.
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3.2.2.2

Improving security of IoT sensors/actuators in the Water Management use-case

The architecture is illustrated in Errore. L'origine riferimento non è stata trovata. and the data flow from the
IoT sensor/actuator to MEDUSA is step-by-step described in deliverable D5.8.

Figure 21: IoT system architecture in the Water Management use-case

In the Emalcsa mockup, 3 secure water meters and 2 unsecure water meters are deployed. The secured water
meters embed Airbus Security Module, which is precisely described in deliverable D5.8. These 5 water meters
communicate through LoRa Network, so a LoRa gateway is also installed in the Emalcsa Mockup. This LoRa
Gateway is configured to communicate with a LoRa Server (The Things Network). A specific connector (named
BRAIN-IoT Edge Node) in the BRAIN-IoT Fabric receives the data thanks to a Message Queuing Telemetry
Transport (MQTT) connection with the LoRa Server. Then it sends the data to the Secured Gateway Service
through the Event Bus. Thanks to the Distributed AAA Server, the SGS is able to check the authentication and
the integrity of a message and to decrypt it (if possible). To ease developments and integration, the Distributed
AAA Server has been deployed in Airbus Cloud. However it can be easily deployed directly in the end-user
infrastructure, as it is done for Airbus customers of the user access control solution.
The SGS can produce three different answers depending on the inputs it receives.
1) For a secured water meter
As said in the previous paragraph, the secured water meters embeds Airbus Security Module. This module is
called by the device to authenticate and encrypt the data before sending it through the LoRa network to the
BRAIN-IoT Fabric. Figure 22 illustrates that the data received by the LoRa Server are encrypted as there are no
fields.
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Figure 22: Encrypted data sent by a secured device to the LoRa Server

In comparison, Errore. L'origine riferimento non è stata trovata. illustrated the unencrypted data sent by an
unsecure device and received by the LoRa Server. We can see two different fields: the liters and total_liters
values. In this case the battery level has not been sent by the device. This field is only sent when the value
changes.
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Figure 23: Unencrypted data sent by an unsecured device to the LoRa Server

Then following the flow previously described, the BRAIN-IoT Edge Node retrieves the data by the LoRa Server
and sends them to the Secured Gateway Service. If the checks (authentication and message integrity)
performed by the SGS are successful, then the SGS decrypts the received data. It produces then a new message
sent through the EventBus to the sensiNact REST Adaptor, which contains the decrypted data. If the data have
been modified on the fly by an attacker, the SGS detects the error while checking the integrity of the data (the
exact process is described in D5.8). It then produces a message containing the received data (encrypted, as it
has not been able to decrypt it) and an error message, and sends it to the sensiNact REST Adaptor.
2) For an unsecured water meter
In the case of an unsecure device, the SGS detects an anomaly, as the authentication and integrity checks fail.
So it produces a message containing the received data (unencrypted as it was not initially) and an error
message, and sends it to the sensiNact REST Adaptor.
The sensiNact REST Adaptor receives the data from the SGS and modify their format to be in line with what is
expected by the sensing API. In case the sensiNact REST Adaptor receives a message with an error created by
the SGS, it checks the identifier of the device. If it is the ID of an unsecured water meters, then it fixes the state
at 1 (=unsecured). If it is the ID of a secured water meters, then it fixes the state at 2 (=corrupted). If there is
no error message from the SGS, the state is put to 0 (=secured). So at the end the sensiNact REST Adaptor
produces a message containing among other things the four fields expected by the sensing API. In order to
send this message with a HTTP PUT request, the sensiNact REST Adaptor authenticates itself to the sensing
API.
The HTTP PUT request includes a body in JSON format here is an example:
[
{
"GroupId": 178,
"ServerId": 1,
"Date": "/Date(1607689232000)/",
"Values": [1.0, 2.0, 55, 0]
}
]

The “groupID” and the “serverID” are fixed for a device, whereas the “Date” and the “Values” marked in red in
the example, changes in every request.
• The “Date” parameter is the date. It is in milliseconds since 1970 (UNIX time).
• The "Value” parameter is the four fields expected (Liters, Total liters, Battery level, State). They have to
be inside an array.
In the MEDUSA HMI (https://medusa.tecdesoft.es/), under the HYDRAO DEVICES folder, the last data received
by the HYDRAO water meters are displayed. To have something easily understandable, we decided to put in
green the state 0 (=secured), in orange the state 1 (unsecured) and in red the state 2 (corrupted). Figure 24
illustrates the created dashboard.

Deliverable nr.
Deliverable Title
Version

D6.5
Phase 2 Integration and Evaluation Framework
1.0 - 31 marzo 2021

Page 35 of 52

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Figure 24: Dashboard created for the end-to-end security of devices data use case

3.2.3

Resilience to devices failures use case

Errore. L'origine riferimento non è stata trovata. shows a reduced schema of the mockup (depicting only
the main devices used in the “resilience to devices failures” use case, using the identification code the devices
have in the mockup’s software API). The mockup sections not relevant to this use case are depicted as a grey
box.
The mockup uses 2 pumps to take water from the “river” and fill the water tank 1 (the pumps and main valve
are automatically controlled by just setting the desired water level in tank 1).
The tank 2 is filled from the tank 1 via a valve without the need for a pump, just using their height difference
(this valve is automatically controlled by just setting the desired water level in tank 2).
The tank 3 is filled from tank 2 using a water pump and a valve (the pump and valve are automatically controlled
by just setting the desired water level in tank 3).
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Figure 25: Resilience to devices failures use case main devices

Errore. L'origine riferimento non è stata trovata. uses the following convention regarding the type of the
device represented:
•

Valves: green rectangle.

•

Water meters: blue circle.

•

Water pumps: blue triangle.

•

Water level sensors: orange arrows.

•

Pipes: the blue pipes indicate the water input to the water tanks, and the red pipes indicate the water
output from the tanks to the city.

In this use case, we have demonstrated s0nar which is responsible for anomalies detection and prediction,
thank to this feature, they control system is more intelligent and autonomous comparing with the real water
infrastructure management. Once the anomaly of the IoT device is detected, the system is able to issue some
control commands to the actuators, such as valves, in the mockup to react the failures. Thanks to this use case,
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we are able to validate s0nar, an online data analysis tool for anomaly detection and prediction leveraging
machine learning technologies, and the BRAIN-IoT Modelling & Validation to design control strategy logic and
generate the deployable script to be executed in the BRAIN-IoT Edge Node implemented with sensiNact. The
emphasized software architecture as shown in Errore. L'origine riferimento non è stata trovata..

Figure 26: Resilience to devices failures use case software architecture

Sica requests are continuously send to collect measures from the specific devices whose key position in the
mockup allows to detect anomalies. These measures are next gathers in one single data structure transmitted
to the component in charge of detecting anomalies as well as defining the level of countermeasures to fix
those anomalies. The events relative to detected anomalies give birth to a chain of calls to trigger the execution
of the application generated by the intermediate of the control modelisation system. Finally, the execution of
the application causes a call to the dedicated HTTP endpoint allowing to actuate the precise valves to regulate
the flow in the system.
SensiNact Edge node will uses the sensing API to continuously read the mockup devices and inject the data to
BRAIN-IoT EventBus. BRAIN-IoT s0nar Bridge, a subcomponent of s0nar, is used for the integration with BRAINIoT Fabric for testing infrastructure with the anomaly detection service, s0nar.
This bridge listens to the water flow meter measures events (“MeasuresEvent”) that containing:
•

The water meter device identifier

•

The timestamp of the measure
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•

The measure value

For each of measures received, BRAIN-IoT s0nar will be used to update the current AI or ML model and request
the detected anomalies so the s0nar Bridge can compose an AnomaliesDetectionMessage and send it through
the Event Bus for it to be managed by the affected components.
There are several the tank outputs interconnections that in the actual water distribution system of A Coruña
are used to drive water from one tank output to another tank output, in case one tank is unable to fulfil the
demanded water consumption or in case of failure. These interconnections are the ones marked as CFV006,
DFV008, and EFV010 in Errore. L'origine riferimento non è stata trovata..
In the current use case implementation, when the s0nar component detects an anomaly (a water consumption
problem), the system uses these interconnections as a fail-safe mechanism. The S0nar component was trained
using the readings of the C.FT002, and C.FT003, D.FT001, and E.FT001 water meters. S0nar will emit a
message when it detects a problem in the water consumption of one of these water meters. When S0nar
detects a water meter problem from tank A, the system diverts water from tank B by opening one
interconnection valve using the control API.
The system implements the following set of rules to reflect this behaviour:
• If problem detected in C.FT002:
• Open C.FV006
• If problem detected in C.FT003:
• There is no way of solving it.
• If problem detected in D.FT001:
• Open C.FV006
• Open E.FV010
• If problem detected in E.FT001:
• Open E.FV010https://medusa.tecdesoft.es/
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4
4.1

Validation Management
Introduction

This validation procedure is focused in the integration and laboratory evaluations, as it was developed in the
“D6.4 – Phase 1 Evaluation Report”.
4.2

Methodology

The concepts used in this methodology are explained according to different bibliography in the deliverable
D6.4 - Phase 1 Evaluation Report. It explains the verification, validation, test and evaluation process that has
been used to check the current status and evolution of the project.
In this Methodology, for allowing the dependencies, the implementation process shall follow a top-down
approach or the V-model approach [5]. In this project and according to the WP2 deliverables, the BRAIN-IoT
platform is specified in four levels of abstraction, “scenario” level, “system” level, “component” level and
“coding”, but not using intermediate “subsystem” levels, so the requirements that belong to a different
component are included in the BRAIN-IoT system level. The next figure represents the relation between the
abstraction levels and the project implementation:

Figure 27: Validation methodology.

The “Categories” defined in the project would correspond with a “subsystem” classification, since they contents
the different “products” defined. The “Categories” in the figure, would be placed between the blocks “High
Level Design” and “Low Level Design”, but they don’t have an own validation process due to time/efforts
constraints in the project. Instead of that, the requirements that belongs to different products are included in
the higher category of “BRAIN-IoT Solution”.

Deliverable nr.
Deliverable Title
Version

D6.5
Phase 2 Integration and Evaluation Framework
1.0 - 31 marzo 2021

Page 40 of 52

model-Based fRamework for dependable sensing and Actuation in INtelligent decentralized IoT systems

Figure 28: “Category” position in the methodology.

For some high level requirements, it is possible to follow a top-down solution in this validation framework. The
approach is explained using an example regarding a requirement “X” of high level designed. In this example
there are other requirements “W”, “Y” and “Z” of low level design, generated from “X”. If “W”, “Y” and “Z” cover
the 100% of the casuistic of the requirement “X”, those requirements can be used for validating the requirement
“X” without the need of defining a specific test “X”. The next figure illustrates this rule that shall be
accomplished.

Figure 29: Top-down solution for testing.

Three types of requirements have been considered from the WP2: Functional Requirements, Non-Functional
Requirements and Design Requirements. In this validation methodology, a point of flexibility was introduced
in order to ensure that all the requirements can be validated. To validate those requirements, two concepts are
introduced “testing” and “demonstration “. As has been detailed on “D6.4: Phase 1 Report”.
A more detailed explanation of the test, the tests definition, and the tests results are presented in D6.6.
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5

KPIs

After the rescoping of the activities followed by the documents D1, D2, and D3 submitted on December
2019, a new set of KPIs has been produced to be aligned to the Updated Technical Objectives – UTO (See
D2.7). The updated list of KPIs contains revisions of some of the KPIs reported in the “Table 1 – Targeted
BRAIN-IoT Project KPI” from the Grant Agreement but with the updates that have been necessary to:
Be aligned with the new UTO
Provide indicators which are more concrete and measurable, as well as more in line with the technical
activities performed in WP3, WP4, and WP5.
The information regarding the validation of the KPIs is indicated in the next tables. The tables summarize the
list of the target KPIs for the overall platform, as well as the two main usage scenarios, with a reminder about
the achievements obtained until M24. The final achievements will be evaluated in D6.6, and will be related to
the results obtained until M39 of the project.

KPI
ID

KPI
1

KPI
2

KPI
3

STATUS

NO RUN

PARTIAL

NO RUN

Related
Technical
Objective
/ Strategic
Objectives

UTO1.1

Description of KPI

Development time
for implementing
logics for
orchestrating new
and existing devices
exposed by
integrated sources

UTO1.1

Number of IoT
devices/CPS/external
platforms protocols
supported and
integrated within
BRAIN-IoT Platform

UTO1.2

Improved
understanding of
the developed
orchestrating logic
for operators who
didn't develop the
system

Deliverable nr.
Deliverable Title
Version

Motivation

Adopting BRAINIoT Services
Development
Toolkit aims to
reduce the burden
for the IoT
developer to
design and develop
an orchestrating
logic
The BRAIN-IoT
Platform aims to
develop logics for
the orchestration of
new and existing
services, devices
and platforms. The
Platform should
guarantee a wide
protocol coverage
Adopting modelbased tools and
languages to
graphically
represent the IoT
system and its
functioning logics
aims to improve
the understanding
of the operating
IoT system by
actors who are not
technical (e.g.
managers, system
operators)

Expected Results

Achievement Until
M24

Development time
50% reduced

50

The implemented
use cases required
the integration of 3
different
protocols/external
systems (HTTP Sica
Platform, ROS
platforms, HTTP
Controllable Door)

80% of the
interviewed people
understand the
modelled system
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KPI
4

KPI
5

KPI
6

KPI
7

PASSED

PASSED

NO RUN

NO RUN

UTO2.1

BRAIN-IoT execution
environment
deployable in a
distributed mixed
edge cloud
environment

UTO2.1

Complexity for
deploying a full local
BRAIN-IoT execution
environment (along
with adapters for IoT
data sources,
orchestrating logics)
in a mixed edgecloud environment
in a production
environment

UTO2.2

Time to recover
from a failure within
the execution
environment - or if
not possible - to
report issues

UTO2.2

Ability to detect
anomalies on a time
series based on a
trained model

Deliverable nr.
Deliverable Title
Version

IoT System
operators would
like to adopt the
same deployment
approach for
deploying logics
both at the edge
side or to the
cloud. The
execution
environment aims
to manage the
deployment and
communication
seamlessly on the
cloud or the edge
according to
systems
requirements labels
specified for each
software module to
be deployed
Adopting the
BRAIN-IoT
Distributed Service
Discovery and
Execution Platform
aims to reduce the
burden for the IoT
system operators
to instantiate and
setup an IoT
system in the
production
environment
Adopting the
BRAIN-IoT Platform
aims to reduce the
burden for the IoT
system operators
for facing system
downtime,
recognizing
whenever a node of
the platform stops
working, and reestablish the
operativity.
Enabling the
automatic anomaly
detection based on
ML and AI on a
changing
environment to
assist other

A BRAIN-IoT microcloud environment
can be deployed on
a mixed cloud-edge
environment

A BRAIN-IoT microcloud environment
can be deployed on
a mixed cloud-edge
environment and
supports an
automated
dependency
management to
automatically
deploy software
module according
to specific
requirements and
dependencies.

<30 min

< 5 min

< 60 min

The system is able
to detect anomalies
on a time series
once a model has
been created and
trained.
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KPI
8

KPI
9

PASSED

NO RUN

UTO2.2

Real time updating
of the model to
adapt to a changing
environment

UTO2.2

Real time model
creation for anomaly
detection of just
added metric
sources

KPI
10

NO RUN

UTO3.1

Time to establish a
secure end-to-end
channel between a
constrained IoT
device and the
BRAIN-IoT Platform

KPI
11

NO RUN

UTO3.1,
UTO3.2,
UTO3.3

Impact of security
on communication
delays

KPI
12

NO RUN

UTO3.1

% of critical dataflow
encrypted

Deliverable nr.
Deliverable Title
Version

automatic systems
or decision makers
with up-to-date
alerts.
Adapting in real
time to the
variations of a time
series such as the
homogenous
increase of the
values so the
model keeps
detecting real
anomalies.
Adapting in real
time to the
inherent
characteristics of
IoT
implementation,
where any device
could be added or
removed any time.
Adopting the
BRAIN-IoT End-toEnd security
components aims
to establish a
secure and
authenticated
communication
between resource
constrained IoT
devices and the
BRAIN-IoT platform
which collects the
data and deliver
them to BRAIN-IoT
Services
Security should not
have an impact on
communication
delay as this latest
can be business
critical
Adopting the
BRAIN-IoT End-toEnd security
components aims
to ensure end-toend data
encryption from IoT
sensors/actuators
to the BRAIN-IoT
platform, which

The system is able
to retrain its models
to adapt to the
changes in the
metrics.

The system is able to
retrain its models to
adapt
to
the
changes
in
the
metrics.

The system is able
to create a new
model for the new
metrics source and
train it so, after
some values are
received, it can start
detecting
anomalies.

< 5s

<500 ms

100%
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collects the data
and deliver them to
BRAIN-IoT Services

KPI
13

PASSED

UTO3.2

Number of
authorized IoT
sensors/actuators
and users actually
authenticated to the
platform.

KPI
14

PASSED

UTO3.2

Availability of
authentication

KPI
15

PASSED

UTO3.1,
UTO3.2

Number of
unauthorized IoT
sensor/actuator and
users able to send
data to the BRAINIoT platform

KPI
16

NO RUN

UTO3.3

Privacy support tools
available

KPI
17

PARTIAL

UTO4.1

Deliverable nr.
Deliverable Title
Version

Number of
unexpected
behaviours when the
developed IoT
system is deployed
in the production
environment

Security
components shall
manage IoT
sensors/actuators
and users account
information and
registration.
The AAA service
aims to be available
for the platform's
components and
nodes at any time
Any data sent by
unregistered users
or IoT
sensors/actuators
to the BRAIN-IoT
platform must be
rejected.
Brain-IoT platform
aims to provide to
users a set of tools
for
privacy
awareness
and
control
in
distributed
environments
BRAIN-IoT Platform
provides
mechanisms for
modelling "Digital
Twins" of IoT and
CPS resources and
make it possible to
validate an
orchestration logic
in a simulated
environment which
is twin of the real
one. It allows to
validate the system
in a safe
environment
without the risk for
damaging the
hardware.

100% authorized
IoT
sensors/actuators
and users are
authenticated to the
ACE server

100% authorized
IoT
sensors/actuators
and users are
authenticated to the
ACE server

>99% availability

100% availability

0

0

100%
of
data
owners'
data
policies respected

0 unexpected
behaviours

0 unexpected
behaviours
deploying the
system in Water
Management
production
environment after
having tested the
system leveraging
physical layer
models.
Unexpected
behaviours
happened with a
frequency of 1 time
every 20 tests with
different initial
robot positionings
and pick&place
schemas.
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KPI
18

NO RUN

Synchronization
time between the
model of the
orchestrating logics
and its
implementation

UTO4.2,
UTO1.2

BRAIN-IoT
Modelling Tool
aims to provide a
monitoring system
which connects at
runtime
orchestrating
behaviours models
(models@runtime)
to the real system
executed in the
production
environment, for
helping system
operator to
immediately spot
possible
unexpected
behaviours or
blocks.

<1 minute

Table 1: Information about the BRAIN-IoT Platform KPIs until M24

KPI
ID

KPI19

KPI20

STATUS

Related
Technical
Objective
/ Strategic
Objectives

Description of KPI

NO
RUN

UTO1.1

Faster design and
development time
of robots
behaviours and
interaction with
environmental IoT
Systems and
Backend Systems.

PASSED

UTO2.1,
EI-2
(DoA's
Impact
Section)

Faster deployment
of system

Deliverable nr.
Deliverable Title
Version

Motivation

Development phase
of behaviour logics
is time consuming
and complex.
Developers must be
expert of ROS and
of C++
programming. A
model-based
approach will make
this phase quicker
and more
accessible to
unexperienced
developers.
In robotic domain
the deployment of
software modules
on robotic
platforms is often
made manually one
by one, or
dedicated scripts
must be developed.
Also crosscompilation time is
needed. A more

Expected Results

Achievement

Development time
50% reduced

<30 min (Average
of 20% reduction
on system
deployment time)

< 5 min
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KPI21

NO
RUN

UTO2.2,
EI-2
(DoA's
Impact
Section)

KPI22

NO
RUN

EI-2
(DoA's
Impact
Section)

Reduced time of
delivery of goods

UTO4.2,
UTO1.2

Ease for the robotic
system operator to
reconfigure and
monitor the status
of the mission

KPI23

NO
RUN

Deliverable nr.
Deliverable Title
Version

Minimum failures

agile way for
deploying software
module would
decrease the time
to execution of a
robotic system.
Often the
deployment
procedure could
take hours,
depending on the
number of robots
which are involved
in the deployment.
During a mission a
robot can meet
face motivation of
failures or
slowdowns. This
situation affects the
quality of the
service
implemented by
using robots.
Restoration of the
correct
operativeness
requires a manual
intervention for
fixing the problem.
The movement of
goods in a
warehouse may
face serious
business-related
issues if the robotic
system for logistics
fails or slows down.
Depending on the
complexity of the
mission and the
number of items to
locate from
warehouse inbound
to warehouse
storage racks, the
BRAIN-IoT Platform
should support for
an easy
reconfiguration of:
(1) the size of the
fleet, (2) the
position of the
items. Moreover, a
constant

< 1% failure rate

15% reduction of
delivery time

To reconfigure the
mission the
operator should
not stop the system
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monitoring of what
the robots are
doing is necessary.

Table 2: Information about Service Robotics Scenario KPIs until M24

Table 3: Information about Water Management Infrastructure Scenario KPIs until M24

KPI
ID

KPI19

KPI21

STATUS

NO RUN

NO RUN

Related
Technical
Objective
/ Strategic
Objectives

UTO3.1

UTO2.2

Deliverable nr.
Deliverable Title
Version

Description of KPI

% of secured
communications
with devices
connected to the
water infrastructure

Improved failures
mitigation

Motivation

A very important
requirements for
the management of
the water
infrastructure is
that all the devices
are secured and
data and
commands are
encrypted.
Whenever the
infrastructure faces
problems on one of
its elements, like
for instance the
detection of
anomalies on the
measurements
from a flow meter,
the BRAIN-IoT
Platform should
help the
infrastructure to
recognize the
anomaly, notify it
and trigger a new
control strategy
that keep a correct
system
operativeness
bypassing the
problematic flow
meter and the
information it is
delivering. The
backup control
strategy would act
on a different set of

Expected Results

Achievement

100%

The water level
remains around the
expected values
even when a flow
meter issues wrong
values that could
be misinterpreted
by the control
infrastructure.
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KPI22

KPI23

NO RUN

UTO2.1

Number of devices
supported

Number of
different integrable
technologies

PARTIAL

Deliverable nr.
Deliverable Title
Version

actuators that
would still
guarantee a proper
water level in the
system without
damaging
anything. The
backup strategy
would mitigate the
failure until a
human operator
will substitute the
problematic
component.
A critical
infrastructure has
to support and
manage
thousands of
devices. Because
of this, a system
to be integrated
in the
infrastructure for
manage them,
need to be able
to manage big
quantities of
devices. That is why
the system
integrated in the
infrastructure to
manage should
respect this
quantity constraint
The water critical
infrastructure
contains several
different
technologies,
sensors (e.g water
meters), actuators
(e.g spill gates,
valves), control
systems (e.g. SICA,
Medusa). And new
wireless Iot devices
are planned to be
integrated (such as
LoRa devices).

Between 20 and
100 devices

A proper scalability
test for the BRAINIoT Fabric Event
Bus has not been
performed. During
the tests for the
demos
implementation,
the system
demonstrated to
scale up to 7 data
sources (in the
robotics scenario: 6
robots, the
backend system)
simultaneously.

50

The implemented
use cases required
the integration of
HTTP Sica Platform
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6

Conclusion

This deliverable focuses on presenting the integration of all the components developed during the Brain-IoT
project and explaining the interconnection and relationships between the different components.
This document also introduced the Evaluation Framework of the BRAIN-IoT system, which D6.6 explains in
more detail, presenting and explaining the test results.
Due to the global architecture of the Brain-IoT system being complex, we present an annex (Annex 1) with a
vectorial representation of the system.
We also present a second annex (Annex 2) with all the components of the water distribution system mockup
to simplify this document by presenting only the devices relevant for each use case.
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Acronyms
Acronym

Explanation
model-Based fRamework for dependable sensing and Actuation in
iNtelligent decentralized IoT systems
Information Technology
Internet of Things
Open Services Gateway initiative
Operational Technology
Proof-of-Concept
Integral System of the Water Cycle
Web of Things

BRAIN-IoT
IT
IoT
OSGi
OT
PoC
SICA
WoT
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